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Executive summary 

The present deliverable, D3.4 – “Tools & Services, DataBri-X Resource Connector, and DataBri-X IDS 

Infrastructure and IDS Connector Framework”, reports on the work carried out in the context of the following 

Tasks: 

• T3.2 – Development of Tools & Services 

• T3.3 – Tests and Deployment of single tools 

• T3.4 – Connection and Integration with 3rd-party systems 

• T3.5 – IDS Infrastructure and Connector Framework 

Deliverable D3.4 corresponds to the developments in these tasks during the third year of the project, and 

describes the work done towards Milestone MS9 “Final release of the DataBri-X Toolbox”.  

D3.4 is of type “OTHER” because it is meant to deliver software, and therefore it reports on software that has 

been developed.  

For the third year of the project, the objectives per task are as follows: 

• For T3.2, the objectives for the third year are to complete the implementation of the tools based on the 

requirements set out in deliverable D3.1 [1], and to ensure that the deployable, containerized tools are 

integrated into the DataBri-X platform, by following a specified ingestion process. Those are 

addressed in Sections 2 and 3. 

• For T3.3, the objective for the third year is to continue the tests of the deployable tools developed in 

T3.2 focusing on the functionality added in the final year. Moreover, to test the valid deployment of 

tools on the target runtime environment. Those are addressed in Section 4. 

• For T3.4, the objective for the third year is to present the DataBri-X Resource Connector, which allows 

DataBri-X to access and use third-party assets like language resources, taxonomies, trained AI models 

and training datasets. This is addressed in Section 5. 

• For T3.5, the objective for the third year is to present the DataBri-X Connector and IDS Infrastructure, 

for integrating DataBri-X with Data Space technology. This is addressed in Section 6. 

Deliverable D3.4 is a successor version of D3.2 [2] (first year) and D3.3 [3] (second year). Although D3.4 has 

a similar structure with its predecessors, the content is, for the most part, different. The new content in D3.4 

reflects the progress of the project on many fronts, including tool development and ingestion, Resource 

Connector implementation, and DataBri-X IDS Infrastructure implementation. Still, D3.4 is a self-contained 

deliverable that does not require or rely on material presented in its predecessors. 

More specifically, Section 1 constitutes the introduction that puts this deliverable into context. The 

development and ingestion process of the tools, together with the necessary components, is documented in 

Section 2. The contents of Section 2 have been completely revised in this version, to reflect the progress of the 

project in the direction of tool integration into a coherent platform. Section 3 describes each tool separately, 

presenting its implementation status, its API and its adherence to the expected functionality, and its TRL 

assessment. In comparison to the previous versions, Section 3 describes the final implementation of the tools 

that correspond to the milestone MS9 and include adherence to all requirements set in deliverable D3.1, 

together with the final TRL assessment of the tools. Section 4 reports on the tests performed on the tools, going 

into more depth that the corresponding section of the previous versions, and concentrating on tests for the 

integration of the tools into the platform. Section 5 presents the DataBri-X Resource Connector, while Section 

6 presents the DataBri-X IDS Infrastructure. Both sections have been revised to reflect the progress of the 

project in these fronts. Finally, Section 7 concludes the deliverable. 
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Deliverable D3.4 is pivotal for the project, since the technologies described in it cover many very important 

aspects of DataBri-X. It is indispensable for WP4, which integrates the standalone modules into a cohesive 

platform, and essential for WP5, where the tools are used in the DataBri-X use cases. 
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1 Introduction 

Deliverable D3.4 addresses the work done in four Tasks (T3.2, T3.3, T3.4, and T3.5), based on requirements 

identified in T3.1, during the third year of the project. The focus of T3.2 is on the improvement and integration 

of the DataBri-X deployable tools, the focus of T3.3 is on tool functionality and deployment testing, the focus 

of T3.4 is on the development of the Resource Connector, and the focus of T3.5 is on the IDS infrastructure 

implementation. 

More specifically, the objective of T3.2 is to develop the DataBri-X tools and the DataBri-X Connectors, as a 

service instance, that will be integrated into the DataBri-X Toolbox. The objective of T3.3 is to conduct tests 

on the deployable tools produced by T3.2. The objective of T3.4 is to develop a “Resource Connector” that 

will allow the Toolbox to have access to taxonomies, AI models, language resources, and more. The objective 

of T3.5 is to provide the technology necessary for the DataBri-X Toolbox to use the IDS methodology for 

accessing and sharing data. The tool implementation is guided by the requirements that are set in deliverable 

D3.1. 

For the third year of the project, the main aims are to complete the implementation of the tools and integrate 

them into the platform (T3.2), to extensively test the tool functionality and deployment on the runtime 

environment (T3.3), to finalize the implementation of the DataBri-X Resource Connector (T3.4), and to 

complete the development of the modules related to the IDS Framework (T3.5). 

Deliverable D3.4 corresponds to the developments in Tasks T3.2, T3.3, T3.4, and T3.5 during the third year 

of the project, and describes the work done towards Milestone MS9 “Final release of the DataBri-X Toolbox”. 

Deliverable D3.4 is a successor version of D3.3 and D3.2. Although D3.4 has a similar structure with its 

predecessors, the content is, for the most part, different. The new content in D3.4 reflects the progress of the 

project on many fronts, including tool development and ingestion, Resource Connector implementation, and 

DataBri-X IDS Infrastructure implementation. Still, D3.4 is a self-contained deliverable that does not require 

or rely on material presented in its predecessors. 

More specifically, Section 1 constitutes the introduction that puts this deliverable into context. The 

development and ingestion process of the tools, together with the necessary components, is documented in 

Section 2. The contents of Section 2 have been completely revised in this version, to reflect the progress of the 

project in the direction of tool integration into a coherent platform. Section 3 describes each tool separately, 

presenting its implementation status, its API and its adherence to the expected functionality, and its TRL 

assessment. In comparison to the previous versions, Section 3 describes the final implementation of the tools 

that correspond to the milestone MS9, and include adherence to all requirements set in deliverable D3.1, 

together with the final TRL assessment of the tools. Section 4 reports on the tests performed on the tools, going 

into more depth that the corresponding section of the previous versions, and concentrating on tests for the 

integration of the tools into the platform. Section 5 presents the DataBri-X Resource Connector, while Section 

6 presents the DataBri-X IDS Infrastructure. Both sections have been revised to reflect the progress of the 

project in these fronts. Finally, Section 7 concludes the deliverable. 

1.1 Mapping Project Outputs 

The aim of this chapter is to align the commitments outlined in the DataBri-X Grant Agreement (GA), as 

specified within the formal Deliverable and Task descriptions, with the project’s outputs and completed work. 

Adherence to DataBri-X GA Deliverable and Task(s) descriptions 

DataBri-X Task 

Respective 

document 

section(s) 

Justification 

Task T3.2 - Development of Tools & Services 

(Leader: ARC) [3-33] 
Section 2, 3 

Section 2 presents the development 

principles of the DataBri-X tools: 
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T3.2 provides the development of all DataBri-X 

tools as well as the development of the DataBri-

X Connector, taking into account the use of the 

current IDSA and future GAIA-X Eclipse 

Connector 

(https://projects.eclipse.org/projects/technology.

dsconnector/reviews/creation-review). Activities 

in T3.2 include the development of shared 

libraries, and any other component required to 

enable the tools to work both standalone and in 

collaboration scenarios. T3.2 is organized in 3 

iterations, following the results of T3.1: a) 

deployable tools satisfying the requirement 

specifications (for integration handover in M10), 

b) improved, expanded and deployable tools for 

integration in M21, and c) final tools for 

integration in M33. 

• The development and deployment 

cycle for integrating containerized 

tools and services into the 

DataBri-X platform. 

• The components that are required 

for each tool to have in order to be 

part of the platform. 

 

Section 3 presents the implemented tools: 

• Description and links to the 

Platform Tools, integral to the 

DataBri-X platform. 

• For every implemented deployable 

tool, a list with links to its 

constituent parts is given. 

• For each deployable tool a table is 

given, that associates its 

functionality (API endpoints) to 

the functional requirements set for 

the tool defined in Deliverable 

D3.1. 

• For each tool a table is given 

asserting the TRL level of the tool. 

Task T3.3 - Tests and Deployment of single 

tools (Leader: LST) [3-33] 

  

T3.3 conducts the tests and deployments of the 

single tools along the specified requirements and 

in alignment with the 3 release iterations in T3.2. 

Tests and benchmarks will be specified and 

accomplished in the course of automated testing, 

API testing and deployment tests. The 

deployment tests include activities to validate 

containerization and container deployment on the 

target runtime environments. At the end of the 

task, the technical documentation per tool will be 

produced. 

Section 4  

Section 4 describes the testing and 

deployment methodology, and the process 

of the tool testing. 

Task T3.4 - Connection and Integration with 

3rd party systems (ELG, AI4EU, etc) (Leader: 

DFKI) [3-33] 

 

T3.4 provides the development of a generic 

“DataBri-X Resource Connector” that allows to 

load resources like language resources, 

taxonomies, trained AI models and other data 

into DataBri-X to make use of such resources for 

optimising the DataBri-X Toolbox for a specific 

use case. The generic resources connector will be 

tested and demonstrated with the European 

Language Grid (ELG), to enable DataBri-X to 

load ELG data, e.g., morphological wordlists for 

a multilingual project or trained AI models. The 

Resource Connector will be adapted to additional 

3rd-party sources (e.g., AI4EU, LOD 

Section 5 
Section 5 describes the final design and 

implementation of the Resource 

Connector. 

https://projects.eclipse.org/projects/technology.dsconnector/reviews/creation-review
https://projects.eclipse.org/projects/technology.dsconnector/reviews/creation-review
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Vocabularies or Bartoc). This approach ensures 

the reuse of existing resources via DataBri-X and 

it enables energy efficient data management by 

reducing the processing power needed, e.g., for 

AI models by re-use of existing models instead 

of computing new ones. 

Task T3.5 - IDS Infrastructure and Connector 

Framework (Leader: NIC) [3-33] 

  

T3.5 provides two important technology areas for 

DataBri-X: (i) hosted IDS (International Data 

Spaces) components and an IDS Framework that 

provide mechanisms for data connectors, 

authentication mechanisms, and brokerage, as 

well as the test framework for data sharing 

connectors following IDS standards (and if 

applicable GAIA-X standards that are under 

development at the moment), and (ii) it provides 

a framework of methodologies, guidelines, 

software components, as well as test 

methodologies to support the DataBri-X Toolbox 

and specifically the use cases in WP5 in the 

development of Data Sharing Connectors (based 

on IDS Connector Standards; connectors being 

developed in WP5 by Pilot partners). NIC as an 

official IDS Technology partner will lead this 

task and bring in its long-term expertise in related 

technologies and methodologies. 

Section 6 

Section 6 describes the overall 

architecture and the implemented modules 

related to the IDS infrastructure (Data 

Space). 

 

1.2 Connection with other WPs 

Deliverable D3.4 depends heavily on Deliverable D2.2 [4] and Tasks T2.2 and T2.3, which essentially 

prescribe the general guidelines the tools must follow for integration into the DataBri-X Toolbox. Those 

guidelines have been considered when explaining the implementation process and the structure of the tools in 

section 2. The updated deployable tools observe those general guidelines, as it can be seen in section 3 where 

those tools are presented. 

D3.4 also has a direct connection with Deliverable D3.1 and Task T3.1, since it delivers software that adheres 

to the requirements set in D3.1. Deliverable D3.1 provides the Technical Requirements Specification and 

Development Roadmaps for all Tools in DataBri-X. For every single tool of the DataBri-X platform, 

deliverable D3.1 specifies the detailed requirements that must be satisfied in the course of the development in 

the project. D3.1 does this by providing a development roadmap for each tool and specifying which of the 

previously defined requirements are to be implemented in which year of the project. Based on the above 

information provided by D3.1, deliverable D3.4 presents how the implemented deployable tools match the 

requirements defined in D3.1 for the third year of the project. This is presented in section 3.4.  

Deliverable D3.4 is essential for WP4, where the tools delivered through D3.4 are integrated into the DataBri-

X Toolbox and tested as a whole. Finally, deliverable D3.4 is necessary for WP5 which uses the deployable 

tools for implementing the DataBri-X use cases. 
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2 Development Principles of DataBri-X Deployable Tools & Services 

A key objective of the DataBri-X platform is synthesizing workflows consisting of tools that are deployed and 

connected on an as-needed basis. For these deployable tools to be able to participate in orchestrated workflows, 

they need to conform to certain common design principles. Sections 2.1 “Deployable Tool Development 

Process” and 2.2 “Components of DataBri-X Deployable Tools” of D3.2 established the development process 

that was then followed throughout D3.2 and D3.3. Since then, the development process has been significantly 

enhanced, moving towards a more standardized and production-ready approach. 

This section first presents the progress achieved since D3.2, highlighting key improvements and enhancements 

in the development process. It then describes the development and deployment cycle that defines how tools 

are built, packaged, executed, used, and integrated into the DataBri-X platform. Finally, it details the essential 

components that comprise a DataBri-X deployable tool, materializing the design principles and facilitating 

platform onboarding and participation of the tool in DataBri-X workflows. 

2.1 Progress Achieved 

Since the previous version (D3.2, sections 2.1 and 2.2), which established the development process through 

project repository setup, container registry setup, OpenAPI specification generation, Docker containerization, 

and JenPlane software specification definition as TTL files – a process that was followed throughout D3.2 and 

D3.3 – the development process has been enhanced across several key areas: 

• Development and Deployment Workflow: A structured workflow now incorporates source control, 

containerization, API documentation, testing, and platform integration through GitLab’s CI/CD 

pipelines. 

• Container Registry Strategy: A dual-registry approach using GitLab Container Registry for 

development/testing and Amazon Elastic Container Registry for production deployments within the 

platform. 

• API Documentation: Enhanced OpenAPI specification by integrating JenPlane Software Specification 

Extensions directly into the OpenAPI document, replacing separate TTL-based specifications and 

simplifying platform metadata management. 

• Testing Framework: Standardized testing framework using predefined input/output files for consistent 

behaviour validation across environments. 

• Platform Integration: Improved onboarding process through consolidated OpenAPI-based tool 

descriptions and enhanced workflow integration capabilities. 

• Documentation Requirements: Comprehensive coverage including deployment guides, API 

references, and execution examples supporting both standalone operation and platform usage. 

These enhancements to the D3.2 development process are detailed in the following sections. 

2.2 Development and Deployment Cycle 

A standardized workflow is required for building and deploying a DataBri-X tool to ensure consistent 

functionality and deployment across various environments. This section describes the process used to develop, 

package, deploy and integrate tools within the DataBri-X platform. The development and deployment cycle 

extracts and defines the essential components required for each tool release, producing container specifications, 

API documentation, integration metadata, and deployment configurations as concrete deliverables. The 

workflow encompasses development practices, containerization standards, automation procedures, and 

platform integration requirements that enable both standalone usage and integration capabilities for each tool 

in the DataBri-X Toolbox. 

Tools are developed according to platform requirements and packaged as containerized services that expose 

well-defined and documented APIs. The process employed by the DataBri-X project leverages GitLab for 

source control and automated CI/CD pipelines, Docker for containerization and deployability, and Amazon 
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Web Services (AWS) for the production infrastructure. These software services support the tool development 

lifecycle while enabling both the standalone operation of each tool and the integration of the tool into 

workflows designed and generated by JenPlane Workflow Designer within the DataBri-X platform. 

2.2.1 Source Management and Version Control 

Software development requires robust source control and asset management through a centralized platform. In 

the DataBri-X project, GitLab serves as the central platform for managing both source-available and closed-

source tools through standardized development workflows and automated CI/CD pipelines. Source-available 

tools contain their complete codebase, while closed-source tools maintain operational and deployment assets, 

as well as their documentation, in the GitLab repository of each tool. Through the GitLab Project Repository 

component of each tool, users and developers of the tool can access version control, asset storage, along with 

collaboration and release management capabilities. The version control system tracks changes, enables 

collaborative development through branches and merge requests, and manages versioned releases, making the 

GitLab Project Repository the primary source of information and main access point for each tool’s 

development and deployment resources. 

2.2.2 Containerization and Image Distribution 

Containerization enables consistent deployment by packaging tools and their dependencies into standardized, 

portable units. This approach ensures reliable operation across different computing environments while 

isolating tool dependencies. Through containerization, tools execute consistently across development, testing, 

and production systems, supporting both standalone operation and collaborative workflow scenarios generated 

by the DataBri-X platform’s JenPlane Workflow Designer. Container images are pushed to and managed 

through two dedicated registries: the GitLab Container Registry mainly serves the development and testing 

lifecycle, while the Amazon Elastic Container Registry (ECR) hosts production-ready images for deployment 

within the DataBri-X platform. Each tool’s Dockerfile component specifies build instructions and 

configurations, which the Docker build process uses to create container images. These images are accessed 

through the GitLab Container Registry and Amazon ECR Image Path components for distribution and version 

management across development and production environments. 

2.2.3 Container Deployment 

Tool operation requires standardized execution methods that function reliably across computing environments 

through Docker container runtime management. This standardization ensures runtime consistency between 

development, testing, and production deployments, allowing tools to operate both as standalone services or as 

integrated units within DataBri-X workflows. The execution process manages container configuration, 

environment variables, port mappings and other runtime settings required for deployment scenarios. Each tool 

defines its Docker Run Command component that specifies the exact command and parameters needed to 

execute the containerized tool for proper tool operation. 

2.2.4 API Documentation and Specifications 

The DataBri-X platform standardizes API documentation and specifications using OpenAPI, which has 

become the de facto standard for describing REST APIs worldwide. Major organizations like Microsoft, 

Google, and Amazon use OpenAPI for service documentation through their cloud platforms, enabling API-

first development where teams work in parallel based on agreed-upon Web API definitions. This 

standardization enables automatic API discovery, validation, testing, and client code generation. Through 

OpenAPI specifications, tools document all available operations, parameters, responses, authentication 

requirements, and other interface aspects in both human and machine-readable formats (JSON, YAML). The 

OpenAPI Specification of each tool is typically generated automatically at runtime, to ensure synchronization 

with the implementation, and persisted to the tool repository alongside the tool’s codebase and assets, serving 

as the primary interface definition for both standalone usage and DataBri-X platform integration of the tool. 

2.2.5 Platform Integration 

Platform integration in DataBri-X defines and requires a formal onboarding mechanism that enables tools to 

become integrated platform software units. Each tool must specify its formal tool description following a 
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standardized specification, in order to fulfil the requirements of the onboarding process. The integration 

leverages OpenAPI’s extension mechanism, a standard way for platforms to add custom properties to API 

specifications, similar to how major platforms like Amazon API Gateway extend OpenAPI for their specific 

needs. Through JenPlane Software Specification Extensions, the base OpenAPI specifications are augmented 

with DataBri-X-specific attributes that define resource requirements, operational characteristics, and workflow 

capabilities, including detailed parameter specifications for inputs and outputs. Through these metadata 

extensions, tools maintain their standalone API contracts in a backwards-compatible way, while gaining the 

ability to participate in DataBri-X platform workflows at both the design and execution phase. Each tool 

delivers an “OpenAPI Specification with JenPlane Software Specification Extensions” component that 

augments its base “OpenAPI Specification” component with the JenPlane extensions metadata. 

2.2.6 CI/CD and Deployment 

An automated CI/CD system ensures consistent tool development and deployment through standardized 

pipelines. This process incorporates code quality validation, automated testing, container image building, and 

staged deployment operations. The pipeline performs systematic checks on code updates (commits), builds 

container images, tests the tools’ expected behaviour with specified inputs and expected outputs, and manages 

deployments across development and production environments. The CI/CD pipeline ensures that tool critical 

operational requirements are met before the production release of the tool in AWS. The CI/CD and deployment 

process is connected to two key components: the GitLab CI/CD Pipeline component for each tool, that provides 

automated build, test, and deployment processes for the tool, and the tool’s Amazon ECR Image Path 

component, that enables access to the production container registry for DataBri-X platform deployment of the 

tool. 

2.2.7 Documentation and Usage Guidelines 

Documentation provides essential guidance for users and developers working with tools in the context of 

DataBri-X. This includes setup and configuration instructions, API references, and usage examples covering 

both standalone operation and platform integration scenarios. The documentation typically resides alongside 

the tool’s code and assets and stays synchronized with tool implementation through version control. In the case 

of commercial tools, like RDFox and PoolParty, the documentation aspect is covered by the official extensive 

documentation that is publicly available online for the tool. Through each tool’s Documentation component, 

which serves as the central knowledge base for the tool, users and developers can access all necessary 

information for successful tool deployment and usage. 

The next section, “Components of DataBri-X Deployable Tools”, examines each of the components mentioned 

in detail. 

2.3 Components of DataBri-X Deployable Tools 

In the previous section, a structured workflow covering development, packaging, execution, automation, and 

integration was defined. This workflow led to the identification of certain components that collectively 

comprise a snapshot of a deployable tool within DataBri-X for Milestone 9 (MS9), the final release of the 

DataBri-X Toolbox. Together, these components provide a complete deployment package including 

containerized runtime environments, standardized API interfaces, execution configurations, integration 

specifications, and platform metadata for DataBri-X. The components of each tool for MS9 represent the final 

deliverable form of each tool in the DataBri-X Toolbox. This section details these components, describing how 

each component contributes to the development and deployment cycle adopted by the DataBri-X platform for 

the DataBri-X Toolbox. 

2.3.1 GitLab Project Repository 

The GitLab Project Repository functions as the development and information hub for each tool in the DataBri-

X context. The repository provides version control and collaborative development through branching and 

tagging. It contains development resources including codebase, documentation, sample data (input/output), 

API specifications, and CI/CD configurations. The repository also maintains containerization assets like 

Dockerfiles and related configuration files, as well as build system files defining tool dependencies and 
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compilation settings (e.g., build.gradle, settings.gradle, requirements.txt). For source-available tools, it holds 

the complete codebase and resources, while for closed-source tools, it maintains deployment assets. Through 

version control it enables development and progress tracking across the whole tool lifecycle. 

2.3.2 Dockerfile 

The Dockerfile implements the tool containerization strategy within DataBri-X. Typically, the containerization 

process separates build and runtime environments. The build environment contains development tools and 

dependencies for tool compilation/building, while the runtime environment creates a container with essential 

components for running the tool. Each tool provides a Dockerfile that follows this pattern while meeting 

requirements specific to the tool. 

2.3.3 GitLab Container Registry Image Path 

The GitLab Container Registry manages containerized versions of each tool. After building a tool using its 

Dockerfile, container images are pushed to this registry for testing and standalone deployment. The registry 

serves as a distribution hub, with each image uniquely identified by a full path containing organization 

namespace and version tag (e.g., “ms9”). 

2.3.4 Docker Run Command 

The Docker Run Command controls container deployment. This command launches container images with 

necessary parameters, ensuring the tool starts with correct settings whether in development or production 

contexts. Through port mapping (-p flag), container network ports are published to host ports, making the 

tool’s Web API accessible. Volume mounting (-v flag) enables access to the host’s filesystem and persistent 

storage by mapping host directories to container mount points. The configuration defines additional runtime 

parameters and operational settings essential for proper tool execution across different environments. 

2.3.5 OpenAPI Specification with JenPlane Software Specification Extensions 

The OpenAPI Specification (version 3) with JenPlane Software Specification Extensions component combines 

standard OpenAPI v3 definitions with DataBri-X-specific extensions, which are required by the JenPlane 

Designer. The specification is composed of: 

1. Base OpenAPI Definition: Contains the core Web API description according to OpenAPI v3, 

including: 

o OpenAPI version specification 

o API info (title, version) 

o Server configurations (URLs, descriptions) 

o Paths defining API endpoints with: 

▪ HTTP methods (GET, POST, etc.) 

▪ Operation summaries and descriptions 

▪ Operation parameters (query, path, etc.) 

▪ Request bodies with schemas 

▪ Response definitions and schemas 

This forms the foundation of the formal Web API description and is DataBri-X-agnostic. 

2. DataBri-X Extensions: Additional metadata and specifications using the “x-dbx-” prefix that enhance 

the base OpenAPI definition with DataBri-X-specific metadata: 

o Software identification 

o Organization information 

o Registry images 

o Operation-specific metrics (cost, duration, energy consumption) 

o Resource demands and limits (CPU/memory) 

o Parameter direction (in/out) and phase information (design/run time) 

The final OpenAPI specification (openapi.yml) is required for each tool and serves multiple purposes: 
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• Provides a human- and machine-readable API contract 

• Enables automatic code generation and validation 

• Documents standalone tool operation using OpenAPI v3 specification 

• Facilitates integration with the DataBri-X platform using the JenPlane Designer for onboarding 

• Supports workflow generation by the JenPlane Designer 

2.3.6 GitLab CI/CD Pipeline 

The GitLab CI/CD Pipeline orchestrates automated development processes through four stages: 

1. Check Files Stage: Validates the presence of essential files: 

o Dockerfile for containerization 

o OpenAPI specification (openapi.yml) for DataBri-X integration 

o Documentation (README.md) 

2. Build Stage: Creates and archives the container image: 

o Uses Docker-in-Docker service 

o Builds image from Dockerfile 

o Saves image as artifact for subsequent stages 

3. Test Stage: Validates tool functionality: 

o Deploys container from the built image 

o Executes API endpoint tests with sample inputs 

o Verifies outputs against expected results 

4. Deploy Stage: Publishes to production registry: 

o Authenticates with AWS ECR 

o Tags image with version information 

o Pushes to AWS ECR production registry 

The pipeline executes on commits to the main development branch and on tagged releases, with deployment 

restricted to tagged versions only. 

2.3.7 Amazon Elastic Container Registry Image Path 

The Amazon Elastic Container Registry (ECR) manages production containers within Amazon’s AWS 

infrastructure. This registry receives validated container images after successful pipeline execution, serving as 

the destination for production-ready tools. The registry enables deployment within the platform environment 

and provides access to workflows generated by JenPlane. Each image path in the registry includes version tags 

to identify specific releases (e.g., “ms9”). 

2.3.8 Documentation 

The Documentation component serves as the primary information reference for each tool. It covers 

architectural overviews and operational instructions for tool usage. The documentation includes detailed tool 

descriptions, building procedures, and usage scenarios, serving as the comprehensive reference for both 

implementation and usage. 

The Tool Components Template below standardizes how each tool’s implementation details are documented. 

The next section provides tool entries following this template, with MS9-tagged references for accessing the 

delivered components per tool for Milestone 9. 

GitLab Project Repository URL to tool’s repository 

Dockerfile URL to the Dockerfile for MS9 

GitLab Container Registry 

Image Path 
Full path to the tool’s container image in GitLab registry for MS9 

Docker Run Command Complete command string for running the tool’s container for MS9 
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OpenAPI Specification with 

JenPlane Software 

Specification Extensions 

URL to the tool’s OpenAPI specification YAML file, augmented with 

the metadata for platform onboarding and workflow integration, for 

MS9 

GitLab CI/CD Pipeline URL to the tool’s GitLab pipeline configuration file for MS9 

Amazon Elastic Container 

Registry Image Path 

Full path to the tool’s production container image in AWS ECR for 

MS9 

Documentation URL to comprehensive tool documentation for MS9 

The next section examines how these components are implemented and delivered across the DataBri-X 

platform tools in their final release for Milestone 9. 
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3 A Detailed View of the DataBri-X Deployable Tools 

This section presents the final state of the improved and updated DataBri-X tools at Milestone 9 (MS9), at the 

end of the third year. Building upon the foundation established in D3.2 and enhanced in D3.3, this section 

documents the final development state, integration status, and implemented functionality. The progress 

achieved since previous deliverables is summarized in section Progress Achieved. 

At this final stage of the project, the tools are containerized packages designed for both standalone operation 

and platform-integrated usage. Each tool is independently deployable while also conforming to platform 

requirements for workflow integration. Tools provide documented APIs and deployment procedures 

supporting both usage modes – as individual services and as integrated platform components. The implemented 

DataBri-X tools are organized into two categories: 

• Platform tools. These are integral “overarching” tools that form the core of the DataBri-X platform, 

used to orchestrate and assess other tools and processes. Since they are fundamental to the platform’s 

operation, the platform tools have specialized integration mechanisms. Platform tools are presented in 

section 3.2. 

• Deployable tools. These are the domain-specific “business” tools that implement the workflows 

exhibited by the three DataBri-X use cases. For MS9, each deployable tool is represented as a complete 

set of components in their final release state. Deployable tools are presented in section 3.3. 

For the deployable tools, the API endpoints are mapped to their expected requirements. Section 3.4 provides 

a comprehensive mapping for each deployable tool, listing its API endpoints and the corresponding 

requirements they satisfy. These requirements trace back to Deliverable D3.1 section 2.6 and align with the 

complete set of requirements specified for all three years of the project. 

Furthermore, as part of MS9, all tools must achieve Technology Readiness Level (TRL) 8 by meeting specific 

requirements defined in section 2.5 of D3.1. Section 3.5 provides a final assessment of each tool’s TRL status, 

documenting the achieved requirements and compliance state. 

3.1 Progress Achieved 

The development process from D3.2 through D3.4 introduced significant advancements across key areas: 

• Platform tools have evolved to provide comprehensive workflow orchestration and monitoring 

capabilities. 

• For deployable tools, the development process has progressed through AWS production infrastructure 

integration and automated GitLab CI/CD pipelines. Each tool provides standardized OpenAPI version 

3 specifications that now incorporate JenPlane extensions directly, replacing previous TTL metadata 

implementations. Tools provide documented deployment procedures and complete API references 

covering both standalone operation and platform integration scenarios. 

• API implementation and requirements coverage has expanded to integrate specifications from all three 

project years into unified endpoints, providing a comprehensive coverage mapping between endpoints 

and D3.1 requirements. Additional endpoints and API extensions have been added based on use case 

implementation feedback. 

• The TRL 8 assessment framework completes the production readiness evaluation using the assessment 

table structure introduced in D3.3. Final verification confirms platform compatibility, deployment 

procedures, and operational requirements across all tools through evaluation of each criterion defined 

in the table. 

The following sections detail the current implementation state per tool. 
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3.2 Platform Tools 

This section presents the DataBri-X Platform Tools in their final release state, building upon and updating the 

tool snapshots previously documented in deliverables D3.2 and D3.3. These tools enable workflow design and 

orchestration, provide tool recommendations for workflow generation, and offer runtime monitoring 

capabilities within the DataBri-X platform. 

For each platform tool, the following information is provided: 

• Tool identity: Basic information including short name, full name, and concise description of the tool’s 

role in the platform, along with its repository location 

• Tool technology stack: Description of implementation components, frameworks, libraries, and 

architectural choices 

• Tool functionality: Key features and capabilities the tool provides to the platform 

The following tables document the details for each platform tool in its final release version. 

3.2.1 JenPlane Process Designer 
Table 1. JenPlane Process Designer identity, technology stack, and functionality 

3.2.1.1 Tool identity 

Tool short name Designer 

Tool full name JenPlane Process Designer 

Tool short description JenPlane Process designer is a Web-based application that allows users 

to design, edit, manage, and share their processes. Users can define 

organizations and associate processes with organizations. The 

Designer app also allows for tool (DataBri-X Toolbox) on-boarding 

and registration.  

Repository https://gitlab.com/databri-x/tib/designer.tib.databri-x.eu 

3.2.1.2 Tool technology stack 

The Designer app has three main components: 

• Database: A containerized RDF triple store based on GraphDB 

• Backend: A containerized OpenAPI based REST app in Python to interact with the database 

• Frontend: A containerized React-based frontend in React, HTML, and JavaScript to interact with 

the backend 

3.2.1.3 Tool functionality 

The designer app provides CRUD functionality over the following entities 

• Users: Add, set permissions, edit, sign in, and other user-oriented operations 

• Processes: Acquire official, public, or enterprise JenPlane Governance Processes from repositories 

and make them available to the process designers. Two initial process templates have been 

developed and used by all the projects. The activities of these two processes have been extracted 

from the use cases, requirements, and the DoA. 

• Projects: Users can choose a base process as template and customize it for their needs. These 

customized versions are called projects. Users can edit, save, and use projects. An initial version of 

the tool/operation recommendation has been plugged into the JenPlane UI. 

• Organizations: Users can categorize projects into multiple organizations. A single instance of the 

Designer app may be used by multiple organizations. Organizations are mentioned in the projects 

to indicate ownership 

https://gitlab.com/databri-x/tib/designer.tib.databri-x.eu
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• Tools: Tools developed by DataBri-X partners (and potentially third parties) are registered in the 

designer app, so that their operations and the resource requirements of the operations are known to 

the system. This information will be used by the composer app to suggest tools/operations for the 

activities placed on the process. The specification of all of the tools has been upgraded to capture 

more metadata including support for multiple versions of the tools. 

In addition to the rich interaction-based process design functionalities, the designer integrates with the 

composer applications to find proper fulfilling tools for the process according to selected objectives and 

build the workflows. Users are able to onboard new tools either via directly uploading the OpenAPI YAML 

files or via their GitLab repositories. The onboarding processes performs validation of important metadata 

attributes that should be available in the specification. While designing projects, users are able to define 

environment variables to be passed to the deployment packages that are used in workflow runtime. Data can 

be passed to the workflows via various passing mechanisms, including HTTP path, header, and body. 

Additionally, tools may introduce their launch parameters; a collection of key-value attributes that will be 

passed to the containers at container startup time. Also, tools may declare their dependencies to other Docker 

containers so that they are deployed to the runtime for seamless tool operation. Projects and their deployment 

history are maintained in JenPlane dashboard for auditing, or redeployment. 

 

3.2.2 JenPlane Composer 
Table 2. JenPlane Composer identity, technology stack, and functionality 

3.2.2.1 Tool identity 

Tool short name Composer 

Tool full name JenPlane Tool Composer 

Tool short description JenPlane Tool Composer is a library that allows users to receive 

recommendations and suggestions on the tools/operations that best fit 

their process requirements according to a set objective.  

Repository https://gitlab.com/databri-x/tib/composer.tib.databri-x.eu 

3.2.2.2 Tool technology stack 

The composer app is a containerized OpenAPI based REST app in Python. An initial version has been 

integrated to the JenPlane frontend. Its knowledge-base is under construction utilizing the activities, tools, 

and operation specifications. 

3.2.2.3 Tool functionality 

The composer’s main responsibility is to recommend/suggest a set of tools and the corresponding 

operations, from the Toolbox, that best satisfy the requirements of a selected JenPlane project. 

The application accepts the project as input along the metadata of the registered tools and the optimization 

objective. The objective can be cost, energy, or performance.  

In a basic flow, a user selects one of the processes she has access to, then chooses the optimization objective 

and asks the system to generate the list of tools/operations that maximizes the automation coverages and 

best optimizes the objective. The composer is using a local LLM RAG that is customized to ingest the 

processes, projects, and tools specifications, and descriptions to provide the recommendation.  

 

3.2.3 DataBri-X Monitoring Dashboard 
Table 3. DataBri-X Monitoring Dashboard identity, technology stack, and functionality 

https://gitlab.com/databri-x/tib/composer.tib.databri-x.eu
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3.2.3.1 Tool identity 

Tool short name Dashboard 

Tool full name DataBri-X Monitoring Dashboard 

Tool short description The DataBri-X Monitoring Dashboard is a Web-based application for 

monitoring the status and health of deployed workflows and 

infrastructure in near-realtime and offline. It provides visibility into 

workflow execution, cluster health, and system metrics through a 

unified interface. 

Repository https://gitlab.com/databri-x/lstech/dashboard 

3.2.3.2 Tool technology stack 

The DataBri-X Monitoring Dashboard is built as a modular, cloud-native observability solution for 

Kubernetes environments. The stack is designed to provide comprehensive visibility into both infrastructure 

and workflow execution. At its core, the system uses Prometheus as the primary metrics database, collecting 

data from a variety of sources including NodeExporter, Blackbox Exporter, kube-state-metrics, and Kepler 

for energy consumption metrics. Grafana serves as the visualization layer, offering interactive dashboards 

for real-time and historical analysis. Alertmanager is integrated for flexible alert routing and notification 

management. All components are deployed and managed via Kubernetes manifests, ensuring portability and 

scalability across different cloud and on-premises environments. The stack is extensible, allowing for the 

integration of additional telemetry sources or alternative metric backends such as InfluxDB if required. 

3.2.3.3 Tool functionality 

The monitoring system continuously gathers metrics from Kubernetes nodes, system services, workflow 

engines like Argo and JenPlane, and energy consumption data via Kepler. These metrics are ingested and 

stored by Prometheus, enabling efficient querying and long-term retention. Grafana dashboards provide 

users with a unified interface to monitor the health and performance of both the cluster and individual 

workflows, as well as to analyse energy usage patterns, supporting near-realtime as well as retrospective 

analysis. Alertmanager processes alert rules defined in Prometheus, ensuring that users are promptly notified 

of any anomalies or failures. The system is designed to integrate seamlessly with workflow instrumentation, 

so that each workflow execution can emit custom metrics, which are then visualized and tracked alongside 

infrastructure and energy data. This holistic approach enables proactive monitoring, rapid troubleshooting, 

energy efficiency analysis, and data-driven optimization of both platform and workflow operations. 

 

3.3 Deployable Tools 

This section presents the DataBri-X Deployable Tools in their final release state, building upon and updating 

the tool snapshots previously documented in deliverables D3.2 and D3.3. These tools implement workflows 

exhibited by the three DataBri-X use cases. For each tool, basic metadata and links to its components are given. 

For Milestone 9 (MS9), which represents the final release of the DataBri-X Toolbox and is the focus of the 

current deliverable, tool component entries consist of paths or URLs that point to the final release assets. These 

components, as specified in Section 2.3 “Components of DataBri-X Deployable Tools”, are tagged with “ms9” 

to ensure permanent access to this final snapshot. This approach has been successfully followed in deliverables 

D3.2 and D3.3, where components were tagged with “ms3” and “ms6” respectively. The “ms9” tag guarantees 

future access to tagged files in the repository and tagged images in the registry. All component links are 

accessible to project partners through the DataBri-X GitLab organization and AWS infrastructure. 

For each tool, the following information is provided: 

https://gitlab.com/databri-x/lstech/dashboard
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• Tool identity: Basic information including short name, full name, and a concise description of the 

tool’s purpose and functionality 

• Tool technology stack: Description of implementation languages, frameworks, libraries, and 

architectural choices 

• Tool components: The following specific components that define each tool’s final release state: 

• GitLab Project Repository 

• Dockerfile 

• GitLab Container Registry Image Path 

• Docker Run Command 

• OpenAPI Specification with JenPlane Software Specification Extensions 

• GitLab CI/CD Pipeline 

• Amazon Elastic Container Registry Image Path 

• Documentation 

The development and deployment cycle for these tools has been described in Section 2.2, while the specific 

tool components and their purpose have been detailed in Section 2.3. 

3.3.1 EBOS Visualiser 
Table 4. EBOS Visualiser identity, technology stack, and components 

3.3.1.1 Tool identity 

Tool short name DataViz Tool 

Tool full name Data Visualization Tool 

Tool short description The DataViz (EBOS) tool offers an intuitive and user-friendly 

interface, paired with a comprehensive suite of advanced data 

visualization and analytics capabilities, enabling users to unlock the 

full potential of their data. It offers a wide range of features, including 

dynamic filtering, grouping, sorting, interactive dashboards, drill-

down capabilities, customizable charts, real-time data updates, and 

export options. These functionalities allow users to explore targeted 

data subsets, uncover trends, detect anomalies, and derive meaningful 

insights across different aspects of their business or operations. By 

transforming complex datasets into clear, actionable visualizations, the 

DataViz tool empower informed decision-making and drives 

measurable business value.  

 

Within the context of the DataBri-X project, the DataViz tool acts as a 

complementary component of the DataBri-X Toolbox, strengthening 

the ability of use case leaders to visualize processed data and extract 

deeper insights.  

 

To ensure the tool was tailored to the needs of the use cases, EBOS 

conducted a comprehensive requirements-gathering phase, producing 

preliminary mock-ups that were presented to use case leaders for 

feedback and refinement. Simultaneously, EBOS requested the 

delivery of data structures and sample datasets to support the 

development of relevant processing and visualization pipelines. In 

addition, EBOS engaged with RDFox partners to collect data retrieval 

and integration requirements, streamlining data ingestion and 

maximizing the tool’s functionality across the DataBri-X ecosystem. 
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3.3.1.2 Tool technology stack 

A carefully selected set of technologies and frameworks was employed in the development of the DataViz 

tool, ensuring robust performance, scalability, maintainability, and security across all layers of the 

application. The front-end stack was designed to be lightweight, highly responsive, and fully optimized for 

modern Web browsers, delivering a visually appealing and intuitive user experience. Technology Stack The 

technologies used include: 

· HTML5 and CSS3: Utilized for structuring the application’s Web pages and applying consistent, 

responsive, and maintainable visual styles through modular CSS files. · React: Adopted as the core 

JavaScript library for building dynamic and interactive user interfaces, leveraging the create-react-app 

environment to streamline development and ensure best practices in application structure and performance 

optimization. · TypeScript: Integrated to provide static typing and enhanced code validation over JavaScript, 

significantly improving code quality, maintainability, and developer productivity by reducing runtime errors 

and facilitating early error detection during development. · Axios: Employed for managing asynchronous 

HTTP requests, enabling efficient, secure, and reliable communication with the RDFox server backend, 

specifically for data retrieval, integration, and dynamic content updates. This technology stack collectively 

supports the creation of a scalable, extensible, and secure DataViz tool, aligning with modern Web 

development standards and ensuring a solid foundation for future enhancements. Security Mechanisms To 

safeguard the confidentiality, integrity, and accessibility of sensitive data, the DataViz tool incorporates 

robust security measures aligned with industry best practices. These include: · Authentication and 

Authorization via JWT: JSON Web Tokens (JWT) are utilized to securely transmit information between 

clients and servers in a compact, self-contained format. JWTs serve as a secure mechanism for user 

authentication and role-based authorization, ensuring that access to the application and its APIs is strictly 

controlled and limited to authenticated users with appropriate permissions. This approach enhances session 

management while minimizing the risk of unauthorized access and token tampering. By integrating these 

security mechanisms alongside a modern technology stack, the DataViz tool delivers a seamless, secure, 

and high-performance platform for data visualization and analysis—capable of meeting the diverse needs 

of users across various domains and use cases. 

3.3.1.3 Tool components 

GitLab Project Repository https://gitlab.com/databri-x/ebos/dataviz.ebos.databri-x.eu 

Dockerfile 
https://gitlab.com/databri-x/ebos/dataviz.ebos.databri-x.eu/-

/raw/ms9/Dockerfile 

GitLab Container Registry 

Image Path 
registry.gitlab.com/databri-x/ebos/dataviz.ebos.databri-x.eu:ms9 

Docker Run Command 
docker run -p 8080:80 registry.gitlab.com/databri-

x/ebos/dataviz.ebos.databri-x.eu:ms9 

OpenAPI Specification with 

JenPlane Software 

Specification Extensions 

https://gitlab.com/databri-x/ebos/dataviz.ebos.databri-x.eu/-

/raw/ms9/openapi.yml 

GitLab CI/CD Pipeline 
https://gitlab.com/databri-x/ebos/dataviz.ebos.databri-x.eu/-

/raw/ms9/.gitlab-ci.yml 

Amazon Elastic Container 

Registry Image Path 
283840542173.dkr.ecr.eu-central-

1.amazonaws.com/databrix.ebos.visualiser:ms9 

https://gitlab.com/databri-x/ebos/dataviz.ebos.databri-x.eu
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Documentation 
https://gitlab.com/databri-x/ebos/dataviz.ebos.databri-x.eu/-

/raw/ms9/README.md 

 

3.3.2 IMDEA Watermarking 
Table 5. IMDEA Watermarking identity, technology stack, and components 

3.3.2.1 Tool identity 

Tool short name WM 

Tool full name Data Watermarking and Provenance 

Tool short description The Data Provenance API tool allows an entity to prove its ownership 

of a certain dataset, shared or exchanged, thus safeguarding data 

ownership and providing accountability. To this end, the tool 

watermarks a given dataset by embedding a secret, called 

watermarking secret, producing a watermarked version of the original 

datasets by running a watermark generating algorithm. Later, to prove 

ownership of the (suspected) dataset (or identification of the infringer), 

the tool computes the watermarking detection algorithm based on the 

same watermarking secret(s). 

3.3.2.2 Tool technology stack 

The Watermarking API tool is built upon various underlying technologies for its sufficient functionality. 

The core functionality of watermarking scheme (e.g., generation, detection) is implemented in Python 3.9. 

For API development, the tool uses the Flask Web framework. Flask is a lightweight Python Web 

framework commonly used for building RESTful APIs and Web applications. In this project, the API 

exposes endpoints to insert and verify watermarks. To serve the Flask app in production, Gunicorn is used 

as the WSGI HTTP server, configured to run with a single worker to prevent issues from concurrent access, 

given the stateless nature of the current implementation. The tool relies on a set of foundational libraries 

commonly used in scientific and numerical computing. NumPy serves as the core library for performing 

numerical operations and manipulating multi-dimensional arrays, which are essential for handling image 

data and matrix-based transformations during watermark processing. SciPy builds on NumPy to provide 

more advanced mathematical functions, including signal processing routines that are particularly useful in 

frequency-domain watermarking techniques. While not explicitly listed, Pandas is often employed in similar 

contexts for managing tabular data and streamlining data manipulation tasks. For visualization, Matplotlib 

enables the plotting of image transformations and debugging of the watermarking process by making 

changes to pixel values visually interpretable. Additionally, Joblib supports efficient computation by 

enabling function caching and parallel processing, which can accelerate repeated evaluations, particularly 

when used in conjunction with Scikit-learn’s machine learning workflows. Together, these libraries form 

the scientific backbone of the tool. Furthermore, to able easy and transparent instalment and deployment for 

the tool, we use Docker. Docker is a well-known open-source technology that allows developers to build, 

run, update, deploy, and manage containers which standardized, executable components. 

 

3.3.2.3 Tool components 

GitLab Project Repository https://gitlab.com/databri-x/imdea/wm.imdea.databri-x.eu 

Dockerfile 
https://gitlab.com/databri-x/imdea/wm.imdea.databri-x.eu/-

/raw/ms9/Dockerfile 

GitLab Container Registry 

Image Path 
registry.gitlab.com/databri-x/imdea/wm.imdea.databri-x.eu:ms9 

https://gitlab.com/databri-x/imdea/wm.imdea.databri-x.eu
https://gitlab.com/databri-x/imdea/wm.imdea.databri-x.eu/-/raw/ms9/Dockerfile
https://gitlab.com/databri-x/imdea/wm.imdea.databri-x.eu/-/raw/ms9/Dockerfile
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Docker Run Command 
docker run -p 8080:8080 registry.gitlab.com/databri-

x/imdea/wm.imdea.databri-x.eu:ms9 

OpenAPI Specification with 

JenPlane Software 

Specification Extensions 

https://gitlab.com/databri-x/imdea/wm.imdea.databri-x.eu/-

/raw/ms9/openapi.yml 

GitLab CI/CD Pipeline 
https://gitlab.com/databri-x/imdea/wm.imdea.databri-x.eu/-

/raw/ms9/.gitlab-ci.yml 

Amazon Elastic Container 

Registry Image Path 
283840542173.dkr.ecr.eu-central-

1.amazonaws.com/databrix.imdea.watermarking 

Documentation 
https://gitlab.com/databri-x/imdea/wm.imdea.databri-x.eu/-

/raw/ms9/README.md 

 

3.3.3 ARC TwitHoard 
Table 6. ARC TwitHoard identity, technology stack, and components 

3.3.3.1 Tool identity 

Tool short name TwitHoard 

Tool full name TwitHoard 

Tool short description TwitHoard operates on tweet and user data collected from Twitter 

using the Twitter API. TwitHoard analyses short texts and users of 

thematically linked tweets to facilitate assessment of public opinion on 

a subject. TwitHoard can operate on a set of thematic tweets and 

produce a summary of the tweets. The summary is a subset of the input 

set of tweets that succinctly represents the input tweets. The summary 

has a specified size and specified diversity (reverse similarity) among 

the tweets that the summary consists of. TwitHoard can also find 

important users in tweet collections through its user influence analysis 

feature. It extracts users from tweet collections and ranks them based 

on three simple measures: how many followers they have, how much 

their tweets are shared (number of retweets), or how much they are 

mentioned by other users (number of mentions). 

3.3.3.2 Tool technology stack 

TwitHoard is implemented in the Java language, specifically Java version 17. Regarding the API 

implementation, Spring Boot version 3.0 was used. Spring Boot is a framework for creating Web 

applications and microservices in Java. Spring Boot takes an opinionated view of the Spring platform and 

third-party libraries, so that applications can be built quickly and with minimal configuration. TwitHoard 

uses the Spring Boot Starter Web module, which is used for Web, including RESTful, applications, with 

Apache Tomcat as the default embedded Java Web application server. TwitHoard also uses the springdoc-

openapi Java library, which helps to automate the generation of API documentation in Spring Boot projects. 

The springdoc-openapi library examines the application at runtime to infer API semantics and produce the 

OpenAPI specification JSON document, based on Spring configuration, class structure, and various 

annotations. TwitHoard also uses the Apache Lucene Java library, which has advanced text analysis and 

tokenization capabilities. For instance, Apache Lucene is used by TwitHoard’s summarization operation. 

The Gradle build tool is used for building the TwitHoard Spring Boot application with the application’s 

dependencies. For the generation of the TwitHoard Docker image, Docker Engine version 23.0 was used. 

The parent image used as the basis for the TwitHoard Docker image is an eclipse-temurin official image for 

https://gitlab.com/databri-x/imdea/wm.imdea.databri-x.eu/-/raw/ms9/openapi.yml
https://gitlab.com/databri-x/imdea/wm.imdea.databri-x.eu/-/raw/ms9/openapi.yml
https://gitlab.com/databri-x/imdea/wm.imdea.databri-x.eu/-/raw/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/imdea/wm.imdea.databri-x.eu/-/raw/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/imdea/wm.imdea.databri-x.eu/-/raw/ms9/README.md
https://gitlab.com/databri-x/imdea/wm.imdea.databri-x.eu/-/raw/ms9/README.md
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Java 17. The eclipse-temurin image is provided by the Eclipse Temurin project. The Eclipse Temurin project 

provides code and processes that support the building of runtime binaries and associated technologies for 

general use across the Java ecosystem. Specifically, for the generation of the TwitHoard Docker image, an 

image based on the popular Alpine Linux project was used. Alpine Linux is much smaller than most 

distribution base images, and thus leads to much slimmer images in general. 

 

3.3.3.3 Tool components 

GitLab Project Repository https://gitlab.com/databri-x/arc/twithoard.arc.databri-x.eu 

Dockerfile 
https://gitlab.com/databri-x/arc/twithoard.arc.databri-x.eu/-

/raw/ms9/Dockerfile 

GitLab Container Registry 

Image Path 
registry.gitlab.com/databri-x/arc/twithoard.arc.databri-x.eu:ms9 

Docker Run Command 
docker run -p 8080:8080 registry.gitlab.com/databri-

x/arc/twithoard.arc.databri-x.eu:ms9 

OpenAPI Specification with 

JenPlane Software 

Specification Extensions 

https://gitlab.com/databri-x/arc/twithoard.arc.databri-x.eu/-

/raw/ms9/openapi.yml 

GitLab CI/CD Pipeline 
https://gitlab.com/databri-x/arc/twithoard.arc.databri-x.eu/-

/raw/ms9/.gitlab-ci.yml 

Amazon Elastic Container 

Registry Image Path 

283840542173.dkr.ecr.eu-central-

1.amazonaws.com/databrix.arc.twithoard:ms9 

Documentation 
https://gitlab.com/databri-x/arc/twithoard.arc.databri-x.eu/-

/raw/ms9/README.md 

 

3.3.4 ARC KnowDE 
Table 7. ARC KnowDE identity, technology stack, and components 

3.3.4.1 Tool identity 

Tool short name KnowDE 

Tool full name KnowDE 

Tool short description KnowDE uses knowledge graphs to tackle the data exploration 

problem by producing intelligent knowledge-based and data-based 

recommendations based on taxonomic relationships, thus providing 

relevant data insights to the user about a data repository. KnowDE 

leverages Apache Solr for full-text search and Apache Jena Fuseki for 

semantic querying of SKOS taxonomies, as well as ConceptNet’s 

semantic network and DBpedia’s knowledge graph to expand query 

terms with related concepts. 

3.3.4.2 Tool technology stack 

KnowDE is implemented in Python 3.10 using FastAPI, a modern high-performance Web framework for 

building APIs with Python. FastAPI provides automatic OpenAPI version 3 documentation, data validation 

through Pydantic models, async support, and dependency injection. The system is built on Apache Solr for 

data storage and full-text search, Apache Jena Fuseki for storing and querying local SKOS taxonomies, and 

https://gitlab.com/databri-x/arc/twithoard.arc.databri-x.eu
https://gitlab.com/databri-x/arc/twithoard.arc.databri-x.eu/-/raw/ms9/Dockerfile
https://gitlab.com/databri-x/arc/twithoard.arc.databri-x.eu/-/raw/ms9/Dockerfile
https://gitlab.com/databri-x/arc/twithoard.arc.databri-x.eu/-/raw/ms9/openapi.yml
https://gitlab.com/databri-x/arc/twithoard.arc.databri-x.eu/-/raw/ms9/openapi.yml
https://gitlab.com/databri-x/arc/twithoard.arc.databri-x.eu/-/raw/ms9/openapi.yml
https://gitlab.com/databri-x/arc/twithoard.arc.databri-x.eu/-/raw/ms9/openapi.yml
https://gitlab.com/databri-x/arc/twithoard.arc.databri-x.eu/-/raw/ms9/README.md
https://gitlab.com/databri-x/arc/twithoard.arc.databri-x.eu/-/raw/ms9/README.md
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both ConceptNet 5.7 REST API and DBpedia SPARQL endpoint for concept expansion. These services are 

accessed through pysolr for Solr integration, SPARQLWrapper for Jena Fuseki queries and DBpedia 

SPARQL endpoint, solrq for Solr query building, and httpx for async HTTP requests. For serving the 

KnowDE API, Uvicorn is used as the ASGI Web server implementation. All Python dependencies are 

managed through pip, the Python package installer. The system is containerized using Docker 26.0, with 

separate services for Solr and Jena Fuseki. 

3.3.4.3 Tool components 

GitLab Project Repository https://gitlab.com/databri-x/arc/knowde.arc.databri-x.eu 

Dockerfile 

1. https://gitlab.com/databri-x/arc/knowde.arc.databri-x.eu/-

/raw/ms9/services/solr/Dockerfile 

2. https://gitlab.com/databri-x/arc/knowde.arc.databri-x.eu/-

/raw/ms9/services/graph/Dockerfile 

3. https://gitlab.com/databri-x/arc/knowde.arc.databri-x.eu/-

/raw/ms9/services/api/Dockerfile 

GitLab Container Registry 

Image Path 

1. registry.gitlab.com/databri-x/arc/knowde.arc.databri-

x.eu/solr:ms9 

2. registry.gitlab.com/databri-x/arc/knowde.arc.databri-

x.eu/graph:ms9 

3. registry.gitlab.com/databri-x/arc/knowde.arc.databri-x.eu:ms9 

Docker Run Command 

1. docker network create knowde-network 

2. docker run --name solr --network knowde-network -v solr-

data:/var/solr -p 8983:8983 --dns 1.1.1.1 

registry.gitlab.com/databri-x/arc/knowde.arc.databri-

x.eu/solr:ms9 

3. docker run --name jena-fuseki --network knowde-network -e 

TDB=2 -e ADMIN_PASSWORD="nRQA1Z80" -v jena-

fuseki-data:/fuseki -p 3030:3030 --dns 1.1.1.1 stain/jena-

fuseki:5.1.0 

4. docker run --name graph --network knowde-network -p 

8002:8000 --dns 1.1.1.1 registry.gitlab.com/databri-

x/arc/knowde.arc.databri-x.eu/graph:ms9 

5. docker run --name api --network knowde-network -e 

SOLR_BASE_URL="http://solr:8983" -e 

JENA_FUSEKI_BASE_URL="http://jena-fuseki:3030" -e 

JENA_FUSEKI_ADMIN_PASSWORD="nRQA1Z80" -e 

JENA_FUSEKI_ADMIN_USERNAME="admin" -v solr-

data:/var/solr -p 8080:8000 --dns 1.1.1.1 

registry.gitlab.com/databri-x/arc/knowde.arc.databri-x.eu:ms9 

OpenAPI Specification with 

JenPlane Software 

Specification Extensions 

https://gitlab.com/databri-x/arc/knowde.arc.databri-x.eu/-

/raw/ms9/openapi.yml 

GitLab CI/CD Pipeline 
https://gitlab.com/databri-x/arc/knowde.arc.databri-x.eu/-

/raw/ms9/.gitlab-ci.yml 

Amazon Elastic Container 

Registry Image Path 

1. 283840542173.dkr.ecr.eu-central-

1.amazonaws.com/databrix.arc.knowde/solr:ms9 

2. 283840542173.dkr.ecr.eu-central-

1.amazonaws.com/databrix.arc.knowde/graph:ms9 

3. 283840542173.dkr.ecr.eu-central-

1.amazonaws.com/databrix.arc.knowde:ms9 

https://gitlab.com/databri-x/arc/knowde.arc.databri-x.eu
https://gitlab.com/databri-x/arc/knowde.arc.databri-x.eu/-/raw/ms9/services/solr/Dockerfile
https://gitlab.com/databri-x/arc/knowde.arc.databri-x.eu/-/raw/ms9/services/solr/Dockerfile
https://gitlab.com/databri-x/arc/knowde.arc.databri-x.eu/-/raw/ms9/services/graph/Dockerfile
https://gitlab.com/databri-x/arc/knowde.arc.databri-x.eu/-/raw/ms9/services/graph/Dockerfile
https://gitlab.com/databri-x/arc/knowde.arc.databri-x.eu/-/raw/ms9/services/api/Dockerfile
https://gitlab.com/databri-x/arc/knowde.arc.databri-x.eu/-/raw/ms9/services/api/Dockerfile
https://gitlab.com/databri-x/arc/knowde.arc.databri-x.eu/-/raw/ms9/openapi.yml
https://gitlab.com/databri-x/arc/knowde.arc.databri-x.eu/-/raw/ms9/openapi.yml
https://gitlab.com/databri-x/arc/knowde.arc.databri-x.eu/-/raw/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/arc/knowde.arc.databri-x.eu/-/raw/ms9/.gitlab-ci.yml
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Documentation 
https://gitlab.com/databri-x/arc/knowde.arc.databri-x.eu/-

/raw/ms9/README.md 

 

3.3.5 ARC TripleGeo 
Table 8. ARC TripleGeo identity, technology stack, and components 

3.3.5.1 Tool identity 

Tool short name TripleGeo 

Tool full name TripleGeo 

Tool short description TripleGeo is a tool for geospatial feature extraction and transformation 

of geospatial data into RDF triples. TripleGeo supports a two-way 

transformation of geospatial features, i.e., it supports the 

transformation of geospatial datasets in CSV, GeoJSON, JSON, and 

Shapefile formats into RDF data and the reverse transformation of 

RDF data into CSV, GeoJSON, and Shapefile geospatial formats. 

3.3.5.2 Tool technology stack 

TripleGeo is implemented in the Java language, specifically Java version 8. Regarding the API 

implementation, Spring Boot version 2.7 was used. Spring Boot is a framework for creating Web 

applications and microservices in Java. Spring Boot takes an opinionated view of the Spring platform and 

third-party libraries, so that applications can be built quickly and with minimal configuration. TripleGeo 

uses the Spring Boot Starter Web module, which is used for Web, including RESTful, applications, with 

Apache Tomcat as the default embedded Java Web application server. TripleGeo also uses the springdoc-

openapi Java library, which helps to automate the generation of API documentation in Spring Boot projects. 

The springdoc-openapi library examines the application at runtime to infer API semantics and produce the 

OpenAPI specification JSON document, based on Spring configuration, class structure, and various 

annotations. Version 1.7 of springdoc-openapi was used. Apache Jena, a free and open-source Java 

framework for building Semantic Web and Linked Data applications, was used in TripleGeo for 

manipulating RDF data. TripleGeo also employs the Apache Xerces2 Java library for parsing, validating, 

and manipulating XML documents. GeoTools is an open-source Java library that provides tools for 

geospatial data, which is also used by TripleGeo. The JTS Topology Suite is used by TripleGeo as well. 

The JTS Topology Suite is a Java library for creating and manipulating vector geometry. TripleGeo also 

uses the RMLMapper Java library, which executes RML (RDF Mapping Language) rules to generate Linked 

Data from any type of semi-structured data. JDBC drivers for connectivity to various Database Management 

Systems are used by TripleGeo for interacting with databases. For accessing PostGIS geometry objects in 

the PostgreSQL object-relational database, the PostGIS JDBC driver is used. Apache Maven is used for 

building the TripleGeo Spring Boot application with the application’s dependencies. For the generation of 

the TripleGeo Docker image, Docker Engine version 24.0 was used. The parent image used as the basis for 

the TripleGeo Docker image is an Eclipse-Temurin official image for Java 8. The Eclipse-Temurin image 

is provided by the Eclipse-Temurin project. The Eclipse-Temurin project provides code and processes that 

support the building of runtime binaries and associated technologies for general use across the Java 

ecosystem. Specifically, for the generation of the TripleGeo Docker image, an image based on the popular 

Alpine Linux project was used. Alpine Linux is much smaller than most distribution base images, and thus 

leads to much slimmer images in general. 

3.3.5.3 Tool components 

GitLab Project Repository https://gitlab.com/databri-x/arc/triplegeo.arc.databri-x.eu 

https://gitlab.com/databri-x/arc/knowde.arc.databri-x.eu/-/raw/ms9/README.md
https://gitlab.com/databri-x/arc/knowde.arc.databri-x.eu/-/raw/ms9/README.md
https://gitlab.com/databri-x/arc/triplegeo.arc.databri-x.eu
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Dockerfile 
https://gitlab.com/databri-x/arc/triplegeo.arc.databri-x.eu/-

/raw/ms9/Dockerfile 

GitLab Container Registry 

Image Path 
registry.gitlab.com/databri-x/arc/triplegeo.arc.databri-x.eu:ms9 

Docker Run Command 
docker run -p 8080:8080 registry.gitlab.com/databri-

x/arc/triplegeo.arc.databri-x.eu:ms9 

OpenAPI Specification with 

JenPlane Software 

Specification Extensions 

https://gitlab.com/databri-x/arc/triplegeo.arc.databri-x.eu/-

/raw/ms9/openapi.yml 

GitLab CI/CD Pipeline 
https://gitlab.com/databri-x/arc/triplegeo.arc.databri-x.eu/-

/raw/ms9/.gitlab-ci.yml 

Amazon Elastic Container 

Registry Image Path 
283840542173.dkr.ecr.eu-central-

1.amazonaws.com/databrix.arc.triplegeo:ms9 

Documentation 
https://gitlab.com/databri-x/arc/triplegeo.arc.databri-x.eu/-

/raw/ms9/README.md 

 

3.3.6 ARC SimSearch 
Table 9. ARC SimSearch identity, technology stack, and components 

3.3.6.1 Tool identity 

Tool short name SimSearch 

Tool full name SimSearch 

Tool short description SimSearch is a tool that simplifies data exploration by enabling top-k 

similarity search over large collections of entities. Search can involve 

multiple heterogeneous attributes and multiple diverse data sources. 

The attribute types involved consist of categorical (set-valued), textual 

(string), numerical, spatial, and temporal attributes. The data source 

types involved consist of CSV files, tables in PostgreSQL databases 

with spatial columns by means of the PostGIS extension, and REST 

APIs. 

3.3.6.2 Tool technology stack 

SimSearch is implemented in the Java language, specifically Java version 8. Regarding the API 

implementation, Spring Boot version 2.3 was used. Spring Boot is a framework for creating Web 

applications and microservices in Java. Spring Boot takes an opinionated view of the Spring platform and 

third-party libraries, so that applications can be built quickly and with minimal configuration. SimSearch 

uses the Spring Boot Starter Web module, which is used for Web, including RESTful, applications, with 

Apache Tomcat as the default embedded Java Web application server. SimSearch also uses the springdoc-

openapi Java library, which helps to automate the generation of API documentation in Spring Boot projects. 

The springdoc-openapi library examines the application at runtime to infer API semantics and produce the 

OpenAPI specification JSON document, based on Spring configuration, class structure, and various 

annotations. Apache Commons Lang is used by SimSearch for the helper utilities it provides for the 

manipulation of Java core classes. SimSearch also employs the Apache Commons Math project, which is a 

library of lightweight and self-contained mathematics and statistics components for addressing common 

practical problems not immediately available in Java or Apache Commons Lang. Guava is a set of core Java 

libraries from Google that includes new collection types, immutable collections, a graph library, and utilities 

https://gitlab.com/databri-x/arc/triplegeo.arc.databri-x.eu/-/raw/ms9/Dockerfile
https://gitlab.com/databri-x/arc/triplegeo.arc.databri-x.eu/-/raw/ms9/Dockerfile
https://gitlab.com/databri-x/arc/triplegeo.arc.databri-x.eu/-/raw/ms9/openapi.yml
https://gitlab.com/databri-x/arc/triplegeo.arc.databri-x.eu/-/raw/ms9/openapi.yml
https://gitlab.com/databri-x/arc/triplegeo.arc.databri-x.eu/-/raw/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/arc/triplegeo.arc.databri-x.eu/-/raw/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/arc/triplegeo.arc.databri-x.eu/-/raw/ms9/README.md
https://gitlab.com/databri-x/arc/triplegeo.arc.databri-x.eu/-/raw/ms9/README.md
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for concurrency, I/O, hashing, caching, primitives, strings, and more, which is also used by SimSearch. The 

JTS Topology Suite is used by SimSearch as well. The JTS Topology Suite is a Java library for creating and 

manipulating vector geometry. SimSearch also uses the Apache Lucene Java library, which has advanced 

text analysis and tokenization capabilities. Apache Commons CSV is used by SimSearch for reading and 

writing files in variations of the CSV format. Apache Commons DBCP 2 is used for managing connections 

to relational databases using connection pools. For accessing PostGIS geometry objects in the PostgreSQL 

object-relational database, the PostGIS JDBC driver is used. SimSearch uses JSqlParser, an RDBMS-

agnostic SQL statement parser that translates SQL statements into a traversable hierarchy of Java classes. 

Apache Maven is used for building the SimSearch Spring Boot application with the application’s 

dependencies. For the generation of the SimSearch Docker image, Docker Engine version 23.0 was used. 

The parent image used as the basis for the SimSearch Docker image is an Eclipse-Temurin official image 

for Java 8. The Eclipse-Temurin image is provided by the Eclipse-Temurin project. The Eclipse-Temurin 

project provides code and processes that support the building of runtime binaries and associated 

technologies for general use across the Java ecosystem. Specifically, for the generation of the SimSearch 

Docker image, an image based on the popular Alpine Linux project was used. Alpine Linux is much smaller 

than most distribution base images, and thus leads to much slimmer images in general. 

 

3.3.6.3 Tool components 

GitLab Project Repository https://gitlab.com/databri-x/arc/simsearch.arc.databri-x.eu 

Dockerfile 
https://gitlab.com/databri-x/arc/simsearch.arc.databri-x.eu/-

/raw/ms9/Dockerfile 

GitLab Container Registry 

Image Path 
registry.gitlab.com/databri-x/arc/simsearch.arc.databri-x.eu:ms9 

Docker Run Command 
docker run -p 8080:8080 registry.gitlab.com/databri-

x/arc/simsearch.arc.databri-x.eu:ms9 

OpenAPI Specification with 

JenPlane Software 

Specification Extensions 

https://gitlab.com/databri-x/arc/simsearch.arc.databri-x.eu/-

/raw/ms9/openapi.yml 

GitLab CI/CD Pipeline 
https://gitlab.com/databri-x/arc/simsearch.arc.databri-x.eu/-

/raw/ms9/.gitlab-ci.yml 

Amazon Elastic Container 

Registry Image Path 
283840542173.dkr.ecr.eu-central-

1.amazonaws.com/databrix.arc.simsearch:ms9 

Documentation 
https://gitlab.com/databri-x/arc/simsearch.arc.databri-x.eu/-

/raw/ms9/README.md 

 

3.3.7 ARC LOCI 
Table 10. ARC LOCI identity, technology stack, and components 

3.3.7.1 Tool identity 

Tool short name LOCI 

Tool full name LOCI 

Tool short description LOCI analyses spatial (Points and Areas of Interest) and temporal data 

(time series). LOCI can operate on a time series and perform change 

point detection on the time series, i.e., identify the times when the 

probability distribution of the time series changes. LOCI can also 

https://gitlab.com/databri-x/arc/simsearch.arc.databri-x.eu
https://gitlab.com/databri-x/arc/simsearch.arc.databri-x.eu/-/raw/ms9/Dockerfile
https://gitlab.com/databri-x/arc/simsearch.arc.databri-x.eu/-/raw/ms9/Dockerfile
https://gitlab.com/databri-x/arc/simsearch.arc.databri-x.eu/-/raw/ms9/openapi.yml
https://gitlab.com/databri-x/arc/simsearch.arc.databri-x.eu/-/raw/ms9/openapi.yml
https://gitlab.com/databri-x/arc/simsearch.arc.databri-x.eu/-/raw/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/arc/simsearch.arc.databri-x.eu/-/raw/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/arc/simsearch.arc.databri-x.eu/-/raw/ms9/README.md
https://gitlab.com/databri-x/arc/simsearch.arc.databri-x.eu/-/raw/ms9/README.md
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perform seasonal decomposition on a time series, uncovering patterns 

in the time series. Additionally, LOCI provides spatial analysis 

functionality through density-based POI clustering to identify 

concentrated POI areas, and mixture-based clustering to discover 

regions with distinct patterns of POI type diversity. 

3.3.7.2 Tool technology stack 

LOCI is implemented in the Python language, specifically Python version 3.8. Regarding the API 

implementation, Python’s FastAPI framework was used. FastAPI is a modern, high-performance Web 

framework for building APIs with Python. FastAPI provides automatic OpenAPI 3.1.0 documentation with 

Swagger UI and Redoc, data validation, serialization, and asynchronous support. Regarding the Web server 

functionality, Uvicorn was used. Uvicorn is an ASGI Web server implementation for Python. The pandas 

Python package was used as the basis for data analysis and manipulation in LOCI. The pandas package 

provides fast, flexible, and expressive data structures that make working with relational and labelled data in 

Python easy and intuitive. The ruptures Python library was used for off-line change point detection. The 

ruptures package provides methods for the analysis and segmentation of non-stationary signals. The 

algorithms provided by ruptures support exact and approximate detection for various parametric and non-

parametric models. The statsmodels Python package was used for time series seasonal decomposition. The 

statsmodels package provides statistical computations and models for Python. For spatial analysis, the 

sklearn.cluster library provides the DBSCAN implementation used for POI clustering operations, enabling 

density-based spatial clustering of geographical data points. The networkx package powers the graph-based 

analysis required for mixture-based cluster detection, facilitating the discovery of regions with distinct POI 

type diversity patterns. FastAPI, Uvicorn, pandas, ruptures, statsmodels, sklearn, and networkx are installed 

in a Python 3.8 environment using pip, the package installer for Python. For the generation of the LOCI 

Docker image, Docker Engine version 23.0 was used. The parent image that the LOCI Docker image is 

based on is the official Python Docker image version 3.8. 

3.3.7.3 Tool components 

GitLab Project Repository https://gitlab.com/databri-x/arc/loci.arc.databri-x.eu 

Dockerfile 
https://gitlab.com/databri-x/arc/loci.arc.databri-x.eu/-

/raw/ms9/Dockerfile 

GitLab Container Registry 

Image Path 
registry.gitlab.com/databri-x/arc/loci.arc.databri-x.eu:ms9 

Docker Run Command 
docker run -p 8080:8080 registry.gitlab.com/databri-

x/arc/loci.arc.databri-x.eu:ms9 

OpenAPI Specification with 

JenPlane Software 

Specification Extensions 

https://gitlab.com/databri-x/arc/loci.arc.databri-x.eu/-

/raw/ms9/openapi.yml 

GitLab CI/CD Pipeline 
https://gitlab.com/databri-x/arc/loci.arc.databri-x.eu/-/raw/ms9/.gitlab-

ci.yml 

Amazon Elastic Container 

Registry Image Path 
283840542173.dkr.ecr.eu-central-

1.amazonaws.com/databrix.arc.loci:ms9 

Documentation 
https://gitlab.com/databri-x/arc/loci.arc.databri-x.eu/-

/raw/ms9/README.md 

 

3.3.8 SIE BIFROST 
Table 11. SIE BIFROST identity, technology stack, and components 

https://gitlab.com/databri-x/arc/loci.arc.databri-x.eu
https://gitlab.com/databri-x/arc/loci.arc.databri-x.eu/-/raw/ms9/Dockerfile
https://gitlab.com/databri-x/arc/loci.arc.databri-x.eu/-/raw/ms9/Dockerfile
https://gitlab.com/databri-x/arc/loci.arc.databri-x.eu/-/raw/ms9/openapi.yml
https://gitlab.com/databri-x/arc/loci.arc.databri-x.eu/-/raw/ms9/openapi.yml
https://gitlab.com/databri-x/arc/loci.arc.databri-x.eu/-/raw/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/arc/loci.arc.databri-x.eu/-/raw/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/arc/loci.arc.databri-x.eu/-/raw/ms9/README.md
https://gitlab.com/databri-x/arc/loci.arc.databri-x.eu/-/raw/ms9/README.md


D3.4: Tools & Services, DataBri-X Resource Connector,  

and DataBri-X IDS Infrastructure and IDS Connector Framework - C  

 

 Grant Agreement: 101070069 -40- 

 

3.3.8.1 Tool identity 

Tool short name BIFROST 

Tool full name BIFROST 

Tool short description BIFROST is a tool for exploring, building, and presenting stories about 

settlements, communities, and quarters. It offers simulation 

orchestration and creative tools to quickly explore variegated 

scenarios, with the ultimate goals of reducing complexity and 

presenting technological solutions. BIFROST fosters engagement in 

decision processes and enables integrative discussions across a range 

of expertise levels. 

3.3.8.2 Tool technology stack 

BIFROST is a simulation coupling platform with a Web-based 3D interface for the construction and 

management of visually engaging settlements, communities. It consists of several services and modules to 

emulate complex smart energy infrastructure-related scenarios and create compelling stories. External 

simulation modules can hook into the core simulation loop and fill the Bifrost data model with dynamic 

data. The core takes care of calling the modules in a deterministic order and with the desired subscription 

data and merging the values they provide into the data model. In this way, specialized domain models can 

be chained together to achieve the desired output at the end of each simulation loop. BIFROST is designed 

to run continuously in accelerated real-time: a simulation iteration takes one second in real-time and between 

one second and several hours in simulation time, dependent on the connected modules and the desired 

analysis scale. 

BIFROST is written in react redux and typescript. The 3D layer is written in Web-GL and 3js. BIFROST is 

restful and the OpenAPI specification of the tool is provided in JSON. 

BIFROST is hosted on Siemens’ premises thus the containers/Dockerfiles provided within the DataBri-X 

GitLab repository constitute a proxy to connect to a BIFROST instance and start simulations and retrieve 

simulation results. 

3.3.8.3 Tool components 

GitLab Project Repository https://gitlab.com/databri-x/sie/bifrost.sie.databri-x.eu  

Dockerfile 
https://gitlab.com/databri-x/sie/bifrost.sie.databri-x.eu/-

/raw/ms9/Dockerfile  

GitLab Container Registry 

Image Path registry.gitlab.com/databri-x/sie/bifrost.sie.databri-x.eu:ms9 

Docker Run Command 

docker run -p 8080:8080 --env 

BIFROST_URL=IP_TO_BIFROST_HOST 

registry.gitlab.com/databri-x/sie/bifrost.sie.databri-x.eu:ms9 

(see also https://gitlab.com/databri-x/sie/bifrost.sie.databri-x.eu/-

/raw/ms9/readme.docker.md) 

OpenAPI Specification with 

JenPlane Software 

Specification Extensions 

https://gitlab.com/databri-x/sie/bifrost.sie.databri-x.eu/-

/raw/ms9/openapi.yml 

GitLab CI/CD Pipeline 
https://gitlab.com/databri-x/sie/bifrost.sie.databri-x.eu/-

/raw/ms9/.gitlab-ci.yml 

https://gitlab.com/databri-x/sie/bifrost.sie.databri-x.eu
https://gitlab.com/databri-x/sie/bifrost.sie.databri-x.eu/-/raw/ms9/Dockerfile
https://gitlab.com/databri-x/sie/bifrost.sie.databri-x.eu/-/raw/ms9/Dockerfile
https://gitlab.com/databri-x/sie/bifrost.sie.databri-x.eu/-/raw/ms6/readme.docker.md
https://gitlab.com/databri-x/sie/bifrost.sie.databri-x.eu/-/raw/ms6/readme.docker.md
https://gitlab.com/databri-x/sie/bifrost.sie.databri-x.eu/-/raw/ms9/openapi.yml
https://gitlab.com/databri-x/sie/bifrost.sie.databri-x.eu/-/raw/ms9/openapi.yml
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Amazon Elastic Container 

Registry Image Path 
83840542173.dkr.ecr.eu-central-

1.amazonaws.com/databrix.sie.bifrost:ms9 

Documentation 
https://gitlab.com/databri-x/sie/bifrost.sie.databri-x.eu/-

/raw/ms9/README.md  

 

3.3.9 SIE SHACL Validator 
Table 12. SIE SHACL-REPAIRS identity, technology stack, and components 

3.3.9.1 Tool identity 

Tool short name SHACL Repair 

Tool full name SHACL Grid Topology Validation and Repair 

Tool short description The service SHACL Repair was developed for validating and repairing 

inconsistent data for Smart Grid topologies and sensor data in the 

context of UC2. This is required as topologies might be faulty thus 

simulating with them will lead to wrong simulation results.  

The service exposes a Web API which can be called to send a SHACL 

shapes file and a data file to be validated and repaired and get back a 

repaired version of the data file. All files are provided and returned 

using the TURTLE format. The tool uses the FastAPI Web framework 

for the service and integrates the Java-based SHACL repair processor, 

which also uses the clingo ASP system. The service exposes endpoints 

for uploading shapes files and data files, trigger the repair and fetch the 

result of a repair run. 

3.3.9.2 Tool technology stack 

SHACL Repairs is implemented in Python3, Java and clingo. 

3.3.9.3 Tool components 

GitLab Project Repository https://gitlab.com/databri-x/sie/shacl-repairs.sie.databri-x.eu 

Dockerfile 
https://gitlab.com/databri-x/sie/shacl-repairs.sie.databri-x.eu/-

/blob/ms9/Dockerfile 

GitLab Container Registry 

Image Path 
registry.gitlab.com/databri-x/sie/shacl-repairs.sie.databri-x.eu 

Docker Run Command docker run -p 8000:8000 shacl-repairs 

OpenAPI Specification with 

JenPlane Software 

Specification Extensions 

https://gitlab.com/databri-x/sie/shacl-repairs.sie.databri-x.eu/-

/blob/ms9/openapi.yml 

GitLab CI/CD Pipeline 
https://gitlab.com/databri-x/sie/shacl-repairs.sie.databri-x.eu/-

/blob/ms9/.gitlab-ci.yml 

Amazon Elastic Container 

Registry Image Path 
83840542173.dkr.ecr.eu-central-1.amazonaws.com/databrix.sie.shacl-

repairs:ms9 

Documentation https://github.com/robert-david/shacl-repairs/ 

 

https://gitlab.com/databri-x/sie/bifrost.sie.databri-x.eu/-/raw/ms6/README.md
https://gitlab.com/databri-x/sie/bifrost.sie.databri-x.eu/-/raw/ms6/README.md
https://gitlab.com/databri-x/sie/shacl-repairs.sie.databri-x.eu
https://gitlab.com/databri-x/sie/shacl-repairs.sie.databri-x.eu/-/blob/ms9/Dockerfile
https://gitlab.com/databri-x/sie/shacl-repairs.sie.databri-x.eu/-/blob/ms9/Dockerfile
https://gitlab.com/databri-x/sie/shacl-repairs.sie.databri-x.eu/-/blob/ms9/openapi.yml
https://gitlab.com/databri-x/sie/shacl-repairs.sie.databri-x.eu/-/blob/ms9/openapi.yml
https://gitlab.com/databri-x/sie/shacl-repairs.sie.databri-x.eu/-/blob/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/sie/shacl-repairs.sie.databri-x.eu/-/blob/ms9/.gitlab-ci.yml
https://github.com/robert-david/shacl-repairs/
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3.3.10 OST RDFox 
Table 13. OST RDFox identity, technology stack, and components 

3.3.10.1 Tool identity 

Tool short name RDFox 

Tool full name RDFox 

Tool short description RDFox is a high-performance RDF triplestore and reasoning engine. 

3.3.10.2 Tool technology stack 

RDFox is implemented in C++, and offers C and Java APIs (only for embedded use), as well as a REST 

API. It is a compact package and as such has very little dependencies and footprint. It can be run directly as 

an executable, or as a Docker image. 

3.3.10.3 Tool components 

GitLab Project Repository https://gitlab.com/databri-x/ost/rdfox 

Dockerfile N/A (RDFox is closed-source) 

GitLab Container Registry 

Image Path 
oxfordsemantic/rdfox:6.2 (Docker Hub Container Image Library) 

Docker Run Command 

docker run --name rdfox -p 12110:12110 -v 

/path/to/RDFox.lic:/opt/RDFox/RDFox.lic -v 

rdfox_server_directory:/home/rdfox/.RDFox [-v 

/path/to/shell_dir:/data] oxfordsemantic/rdfox:6.2 -role admin -

password admin -persist-ds file -persist-role file 

 

Note: the above version is insecure. In order to run securely, a setup 

step need to be performed initially, as detailed here. 

OpenAPI Specification with 

JenPlane Software 

Specification Extensions 
https://gitlab.com/databri-x/ost/rdfox/-/blob/ms9/openapi.yml 

GitLab CI/CD Pipeline https://gitlab.com/databri-x/ost/rdfox/-/blob/ms9/.gitlab-ci.yml 

Amazon Elastic Container 

Registry Image Path 
283840542173.dkr.ecr.eu-central-

1.amazonaws.com/databrix.ost.rdfox:ms9 

Documentation https://docs.oxfordsemantic.tech/ 

 

3.3.11 TIB ORKG 
Table 14. TIB ORKG identity, technology stack, and components 

3.3.11.1 Tool identity 

Tool short name ORKG 

Tool full name ORKG 

Tool short description Open Research Knowledge Graph, a tool to build a knowledge graph 

of scholarly articles. 

https://gitlab.com/databri-x/ost/rdfox
https://docs.oxfordsemantic.tech/docker.html#example-docker-run-commands
https://gitlab.com/databri-x/ost/rdfox/-/blob/ms9/openapi.yml
https://gitlab.com/databri-x/ost/rdfox/-/blob/ms9/.gitlab-ci.yml
https://docs.oxfordsemantic.tech/
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3.3.11.2 Tool technology stack 

ORKG is implemented in Java, Python, React, Javascript. It also provides REST APIs. 

 

3.3.11.3 Tool components 

GitLab Project Repository https://gitlab.com/databri-x/tib/orkg.tib.databri-x.eu 

Dockerfile 
https://gitlab.com/databri-x/tib/orkg.tib.databri-x.eu/-

/blob/ms9/Dockerfile 

GitLab Container Registry 

Image Path 
registry.gitlab.com/databri-x/tib/orkg.tib.databri-x.eu:ms9 

Docker Run Command 
docker run -p 9080:9080 registry.gitlab.com/databri-

x/tib/orkg.tib.databri-x.eu:ms9 

OpenAPI Specification with 

JenPlane Software 

Specification Extensions 

https://gitlab.com/databri-x/tib/orkg.tib.databri-x.eu/-

/blob/ms9/openapi.yml 

GitLab CI/CD Pipeline 
https://gitlab.com/databri-x/tib/orkg.tib.databri-x.eu/-/blob/ms9/.gitlab-

ci.yml 

Amazon Elastic Container 

Registry Image Path 
283840542173.dkr.ecr.eu-central-

1.amazonaws.com/databrix.tib.orkg:ms9 

Documentation 
https://gitlab.com/databri-x/tib/orkg.tib.databri-x.eu/-

/blob/ms9/README.md?ref_type=tags 

 

3.3.12 TIB DataCite Connector 
Table 15. TIB DataCite Connector identity, technology stack, and components 

3.3.12.1 Tool identity 

Tool short name DCC 

Tool full name DataCite Connector 

Tool short description Connects to Data Cite for DoI minting and querying 

3.3.12.2 Tool technology stack 

 

DCC is a REST API written in Python. 

3.3.12.3 Tool components 

GitLab Project Repository https://gitlab.com/databri-x/tib/dcc.tib.databri-x.eu 

Dockerfile 
https://gitlab.com/databri-x/tib/dcc.tib.databri-x.eu/-

/blob/ms9/Dockerfile  

GitLab Container Registry 

Image Path 
registry.gitlab.com/databri-x/tib/dcc.tib.databri-x.eu:ms9 

Docker Run Command 
docker run -p 9081:9081 registry.gitlab.com/databri-

x/tib/dcc.tib.databri-x.eu:ms9 

https://gitlab.com/databri-x/tib/orkg.tib.databri-x.eu
https://gitlab.com/databri-x/tib/orkg.tib.databri-x.eu/-/blob/ms9/Dockerfile
https://gitlab.com/databri-x/tib/orkg.tib.databri-x.eu/-/blob/ms9/Dockerfile
https://gitlab.com/databri-x/tib/orkg.tib.databri-x.eu/-/blob/ms9/openapi.yml
https://gitlab.com/databri-x/tib/orkg.tib.databri-x.eu/-/blob/ms9/openapi.yml
https://gitlab.com/databri-x/tib/orkg.tib.databri-x.eu/-/blob/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/tib/orkg.tib.databri-x.eu/-/blob/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/tib/orkg.tib.databri-x.eu/-/blob/ms9/README.md?ref_type=tags
https://gitlab.com/databri-x/tib/orkg.tib.databri-x.eu/-/blob/ms9/README.md?ref_type=tags
https://gitlab.com/databri-x/tib/dcc.tib.databri-x.eu
https://gitlab.com/databri-x/tib/dcc.tib.databri-x.eu/-/blob/ms9/Dockerfile
https://gitlab.com/databri-x/tib/dcc.tib.databri-x.eu/-/blob/ms9/Dockerfile
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OpenAPI Specification with 

JenPlane Software 

Specification Extensions 

https://gitlab.com/databri-x/tib/dcc.tib.databri-x.eu/-

/blob/ms9/openapi.yml 

GitLab CI/CD Pipeline 
https://gitlab.com/databri-x/tib/dcc.tib.databri-x.eu/-/blob/ms9/.gitlab-

ci.yml 

Amazon Elastic Container 

Registry Image Path 
283840542173.dkr.ecr.eu-central-

1.amazonaws.com/databrix.tib.dcc:ms9 

Documentation 
https://gitlab.com/databri-x/tib/dcc.tib.databri-x.eu/-

/blob/ms9/README.md 

 

3.3.13 TIB SDM-RDFizer 
Table 16. TIB SDM-RDFizer identity, technology stack, and components 

3.3.13.1 Tool identity 

Tool short name RDFizer 

Tool full name SDM RDFizer 

Tool short description Provided a dataset and a set of ontology-based mappings as input, it 

generates an RDF compatible annotated equivalent of the dataset in 

TTL format. 

3.3.13.2 Tool technology stack 

RDFizer is written in Python. 

 

3.3.13.3 Tool components 

GitLab Project Repository https://gitlab.com/databri-x/tib/rdfizer.tib.databri-x.eu 

Dockerfile 
https://gitlab.com/databri-x/tib/rdfizer.tib.databri-x.eu/-

/blob/ms9/Dockerfile 

GitLab Container Registry 

Image Path 
registry.gitlab.com/databri-x/tib/rdfizer.tib.databri-x.eu:ms9 

Docker Run Command 
docker run -p 9081:9081 registry.gitlab.com/databri-

x/tib/rdfizer.tib.databri-x.eu:ms9 

OpenAPI Specification with 

JenPlane Software 

Specification Extensions 

https://gitlab.com/databri-x/tib/rdfizer.tib.databri-x.eu/-

/blob/ms9/openapi.yml 

GitLab CI/CD Pipeline 
https://gitlab.com/databri-x/tib/rdfizer.tib.databri-x.eu/-

/blob/ms9/.gitlab-ci.yml 

Amazon Elastic Container 

Registry Image Path 
283840542173.dkr.ecr.eu-central-

1.amazonaws.com/databrix.tib.rdfizer:ms9 

Documentation 
https://gitlab.com/databri-x/tib/rdfizer.tib.databri-x.eu/-

/blob/ms9/README.md 

 

https://gitlab.com/databri-x/tib/dcc.tib.databri-x.eu/-/blob/ms9/openapi.yml
https://gitlab.com/databri-x/tib/dcc.tib.databri-x.eu/-/blob/ms9/openapi.yml
https://gitlab.com/databri-x/tib/dcc.tib.databri-x.eu/-/blob/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/tib/dcc.tib.databri-x.eu/-/blob/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/tib/dcc.tib.databri-x.eu/-/blob/ms9/README.md
https://gitlab.com/databri-x/tib/dcc.tib.databri-x.eu/-/blob/ms9/README.md
https://gitlab.com/databri-x/tib/rdfizer.tib.databri-x.eu
https://gitlab.com/databri-x/tib/rdfizer.tib.databri-x.eu/-/blob/ms9/Dockerfile
https://gitlab.com/databri-x/tib/rdfizer.tib.databri-x.eu/-/blob/ms9/Dockerfile
https://gitlab.com/databri-x/tib/rdfizer.tib.databri-x.eu/-/blob/ms9/openapi.yml
https://gitlab.com/databri-x/tib/rdfizer.tib.databri-x.eu/-/blob/ms9/openapi.yml
https://gitlab.com/databri-x/tib/rdfizer.tib.databri-x.eu/-/blob/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/tib/rdfizer.tib.databri-x.eu/-/blob/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/tib/rdfizer.tib.databri-x.eu/-/blob/ms9/README.md
https://gitlab.com/databri-x/tib/rdfizer.tib.databri-x.eu/-/blob/ms9/README.md
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3.3.14 TIB TRS 
Table 17. TIB TRS identity, technology stack, and components 

3.3.14.1 Tool identity 

Tool short name TRS 

Tool full name Terminology Service 

Tool short description TRS provides access to the TIB’s terminology server as well as the 

available terminologies. The Terminology Service is a repository for 

terminological resources based on semantic W3C standards like the 

Web Ontology Language (OWL 2). The Terminology Service of TIB – 

Leibniz Information Centre for Science and Technology and University 

Library is a single-point-of-entry Web-service providing access to 

terms from generic and domain-specific controlled vocabularies and 

ontologies. TIB Central Terminology Service is the backbone of all the 

Terminology Services presented by TIB. It hosts and stores the 

terminologies of various research communities mainly through this 

website. 

3.3.14.2 Tool technology stack 

TRS REST API for DataBri-X is written in Python. 

 

3.3.14.3 Tool components 

GitLab Project Repository https://gitlab.com/databri-x/tib/trs.tib.databri-x.eu 

Dockerfile 
https://gitlab.com/databri-x/tib/trs.tib.databri-x.eu/-

/blob/ms9/Dockerfile 

GitLab Container Registry 

Image Path 
registry.gitlab.com/databri-x/tib/trs.tib.databri-x.eu:ms9 

Docker Run Command 
docker run -p 9081:9081 registry.gitlab.com/databri-

x/tib/trs.tib.databri-x.eu:ms9 

OpenAPI Specification with 

JenPlane Software 

Specification Extensions 

https://gitlab.com/databri-x/tib/trs.tib.databri-x.eu/-

/blob/ms9/openapi.yml 

GitLab CI/CD Pipeline 
https://gitlab.com/databri-x/tib/trs.tib.databri-x.eu/-/blob/ms9/.gitlab-

ci.yml 

Amazon Elastic Container 

Registry Image Path 
283840542173.dkr.ecr.eu-central-

1.amazonaws.com/databrix.tib.trs:ms9 

Documentation 
https://gitlab.com/databri-x/tib/trs.tib.databri-x.eu/-

/blob/ms9/README.md 

 

3.3.15 SWC PoolParty 
Table 18. SWC PoolParty identity, technology stack, and components 

https://www.w3.org/
https://www.w3.org/TR/owl2-overview/
http://www.tib.eu/
http://www.tib.eu/
http://www.tib.eu/
https://gitlab.com/databri-x/tib/trs.tib.databri-x.eu
https://gitlab.com/databri-x/tib/trs.tib.databri-x.eu/-/blob/ms9/Dockerfile
https://gitlab.com/databri-x/tib/trs.tib.databri-x.eu/-/blob/ms9/Dockerfile
https://gitlab.com/databri-x/tib/trs.tib.databri-x.eu/-/blob/ms9/openapi.yml
https://gitlab.com/databri-x/tib/trs.tib.databri-x.eu/-/blob/ms9/openapi.yml
https://gitlab.com/databri-x/tib/trs.tib.databri-x.eu/-/blob/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/tib/trs.tib.databri-x.eu/-/blob/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/tib/trs.tib.databri-x.eu/-/blob/ms9/README.md
https://gitlab.com/databri-x/tib/trs.tib.databri-x.eu/-/blob/ms9/README.md
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3.3.15.1 Tool identity 

Tool short name PoolParty 

Tool full name PoolParty Semantic Suite 

Tool short description PoolParty Semantic Suite is the most complete and advanced semantic 

middleware platform on the global market. As a middleware, PoolParty 

serves as the powerful “glue” between customer databases and 

applications so that customer knowledge models can continuously 

evolve in a stable, interconnected environment. 

3.3.15.2 Tool technology stack 

The PoolParty Semantic Suite product, which is also called the PoolParty platform, consists of several Web 

applications. PoolParty is envisioned as a middleware application and as such, it provides an extensive set 

of Web APIs to be integrated into 3rd party systems. 

 

Technologies: 

PoolParty components are implemented as 3-tier Java Web applications using the Spring framework and a 

JavaScript frontend. Persistence is implemented by integration with 3rd party database systems. Java 3rd 

party libraries are included for various functionalities as part of the PoolParty features. Besides Spring, a 

main dependency is RDF4J, which is used for handling RDF data, providing access via SPARQL to 

PoolParty projects and integrating with external triplestore services. For machine learning functionality, 

PoolParty uses Spark ML to implement document classification. 

 

Integrated 3rd party services: 

PoolParty uses Keycloak as an Identity Provider for the whole platform. Furthermore, PoolParty integrates 

with various databases as a persistence layer and for connectivity with other RDF-based systems via export. 

Finally, PoolParty integrates with Elasticsearch for high performance NLP analysis. 

 

Deployment: 

PoolParty is currently delivered with a single Tomcat instance, which runs all the PoolParty Web 

applications. Integrated databases can be deployed on different servers and are integrated via the network 

connection. Elasticsearch, however, currently need access to the PoolParty directories on the file system, 

are therefore run on the same server and accessed via localhost. This also improves security since 

Elasticsearch does not need to be exposed and is only used internally by PoolParty components. 

 

Integration: 

PoolParty, as a middleware application, provides an extensive Web API, which exposes the main 

functionality of components, but can also be used to do certain managing tasks remotely. The endpoints are 

loosely based on REST, but do not strictly conform to it. API documentation is provided as part of the Web 

applications as Web pages. 

 

3.3.15.3 Tool components 

GitLab Project Repository https://gitlab.com/databri-x/swc/poolparty.swc.databri-x.eu 

Dockerfile 

1. https://gitlab.com/databri-x/swc/poolparty.swc.databri-x.eu/-

/raw/ms9/Dockerfile.poolparty 

2. https://gitlab.com/databri-x/swc/poolparty.swc.databri-x.eu/-

/raw/ms9/Dockerfile.keycloak 

3. https://gitlab.com/databri-x/swc/poolparty.swc.databri-x.eu/-

/raw/ms9/Dockerfile.elasticsearch 

https://gitlab.com/databri-x/swc/poolparty.swc.databri-x.eu
https://gitlab.com/databri-x/swc/poolparty.swc.databri-x.eu/-/raw/ms9/Dockerfile.poolparty
https://gitlab.com/databri-x/swc/poolparty.swc.databri-x.eu/-/raw/ms9/Dockerfile.poolparty
https://gitlab.com/databri-x/swc/poolparty.swc.databri-x.eu/-/raw/ms9/Dockerfile.keycloak
https://gitlab.com/databri-x/swc/poolparty.swc.databri-x.eu/-/raw/ms9/Dockerfile.keycloak
https://gitlab.com/databri-x/swc/poolparty.swc.databri-x.eu/-/raw/ms9/Dockerfile.elasticsearch
https://gitlab.com/databri-x/swc/poolparty.swc.databri-x.eu/-/raw/ms9/Dockerfile.elasticsearch
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GitLab Container Registry 

Image Path 

1. registry.gitlab.com/databri-x/swc/poolparty.swc.databri-

x.eu/keycloak:ms9 

2. registry.gitlab.com/databri-x/swc/poolparty.swc.databri-

x.eu/elasticsearch:ms9 

3. registry.gitlab.com/databri-x/swc/poolparty.swc.databri-

x.eu:ms9 

Docker Run Command 

1. docker run --name pp-kc -p 8182:8182 -e 

KEYCLOAK_ADMIN=kcadmin -e 

KEYCLOAK_ADMIN_PASSWORD=kcadmin-pw -e 

KC_HOSTNAME=localhost -e KC_HTTP_PORT=8182 -e 

KC_HOSTNAME_PORT=8182 -e 

KC_HTTP_ENABLED=true  

registry.gitlab.com/databri-x/swc/poolparty.swc.databri-

x.eu/keycloak:ms9 

2. docker run --name pp-es  

-e ES_JAVA_OPTS="-Xms1g -Xmx1g" 

-e xpack.security.enabled="true"  

-e ELASTIC_PASSWORD=elasticsearch  

-e discovery.type=single-node  

registry.gitlab.com/databri-x/swc/poolparty.swc.databri-

x.eu/elasticsearch:ms9 

3. docker run --name pp -p 8082:8082 

-e POOLPARTY_SUPERADMIN_PASSWORD=poolparty 

-e POOLPARTY_PORT=8082 

-e POOLPARTY_HOST=localhost  

-e KEYCLOAK_ADMIN_USERNAME=kcadmin  

-e KEYCLOAK_ADMIN_PASSWORD=kcadmin-pw  

-e KEYCLOAK_HOSTNAME=pp-kc  

-e KEYCLOAK_PORT=8182  

-e ELASTIC_PASSWORD=elasticsearch 

-e INDEX_TYPE=ELASTICSEARCH 

-e CONTAINER_NAME_ES=pp-es 

--link pp-es 

--link pp-kc 

registry.gitlab.com/databri-x/swc/poolparty.swc.databri-

x.eu/databrix.swc.poolparty:ms9 

OpenAPI Specification with 

JenPlane Software 

Specification Extensions 

https://gitlab.com/databri-x/swc/poolparty.swc.databri-x.eu/-

/raw/ms9/openapi.yml 

GitLab CI/CD Pipeline 
https://gitlab.com/databri-x/swc/poolparty.swc.databri-x.eu/-

/raw/ms9/.gitlab-ci.yml 

Amazon Elastic Container 

Registry Image Path 

1. 283840542173.dkr.ecr.eu-central-

1.amazonaws.com/databrix.swc.poolparty/keycloak:ms9 

2. 283840542173.dkr.ecr.eu-central-

1.amazonaws.com/databrix.swc.poolparty/elasticsearch:ms9 

3. 283840542173.dkr.ecr.eu-central-

1.amazonaws.com/databrix.swc.poolparty:ms9 

Documentation 
https://gitlab.com/databri-x/swc/poolparty.swc.databri-x.eu/-

/raw/ms9/README.md 

https://gitlab.com/databri-x/swc/poolparty.swc.databri-x.eu/-/raw/ms9/openapi.yml
https://gitlab.com/databri-x/swc/poolparty.swc.databri-x.eu/-/raw/ms9/openapi.yml
https://gitlab.com/databri-x/swc/poolparty.swc.databri-x.eu/-/raw/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/swc/poolparty.swc.databri-x.eu/-/raw/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/swc/poolparty.swc.databri-x.eu/-/raw/ms9/README.md
https://gitlab.com/databri-x/swc/poolparty.swc.databri-x.eu/-/raw/ms9/README.md
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3.3.16 SWC Sentiment Analysis 
Table 19. SWC Sentiment Analysis identity, technology stack, and components 

3.3.16.1 Tool identity 

Tool short name Sentiment Analysis 

Tool full name Sentiment Analysis Service 

Tool short description Sentiment Analysis was developed for performing greek sentiment 

analysis for UC1. It exposes a Web API which can be called to 

determine the sentiment of a text, in the form a binary result 

(POSITIVE, NEGATIVE). The service utilizes AI models that can 

perform the analysis.  

3.3.16.2 Tool technology stack 

Sentiment Analysis is implemented in Python and uses the FastAPI Web framework. 

3.3.16.3 Tool components 

GitLab Project Repository https://gitlab.com/databri-x/swc/sentiment-analysis.swc.databri-x.eu 

Dockerfile 
https://gitlab.com/databri-x/swc/sentiment-analysis.swc.databri-x.eu/-

/raw/ms9/Dockerfile 

GitLab Container Registry 

Image Path 

registry.gitlab.com/databri-x/swc/sentiment-analysis.swc.databri-

x.eu:ms9 

Docker Run Command 

docker run –p –name sentiment-analysis 8000:8000 

registry.gitlab.com/databri-x/swc/sentiment-analysis.swc.databri-

x.eu:ms9 

OpenAPI Specification with 

JenPlane Software 

Specification Extensions 

https://gitlab.com/databri-x/swc/sentiment-analysis.swc.databri-x.eu/-

/raw/ms9/openapi.yml 

GitLab CI/CD Pipeline 
https://gitlab.com/databri-x/swc/sentiment-analysis.swc.databri-x.eu/-

/raw/ms9/.gitlab-ci.yml 

Amazon Elastic Container 

Registry Image Path 
283840542173.dkr.ecr.eu-central-

1.amazonaws.com/databrix.swc.sentiment-analysis:ms9 

Documentation 
https://gitlab.com/databri-x/swc/sentiment-analysis.swc.databri-x.eu/-

/raw/ms9/README.md 

 

3.3.17 SWC Document Splitting 
Table 20. SWC Sentiment Analysis identity, technology stack, and components 

3.3.17.1 Tool identity 

Tool short name Document Splitting 

Tool full name Document Splitting Legal Service 

Tool short description Document Splitting was developed for splitting up German court case 

documents into meaningful parts, so that we can tag them separately 

with taxonomy concepts as part of UC3. It exposes a Web API which 

https://gitlab.com/databri-x/swc/sentiment-analysis.swc.databri-x.eu
https://gitlab.com/databri-x/swc/sentiment-analysis.swc.databri-x.eu/-/raw/ms9/Dockerfile
https://gitlab.com/databri-x/swc/sentiment-analysis.swc.databri-x.eu/-/raw/ms9/Dockerfile
https://gitlab.com/databri-x/swc/sentiment-analysis.swc.databri-x.eu/-/raw/ms9/openapi.yml
https://gitlab.com/databri-x/swc/sentiment-analysis.swc.databri-x.eu/-/raw/ms9/openapi.yml
https://gitlab.com/databri-x/swc/sentiment-analysis.swc.databri-x.eu/-/raw/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/swc/sentiment-analysis.swc.databri-x.eu/-/raw/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/swc/sentiment-analysis.swc.databri-x.eu/-/raw/ms9/README.md
https://gitlab.com/databri-x/swc/sentiment-analysis.swc.databri-x.eu/-/raw/ms9/README.md
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can be called to send a document and get back a JSON representation 

of the split content. The tool uses the Flask Web framework. Flask is a 

lightweight Python Web framework commonly used for building 

RESTful APIs and Web applications. The service exposes an endpoint 

to split up a document. To serve the Flask app in production, Gunicorn 

is used as the WSGI HTTP server. 

3.3.17.2 Tool technology stack 

Document Spitting is implemented in Python and uses the Flask Web framework. 

3.3.17.3 Tool components 

GitLab Project Repository https://gitlab.com/databri-x/swc/document-splitting-swc-databri-x-eu 

Dockerfile 
https://gitlab.com/databri-x/swc/document-splitting-swc-databri-x-eu/-

/raw/ms9/Dockerfile 

GitLab Container Registry 

Image Path 

registry.gitlab.com/databri-x/swc/document-splitting.swc.databri-

x.eu:ms9 

Docker Run Command 
docker run -p 8081:8081 –name document-splitting databri-

x.swc.document-splitting 

OpenAPI Specification with 

JenPlane Software 

Specification Extensions 

https://gitlab.com/databri-x/swc/document-splitting-swc-databri-x-eu/-

/raw/ms9/static/openapi.yml 

GitLab CI/CD Pipeline 
https://gitlab.com/databri-x/swc/document-splitting-swc-databri-x-eu/-

/raw/ms9/.gitlab-ci.yml 

Amazon Elastic Container 

Registry Image Path 
283840542173.dkr.ecr.eu-central-

1.amazonaws.com/databrix.swc.document-splitting:ms9 

Documentation 
https://gitlab.com/databri-x/swc/document-splitting-swc-databri-x-eu/-

/raw/ms9/README.md 

 

3.3.18 GT Data Integrity 
Table 21. GT Data Integrity identity, technology stack, and components 

3.3.18.1 Tool identity 

Tool short name Data Integrity 

Tool full name Data Integrity 

Tool short description Data integrity tool provides mechanisms to secure data integrity and 

signing time by registering data fingerprints (hash) in blockchain that 

in return provides cryptographic proofs for later validation. Data and 

its corresponding proof must be stored in a way where linkage between 

those is maintained. 

3.3.18.2 Tool technology stack 

Data integrity tool is a simple single Web service that is run in a docker container. It provides three main 

functionalities for end users: signing, extension, and validation. 

 

https://gitlab.com/databri-x/swc/document-splitting-swc-databri-x-eu
https://gitlab.com/databri-x/swc/document-splitting-swc-databri-x-eu/-/raw/ms9/Dockerfile
https://gitlab.com/databri-x/swc/document-splitting-swc-databri-x-eu/-/raw/ms9/Dockerfile
https://gitlab.com/databri-x/swc/document-splitting-swc-databri-x-eu/-/raw/ms9/static/openapi.yml
https://gitlab.com/databri-x/swc/document-splitting-swc-databri-x-eu/-/raw/ms9/static/openapi.yml
https://gitlab.com/databri-x/swc/document-splitting-swc-databri-x-eu/-/raw/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/swc/document-splitting-swc-databri-x-eu/-/raw/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/swc/document-splitting-swc-databri-x-eu/-/raw/ms9/README.md
https://gitlab.com/databri-x/swc/document-splitting-swc-databri-x-eu/-/raw/ms9/README.md


D3.4: Tools & Services, DataBri-X Resource Connector,  

and DataBri-X IDS Infrastructure and IDS Connector Framework - C  

 

 Grant Agreement: 101070069 -50- 

 

Data integrity is built using Java, serving request usually over HTTP(S) or TCP using REST API, service is 

deployed using docker containers. It requires access to blockchain network to operate. 

 

Blockchain and developed tool operates only with hash functions and hence it is encouraged for end users 

to hash their data and only send the hash digest for registration and thus eliminating any data leakage risks. 

Necessary instructions will be provided via the OpenAPI specification. For other rare occasions, where there 

is no operation with sensitive data or there is no possibility to hash the data, developed tool would still 

provide endpoint to register raw data and takes care of the hashing. 

 

Initial version is developed and deployed using test account to register and validate data and its proofs. Later 

versions are extendable to use necessary authentication and authorization tokens that could be used by the 

platform, for example JSON Web Tokens (JWT). 

 

Signing endpoint. 

Signing endpoint provides mechanisms to register data or its fingerprint (hash digest) in blockchain. It takes 

the hash or the data (in this case the data will be hashed and resulting hash digest is used from then on) as 

input, performs blockchain transaction request to register the hash in blockchain, and upon successful 

request a cryptographic proof (also known as signature) is returned that then is used to validated to be intact 

and correct and then it is forwarded to the end client for later use. 

 

Validation endpoint. 

Validation endpoint provides mechanisms to validate the integrity and signing time of the provided data 

(data is first hashed and the resulting hash digest is used from then on) or its hash digest against the provided 

cryptographic proof (also known as signature), followed by the proof internal mathematical validations and 

ultimately validation against blockchain. 

 

Extension endpoint. 

Extension endpoint provides mechanisms to access the blockchain’s calendar database. With the use of 

calendar database, it is possible to extend the cryptographic proofs (also known as signatures) to the closest 

publication that was released after the signature creation. This function is vital for the long-term integrity 

protection mechanisms. Extension is needed once for each signature. This endpoint is also used by the 

Validation endpoint to read calendar database to validate proofs against the blockchain. 

3.3.18.3 Tool components 

GitLab Project Repository https://gitlab.com/databri-x/gt/dataintegrity.gt.databri-x.eu 

 

Dockerfile 
https://gitlab.com/databri-x/gt/dataintegrity.gt.databri-x.eu/-

/raw/ms9/Dockerfile 

GitLab Container Registry 

Image Path 
registry.gitlab.com/databri-x/gt/dataintegrity.gt.databri-x.eu:ms9 

Docker Run Command 
docker run -p 8080:8080 registry.gitlab.com/databri-

x/gt/dataintegrity.gt.databri-x.eu:ms9 

OpenAPI Specification with 

JenPlane Software 

Specification Extensions 

https://gitlab.com/databri-x/gt/dataintegrity.gt.databri-x.eu/-

/blob/ms9/openapi.yml 

GitLab CI/CD Pipeline 
https://gitlab.com/databri-x/gt/dataintegrity.gt.databri-x.eu/-

/blob/ms9/.gitlab-ci.yml 

Amazon Elastic Container 

Registry Image Path 
283840542173.dkr.ecr.eu-central-

1.amazonaws.com/databrix.gt.dataintegrity:ms9 

https://gitlab.com/databri-x/gt/dataintegrity.gt.databri-x.eu
https://gitlab.com/databri-x/gt/dataintegrity.gt.databri-x.eu/-/raw/ms9/Dockerfile
https://gitlab.com/databri-x/gt/dataintegrity.gt.databri-x.eu/-/raw/ms9/Dockerfile
https://gitlab.com/databri-x/gt/dataintegrity.gt.databri-x.eu/-/blob/ms9/openapi.yml
https://gitlab.com/databri-x/gt/dataintegrity.gt.databri-x.eu/-/blob/ms9/openapi.yml
https://gitlab.com/databri-x/gt/dataintegrity.gt.databri-x.eu/-/blob/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/gt/dataintegrity.gt.databri-x.eu/-/blob/ms9/.gitlab-ci.yml
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Documentation 
https://gitlab.com/databri-x/gt/dataintegrity.gt.databri-x.eu/-

/blob/ms9/README.md 

 

3.3.19 GT RWD-E 
Table 22. GT RWD-E identity, technology stack, and components 

3.3.19.1 Tool identity 

Tool short name RWD-E 

Tool full name Real World Data Engine 

Tool short description The RWD-E has been designed to provide aggregate reports across 

multiple data providers in a privacy-preserving manner. 

The system primarily targets answering questions of the form “how 

many users/patients/services/etc. are there that satisfy condition X?”, 

where the data needed to evaluate condition X resides in different data 

sources (such as health care providers, medical registries, telecom 

service providers, etc.). Condition X above could in practice mean 

“how many users use service Z in location Y”, or “how many patients 

using drug Z had a biomarker D with a value below E or above F”. The 

data is assumed to be sensitive, thus cannot be sent out or shared with 

other providers without privacy-preserving measures. 

3.3.19.2 Tool technology stack 

Internally the system operates on lists of identifiers. The identifiers are encrypted locally at the data source 

and never decrypted. The MPC protocol (based on a commutative encryption scheme) operates on encrypted 

data only and no cleartext ever leaves the premises of the data source. 

Each data source operates an MPC service node that participates in the secure MPC protocol on their behalf, 

they hosted and operated it by themselves. The MPC nodes of all data sources communicate with the 

coordinator node to jointly execute the following MPC protocol. 

Each MPC node has a locally generated encryption key. For each reporting period, the MPC node receives 

from the respective data source the list of identifiers answering a pre-agreed sub-question of the form “which 

identifier satisfies A?” or “which identifier satisfies B?”. The MPC node then encrypts the list with its 

encryption key and only the encrypted identifiers participate in the MPC protocol. No cleartext of the data 

related to the identifier ever leaves the premises of the data source. 

Externally, only the number of identifiers (the size of the result list) is reported as the answer. Even the 

encrypted lists are not communicated outside the parties of the MPC protocol. 

The system supports distributed auditing: the correctness of behaviour of each participant can be verified 

separately and independently, implying both the correctness of the results of the whole computation and the 

privacy of patient data. The audits are supported by a bulletin board seen and used by all the parties. To 

remove the need to trust the bulletin board to operate correctly, two mechanisms are used. First, all updates 

to the board are cryptographically time-stamped, so that anything posted cannot be changed after the fact. 

Second, in addition to encryption key, each node also has a signing key and uses it to digitally sign the 

commitments before posting them to the board, so that no other parties can post commitments in the name 

of that node. 

Each RWD-E components are deployed in docker containers for ease of deployment, components are using 

HTTPS to communicate with each other where the MPC protocol itself is using commutative encryption 

https://gitlab.com/databri-x/gt/dataintegrity.gt.databri-x.eu/-/blob/ms9/README.md
https://gitlab.com/databri-x/gt/dataintegrity.gt.databri-x.eu/-/blob/ms9/README.md
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scheme to obtain the results. Blockchain is used to timestamp registration for immutability protection and 

independent verifications in bulletin board. Integration with databases is implemented based on the used 

database technology at data source, e.g., PostgreSQL, MongoDB, Oracle DB, etc. 

3.3.19.3 Tool components 

GitLab Project Repository https://gitlab.com/databri-x/gt/rwde.gt.databri-x.eu 

Dockerfile 
https://gitlab.com/databri-x/gt/rwde.gt.databri-x.eu/-

/raw/ms9/Dockerfile 

GitLab Container Registry 

Image Path 
registry.gitlab.com/databri-x/gt/rwde.gt.databri-x.eu:ms9 

Docker Run Command 
docker run -p 8080:80 registry.gitlab.com/databri-x/gt/rwde.gt.databri-

x.eu:ms9 

OpenAPI Specification with 

JenPlane Software 

Specification Extensions 

https://gitlab.com/databri-x/gt/rwde.gt.databri-x.eu/-

/raw/ms9/openapi.yml 

GitLab CI/CD Pipeline 
https://gitlab.com/databri-x/gt/rwde.gt.databri-x.eu/-/blob/ms9/.gitlab-

ci.yml 

Amazon Elastic Container 

Registry Image Path 
283840542173.dkr.ecr.eu-central-

1.amazonaws.com/databrix.gt.rwde:ms9 

Documentation 
https://gitlab.com/databri-x/gt/dataintegrity.gt.databri-x.eu/-

/blob/ms9/README.md 

 

3.3.20 LST CostNous-Suite 
Table 23. LST CostNous-Suite identity, technology stack, and components 

3.3.20.1 Tool identity 

Tool short name CostNous 

Tool full name CostNous Tool 

Tool short description CostNous Tool is a dockerized API tool designed for accurate 

forecasting in time series data. It uses Machine Learning algorithms for 

efficient and reliable predictions. The tool accepts data in CSV format 

via a POST request to the “/forecast” endpoint. The input data is 

transformed, and the tool then applies the forecasting algorithm, 

generating predictions. The tool is also available to do aggregation in 

order to perform the forecasting operations in record-type data. 

3.3.20.2 Tool technology stack 

CostNous Tool was developed using a range of technologies, frameworks, and external services to create a 

deployable version of the tool. 

The core of the tool is implemented in Python 3.9.2. For the Web application framework, Flask was 

employed. Flask is a lightweight and versatile framework that allows development of Web applications and 

APIs in Python. It provides the necessary functionalities for handling HTTP requests and responses. To 

containerize the tool and enable easy deployment, Docker was utilized. Docker provides a containerization 

platform that encapsulates the application and its dependencies, ensuring consistency and portability across 

different environments. 

https://gitlab.com/databri-x/gt/rwde.gt.databri-x.eu
https://gitlab.com/databri-x/gt/rwde.gt.databri-x.eu/-/raw/ms9/Dockerfile
https://gitlab.com/databri-x/gt/rwde.gt.databri-x.eu/-/raw/ms9/Dockerfile
https://gitlab.com/databri-x/gt/rwde.gt.databri-x.eu/-/raw/ms9/openapi.yml
https://gitlab.com/databri-x/gt/rwde.gt.databri-x.eu/-/raw/ms9/openapi.yml
https://gitlab.com/databri-x/gt/rwde.gt.databri-x.eu/-/blob/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/gt/rwde.gt.databri-x.eu/-/blob/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/gt/dataintegrity.gt.databri-x.eu/-/blob/ms9/README.md
https://gitlab.com/databri-x/gt/dataintegrity.gt.databri-x.eu/-/blob/ms9/README.md
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The tool relies on various ML algorithms written in Python that offer high-performance and efficient fitting 

of predictive models. In terms of data processing and manipulation, the tool utilizes different data structures 

and data analysis tools that allow for efficient handling of the time series data. 

To handle the HTTP requests and responses, Flask’s built-in capabilities are leveraged. 

3.3.20.3 Tool components 

GitLab Project Repository https://gitlab.com/databri-x/lstech/cost.lstech.databri-x.eu/ 

Dockerfile 
https://gitlab.com/databri-x/lstech/cost.lstech.databri-x.eu/-

/raw/ms9/Dockerfile 

GitLab Container Registry 

Image Path registry.gitlab.com/databri-x/lstech/cost.lstech.databri-x.eu:ms9 

Docker Run Command docker -p 8000:8000 run registry.gitlab.com/databri-

x/lstech/cost.lstech.databri-x.eu:ms9 

OpenAPI Specification with 

JenPlane Software 

Specification Extensions 

https://gitlab.com/databri-x/lstech/cost.lstech.databri-x.eu/-

/raw/ms9/openapi_cn.yml 

GitLab CI/CD Pipeline 
https://gitlab.com/databri-x/lstech/cost.lstech.databri-x.eu/-

/raw/ms9/.gitlab-ci.yml 

Amazon Elastic Container 

Registry Image Path 
283840542173.dkr.ecr.eu-central-

1.amazonaws.com/databrix.lst.costnous:ms9 

Documentation 
https://gitlab.com/databri-x/lstech/cost.lstech.databri-x.eu/-

/raw/ms9/readme.md 

 

3.3.21 LST NetNous-Suite 
Table 24. LST NetNous-Suite identity, technology stack, and components 

3.3.21.1 Tool identity 

Tool short name NetNous 

Tool full name NetNous Tool 

Tool short description NetNous is a dockerized API. This tool focuses on forecasting in time 

series data. It utilizes the Flask framework to provide an API endpoint 

for detecting anomalies in time series data. The tool accepts JSON data 

containing time series information and applies ML algorithms to 

identify potential anomalies. The input data is converted and 

transformed for prediction. The tool generates a new column indicating 

anomalies and converts the timestamps back to their original format. 

The resulting DataFrame is returned as a JSON response. Additionally, 

NetNous provides a home page accessible through the “/” route. 

3.3.21.2 Tool technology stack 

The NetNous tool, part of the DataBri-X Toolbox, is developed using a range of technologies and 

frameworks to deliver an efficient and scalable dockerized API for time series data anomaly detection. 
 

The tool is primarily written in Python, utilizing version 3.9.2 of the language. FastAPI, a modern and 

high-performance Web application framework, is chosen as the core framework for the tool. For 

https://gitlab.com/databri-x/lstech/cost.lstech.databri-x.eu/
https://gitlab.com/databri-x/lstech/cost.lstech.databri-x.eu/-/raw/ms9/Dockerfile
https://gitlab.com/databri-x/lstech/cost.lstech.databri-x.eu/-/raw/ms9/Dockerfile
https://gitlab.com/databri-x/lstech/cost.lstech.databri-x.eu/-/raw/ms9/openapi_cn.yml
https://gitlab.com/databri-x/lstech/cost.lstech.databri-x.eu/-/raw/ms9/openapi_cn.yml
https://gitlab.com/databri-x/lstech/cost.lstech.databri-x.eu/-/raw/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/lstech/cost.lstech.databri-x.eu/-/raw/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/lstech/cost.lstech.databri-x.eu/-/raw/ms9/readme.md
https://gitlab.com/databri-x/lstech/cost.lstech.databri-x.eu/-/raw/ms9/readme.md
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containerization and deployment, Docker is employed. Docker provides an efficient and consistent 

environment for packaging and running applications. This allows NetNous to be easily deployed on any 

platform that supports Docker containers, ensuring portability and ease of deployment.  
 

To facilitate anomaly detection, the tool leverages ML algorithms and data processing written in Python. 

The Flask framework is utilized to develop the API endpoints and handle HTTP requests. 
 

In terms of data processing and manipulation, the tool utilizes different data structures and data analysis 

tools that allow for efficient handling of the time series data. 

3.3.21.3 Tool components 

GitLab Project Repository https://gitlab.com/databri-x/lstech/net.lstech.databri-x.eu 

Dockerfile 
https://gitlab.com/databri-x/lstech/net.lstech.databri-x.eu/-

/raw/ms9/Dockerfile 

GitLab Container Registry 

Image Path 
registry.gitlab.com/databri-x/lstech/net.lstech.databri-x.eu:ms9 

Docker Run Command 
docker run registry.gitlab.com/databri-x/lstech/net.lstech.databri-

x.eu:ms9 

OpenAPI Specification with 

JenPlane Software 

Specification Extensions 

https://gitlab.com/databri-x/lstech/net.lstech.databri-x.eu/-

/raw/ms9/openapi_nn.yml 

GitLab CI/CD Pipeline 
https://gitlab.com/databri-x/lstech/net.lstech.databri-x.eu/-

/raw/ms9/.gitlab-ci.yml?ref_type=heads 

Amazon Elastic Container 

Registry Image Path 
283840542173.dkr.ecr.eu-central-

1.amazonaws.com/databrix.lst.netnous:ms9 

Documentation 
https://gitlab.com/databri-x/lstech/net.lstech.databri-x.eu/-

/raw/ms9/readme.md 

 

3.3.22 LST Data Anonymizer 
Table 25. LST Data Anonymizer identity, technology stack, and components 

3.3.22.1 Tool identity 

Tool short name Data anonymizer 

Tool full name Data Anonymization Tool 

Tool short description The Data Anonymizer tool enables data owners to perform an 

important process on their data: anonymization. The DA tool resides 

on the data owner’s side and its input is the raw data that is available 

through the initial sources (telco data, sensor data, etc.) and it is 

transformed into a predefined schema/metadata model. The output is 

the processed data that can be exported through an API that the module 

provides. 

3.3.22.2 Tool technology stack 

The Data Aggregation API tool was built using a variety of technologies, frameworks, and external services 

to provide a robust and scalable data anonymization solution. 

https://gitlab.com/databri-x/lstech/net.lstech.databri-x.eu/-/raw/ms9/Dockerfile
https://gitlab.com/databri-x/lstech/net.lstech.databri-x.eu/-/raw/ms9/Dockerfile
https://gitlab.com/databri-x/lstech/net.lstech.databri-x.eu/-/raw/ms9/openapi_nn.yml
https://gitlab.com/databri-x/lstech/net.lstech.databri-x.eu/-/raw/ms9/openapi_nn.yml
https://gitlab.com/databri-x/lstech/net.lstech.databri-x.eu/-/raw/ms9/.gitlab-ci.yml?ref_type=heads
https://gitlab.com/databri-x/lstech/net.lstech.databri-x.eu/-/raw/ms9/.gitlab-ci.yml?ref_type=heads
https://gitlab.com/databri-x/lstech/net.lstech.databri-x.eu/-/raw/ms9/readme.md
https://gitlab.com/databri-x/lstech/net.lstech.databri-x.eu/-/raw/ms9/readme.md


D3.4: Tools & Services, DataBri-X Resource Connector,  

and DataBri-X IDS Infrastructure and IDS Connector Framework - C  

 

 Grant Agreement: 101070069 -55- 

 

 

At its core, the tool is written in Python 3.9.2, a high-level programming language known for its simplicity 

and readability. For the Web application framework, FastAPI was utilized. FastAPI is a modern, fast, and 

asynchronous Web framework for building APIs with Python 3.7+ based on standard Python type hints. It 

was chosen for its simplicity, speed, and ease of use.  
 

To deploy the application, Docker was used, which provides an efficient way to package and run 

applications in a consistent and isolated environment. With Docker, the Data Aggregation API can be easily 

deployed on any platform that supports Docker containers.  
 

In order to provide data anonymization, the tool leverages a Data Anonymization Tool, this Data 

Anonymization Tool is used to perform data transformations, such as swapping, to ensure the data is 

properly anonymized and can be shared with third parties without compromising individual privacy. To 

provide secure access to the API, the tool uses HTTPS, a protocol for secure communication over the 

internet. It is implemented using Uvicorn 0.14.0, a lightning-fast ASGI server that is built on top of the 

asyncio Python library. Finally, to document the API endpoints, Swagger UI was used. Swagger UI provides 

a simple and interactive way to explore and test the API endpoints. It also provides an endpoint /detect, that 

detects sensible data via natural language processing in order to give insights to the usage about the different 

columns of their dataset. 
 

Overall, the Data Anonymization API tool leverages a variety of modern technologies and frameworks to 

provide a robust and scalable data anonymization solution. With its use of Python, FastAPI, Docker and 

Swagger UI, the tool provides a comprehensive solution for data owners to share data in a privacy-

preserving way. 

3.3.22.3 Tool components 

GitLab Project Repository https://gitlab.com/databri-x/lstech/data_anonymizer.lstech.databri-x.eu 

Dockerfile 
https://gitlab.com/databri-x/lstech/data_anonymizer.lstech.databri-

x.eu/-/raw/ms9/Dockerfile 

GitLab Container Registry 

Image Path 

registry.gitlab.com/databri-x/lstech/data_anonymizer.lstech.databri-

x.eu:ms9 

Docker Run Command 
docker run registry.gitlab.com/databri-

x/lstech/data_anonymizer.lstech.databri-x.eu:ms9 

OpenAPI Specification with 

JenPlane Software 

Specification Extensions 

https://gitlab.com/databri-x/lstech/data_anonymizer.lstech.databri-

x.eu/-/raw/ms9/openapi_danon.yml 

GitLab CI/CD Pipeline 
https://gitlab.com/databri-x/lstech/data_anonymizer.lstech.databri-

x.eu/-/raw/ms9/.gitlab-ci.yml 

Amazon Elastic Container 

Registry Image Path 
283840542173.dkr.ecr.eu-central-

1.amazonaws.com/databrix.lst.anonymizer:ms9 

Documentation 
https://gitlab.com/databri-x/lstech/data_anonymizer.lstech.databri-

x.eu/-/raw/ms9/readme.md 

 

https://gitlab.com/databri-x/lstech/data_anonymizer.lstech.databri-x.eu
https://gitlab.com/databri-x/lstech/data_anonymizer.lstech.databri-x.eu/-/raw/ms9/Dockerfile
https://gitlab.com/databri-x/lstech/data_anonymizer.lstech.databri-x.eu/-/raw/ms9/Dockerfile
https://gitlab.com/databri-x/lstech/data_anonymizer.lstech.databri-x.eu/-/raw/ms9/openapi_danon.yml
https://gitlab.com/databri-x/lstech/data_anonymizer.lstech.databri-x.eu/-/raw/ms9/openapi_danon.yml
https://gitlab.com/databri-x/lstech/data_anonymizer.lstech.databri-x.eu/-/raw/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/lstech/data_anonymizer.lstech.databri-x.eu/-/raw/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/lstech/data_anonymizer.lstech.databri-x.eu/-/raw/ms9/readme.md
https://gitlab.com/databri-x/lstech/data_anonymizer.lstech.databri-x.eu/-/raw/ms9/readme.md
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3.3.23 DFKI LER 
Table 26. DFKI LER identity, technology stack, and components 

3.3.23.1 Tool identity 

Tool short name LER 

Tool full name Legal Entity Recognition 

Tool short description The objective of this tool is the recognition of legal named entities in 

text documents, in addition to enriching the documents with 

information about these entities (entity type) in linked data format 

(RDF). 

3.3.23.2 Tool technology stack 

LER uses models to annotate named entities in the legal domain, where the models are trained on language 

data in which different types of entities are annotated. LER uses two concrete models: (i) Conditional 

Random Fields (CRF); and (ii) Bilateral Long Short-Term Memory Neural Networks (BiLSTM). 

 

For CRF and BiLSTM we use two sequence labelling tools, sklearn-crfsuite, and UKPLab-BiLSTM. To 

adapt the CRF and BiLSTM approaches to the needs of the project, i.e., to the legal domain, we created a 

dataset containing annotated legal entities. The dataset of Legal Documents contains Court decisions from 

2017 and 2018, published online by the Federal Ministry of Justice and Consumer Protection. The 

documents originate from seven federal courts: Federal Labour Court (BAG), Federal Fiscal Court (BFH), 

Federal Court of Justice (BGH), Federal Patent Court (BPatG), Federal Social Court (BSG), Federal 

Constitutional Court (BVerfG) and Federal Administrative Court (BVerwG). It consists of 66,723 sentences 

with 2,157,048 tokens. The dataset includes two different versions of annotations, one with a set of 19 fine-

grained semantic classes and another one with a set of 7 coarse-grained classes. There are 53,632 annotated 

entities in total, the majority of which (74.34 %) are legal entities, the others are person, location and 

organization (25.66 %). The dataset is freely available under the CC-BY 4.0 license. The output format is 

CoNLL-2002. Each line consists of two columns separated by a space. The first column contains a token 

and the second a tag in IOB2 format. The sentence boundary is marked with an empty line. 

 

LER has been implemented using Python, and has specific library requirements:  

• emnlp2017-bilstm-cnn-crf 

• sklearn-crfsuite 

• SoMaJo 

Apart from that, the REST API access has been implemented using the python library Flask. 

 

The tool is provided as a docker container using Linux as the base operating system. The container is 

provided so that it can be utilized completely independently, without any special configuration needed. 

 

3.3.23.3 Tool components 

GitLab Project Repository https://gitlab.com/databri-x/dfki/ler.dfki.databri-x.eu 

Dockerfile 
https://gitlab.com/databri-x/dfki/ler.dfki.databri-x.eu/-

/raw/ms9/Dockerfile 

GitLab Container Registry 

Image Path 
registry.gitlab.com/databri-x/dfki/ler.dfki.databri-x.eu:ms9 

Docker Run Command 
docker run -p 8080:8080 -ti registry.gitlab.com/databri-

x/dfki/ler.dfki.databri-x.eu:ms9 

https://github.com/UKPLab/emnlp2017-bilstm-cnn-crf
https://sklearn-crfsuite.readthedocs.io/en/latest/
https://github.com/tsproisl/SoMaJo
https://gitlab.com/databri-x/dfki/ler.dfki.databri-x.eu
https://gitlab.com/databri-x/dfki/ler.dfki.databri-x.eu/-/raw/ms9/Dockerfile
https://gitlab.com/databri-x/dfki/ler.dfki.databri-x.eu/-/raw/ms9/Dockerfile
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OpenAPI Specification with 

JenPlane Software 

Specification Extensions 

https://gitlab.com/databri-x/dfki/ler.dfki.databri-x.eu/-

/blob/ms9/openapi.yml  

GitLab CI/CD Pipeline 
https://gitlab.com/databri-x/dfki/ler.dfki.databri-x.eu/-

/raw/ms9/.gitlab-ci.yml 

Amazon Elastic Container 

Registry Image Path 
283840542173.dkr.ecr.eu-central-

1.amazonaws.com/databrix.dfki.ler:ms9 

Documentation 
https://gitlab.com/databri-x/dfki/ler.dfki.databri-x.eu/-

/raw/ms9/README.md  

 

3.3.24 DFKI TIMEX 
Table 27. DFKI TIMEX identity, technology stack, and components 

3.3.24.1 Tool identity 

Tool short name TIMEX 

Tool full name Temporal Expression Analysis 

Tool short description The objective of this tool is the recognition and normalization of 

temporal expression in text documents, in addition to enriching the 

documents with information about these entities (entity type) in linked 

data format (RDF). The full description of this tool can be found at: 

https://aclanthology.org/W19-2207/. 

3.3.24.2 Tool technology stack 

The Temporal Expression Analysis (TIMEX) service handles temporal expressions, including any word or 

sequence of words referring to a time instant (e. g., “five o’clock”) or interval (e. g., “from nine to ten”). 

This task includes two subtasks; first, temporal expressions need to be identified in a text; second, the 

temporal expression has to be normalized to arrive at a specific date from a relative expression such as 

“tomorrow”, based on a reference date (e. g., a date mentioned in the text or the creation date of the 

document). Our annotations follow the ISO-TimeML standard and distinguish four types of temporal 

expressions: dates (expressions such as “October 7, 1991”, “22/01/2018”, or relative expressions like “two 

days ago”), times (points in time like “at seven o’clock” or “3:30pm”), durations (e. g., “three years and six 

months”, “two centuries” or “half an hour”) and sets (repetitions in time, such as “monthly”, “twice a week”, 

“every first of the month”). This service is rule-based and able to handle temporal expressions in English 

and German.  

 

Other peculiarities of the domain and the German language are frequent use of compounds such as 

“Kalenderjahr”, “Fälligkeitsmonat” or “Bankarbeitstag” (calendar year, due month, banking day), generic 

use of temporal expressions such as “jeweils zum 1. Januar” (1st January of each year) and event-anchored 

temporal expressions “Tag der Verkündigung” (Proclamation Day). Based on the newly annotated corpus, 

the temporal tagger HeidelTime was adapted to the domain covering these phenomena. Our evaluation 

shows that this approach outperforms HeidelTime.  

 

Regarding how the temporal information is represented, we do not use time specific ontologies such as the 

Time Ontology because it would not offer any advantage with regard to maintaining the TimeML format. 

Using a time related ontology would imply to convert the TimeML normalized value format (that is already 

standard, since it is a string following the 8601 ISO) to the different classes in the ontology (i.e., the string 

“2012-03-20” would be a date with a day (20), a month (03) and a year (2012)), that represents no 

improvement with regard to maintain the string, since no latter services would use this new format for 

reasoning, search, or any other additional use. Additionally, using a String as a value allows us to add values 

https://gitlab.com/databri-x/dfki/ler.dfki.databri-x.eu/-/blob/ms9/openapi.yml
https://gitlab.com/databri-x/dfki/ler.dfki.databri-x.eu/-/blob/ms9/openapi.yml
https://gitlab.com/databri-x/dfki/ler.dfki.databri-x.eu/-/raw/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/dfki/ler.dfki.databri-x.eu/-/raw/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/dfki/ler.dfki.databri-x.eu/-/raw/ms9/README.md
https://gitlab.com/databri-x/dfki/ler.dfki.databri-x.eu/-/raw/ms9/README.md
https://aclanthology.org/W19-2207/
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specific to the legal domain (such as “Workday”) that are not represented in existing ontologies, to the best 

of our knowledge. Finally, for the possible type of temporal expression (DATE, SET, DURATION, TIME), 

we found no ontology that takes into ac- count SETs, so the used solution (using itsrdf:taClassRef with 

constrained values lkg:{DATE,TIME,SET,TIME} seemed the optimal solution. 

 

Dependencies: 

• The first and bigger dependency is HeidelTime. 

• The second dependency of TIMEX is a heritage dependency from HeidelTime, TreeBank, which 

must be installed in the Docker Container in order HeidelTime to properly work. 

Apart from that, the REST API access has been implemented using the Java Spring Boot. 

 

The tool is provided as a docker container using Linux as the base operating system. The container is 

provided so that it can be utilized completely independently, without any special configuration needed. 

 

3.3.24.3 Tool components 

GitLab Project Repository https://gitlab.com/databri-x/dfki/timex.dfki.databri-x.eu 

Dockerfile 
https://gitlab.com/databri-x/dfki/timex.dfki.databri-x.eu/-

/raw/ms9/Dockerfile  

GitLab Container Registry 

Image Path 
registry.gitlab.com/databri-x/dfki/timex.dfki.databri-x.eu:ms9 

Docker Run Command 
docker run -p 8080:8080 -ti registry.gitlab.com/databri-

x/dfki/timex.dfki.databri-x.eu:ms9 

OpenAPI Specification with 

JenPlane Software 

Specification Extensions 

https://gitlab.com/databri-x/dfki/timex.dfki.databri-x.eu/-/raw/ms9/api-

docs.yml  

GitLab CI/CD Pipeline 
https://gitlab.com/databri-x/dfki/timex.dfki.databri-x.eu/-

/raw/ms9/.gitlab-ci.yml  

Amazon Elastic Container 

Registry Image Path 
283840542173.dkr.ecr.eu-central-

1.amazonaws.com/databrix.dfki.timex:ms9 

Documentation 
https://gitlab.com/databri-x/dfki/timex.dfki.databri-x.eu/-

/raw/ms9/README.md 

 

3.3.25 DFKI DSR 
Table 28. DFKI DSR identity, technology stack, and components 

3.3.25.1 Tool identity 

Tool short name DSR 

Tool full name Document Structure Recognition 

Tool short description The objective of this tool is the recognition of the structure of 

documents, specially identifying parts (sections and titles). Apart from 

the identification of parts of the document, a second functionality is the 

classification of the parts in predefined section/part types, i.e., the 

https://gitlab.com/databri-x/dfki/timex.dfki.databri-x.eu
https://gitlab.com/databri-x/dfki/timex.dfki.databri-x.eu/-/raw/ms9/Dockerfile
https://gitlab.com/databri-x/dfki/timex.dfki.databri-x.eu/-/raw/ms9/Dockerfile
https://gitlab.com/databri-x/dfki/timex.dfki.databri-x.eu/-/raw/ms9/api-docs.yml
https://gitlab.com/databri-x/dfki/timex.dfki.databri-x.eu/-/raw/ms9/api-docs.yml
https://gitlab.com/databri-x/dfki/timex.dfki.databri-x.eu/-/raw/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/dfki/timex.dfki.databri-x.eu/-/raw/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/dfki/timex.dfki.databri-x.eu/-/raw/ms9/README.md
https://gitlab.com/databri-x/dfki/timex.dfki.databri-x.eu/-/raw/ms9/README.md
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conclusions in a scientific paper could be named in many ways, such 

as “Conclusions”, “Conclusions and Future Work”, “Discussion”, etc. 

3.3.25.2 Tool technology stack 

The functionality of the service is the processing of PDF documents to identify structural components, such 

as headings, texts, tables, figures, references, etc. This service is based on Grobid, an external tool that helps 

in the identification of structural components in scientific articles. The service has been implemented in 

Java because Grobid is also implemented in Java, and therefore the integration of both tools is easier.  

Grobid (https://github.com/kermitt2/grobid/) means GeneRation Of BIbliographic Data. 

“Grobid is a machine learning library for extracting, parsing and re-structuring raw documents 

such as PDF into structured XML/TEI encoded documents with a particular focus on technical and 

scientific publications. First developments started in 2008 as a hobby. In 2011 the tool has been 

made available in open source. Work on GROBID has been steady as side project since the 

beginning and is expected to continue as such.” 

The following functionalities are available in Grobid: header extraction, references extraction, citation 

contexts recognition and resolution of the full bibliographical references of the article, full text extraction 

and structuring from PDF articles, PDF coordinates for extracted information, parsing of references in 

isolation, parsing of names, parsing of affiliation and address blocks, parsing of dates, 

consolidation/resolution of the extracted bibliographical references and extraction and parsing of patent and 

non-patent references in patent publications. 

In a complete PDF processing, GROBID manages 55 final labels used to build relatively fine-grained 

structures, from traditional publication metadata (title, author first/last/middle names, affiliation types, 

detailed address, journal, volume, issue, pages, DOI, PMID, etc.) to full text structures (section title, 

paragraph, reference markers, head/foot notes, figure captions, etc.). 

DSR integrates Grobid using the available JAVA API, and it offers three output formats:  

1. XML format using TEI schema. 

2. JSON format using TEI schema. 

3. RDF format mapped from TEI.  

Apart from that, the REST API access has been implemented using the python library Flask. The tool is 

provided as a docker container using Linux as the base operating system. The container is provided so that 

it can be utilized completely independently, without any special configuration needed. 

3.3.25.3 Tool components 

GitLab Project Repository https://gitlab.com/databri-x/dfki/dsr.dfki.databri-x.eu 

Dockerfile 
https://gitlab.com/databri-x/dfki/dsr.dfki.databri-x.eu/-

/raw/ms9/Dockerfile  

GitLab Container Registry 

Image Path 
registry.gitlab.com/databri-x/dfki/dsr.dfki.databri-x.eu:ms9 

Docker Run Command 
docker run -p 8092:8092 -ti registry.gitlab.com/databri-

x/dfki/dsr.dfki.databri-x.eu:ms9 

OpenAPI Specification with 

JenPlane Software 

Specification Extensions 

https://gitlab.com/databri-x/dfki/dsr.dfki.databri-x.eu/-

/raw/ms9/openapi.yml 

GitLab CI/CD Pipeline 
https://gitlab.com/databri-x/dfki/dsr.dfki.databri-x.eu/-

/raw/ms9/.gitlab-ci.yml 

Amazon Elastic Container 

Registry Image Path 
283840542173.dkr.ecr.eu-central-

1.amazonaws.com/databrix.dfki.dsr:ms9 

https://github.com/kermitt2/grobid/
https://gitlab.com/databri-x/dfki/dsr.dfki.databri-x.eu
https://gitlab.com/databri-x/dfki/dsr.dfki.databri-x.eu/-/raw/ms9/Dockerfile
https://gitlab.com/databri-x/dfki/dsr.dfki.databri-x.eu/-/raw/ms9/Dockerfile
https://gitlab.com/databri-x/dfki/dsr.dfki.databri-x.eu/-/raw/ms9/openapi.yml
https://gitlab.com/databri-x/dfki/dsr.dfki.databri-x.eu/-/raw/ms9/openapi.yml
https://gitlab.com/databri-x/dfki/dsr.dfki.databri-x.eu/-/raw/ms9/openapi.yml
https://gitlab.com/databri-x/dfki/dsr.dfki.databri-x.eu/-/raw/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/dfki/dsr.dfki.databri-x.eu/-/raw/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/dfki/dsr.dfki.databri-x.eu/-/raw/ms9/.gitlab-ci.yml
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Documentation 
https://gitlab.com/databri-x/dfki/dsr.dfki.databri-x.eu/-

/raw/ms9/README.md  

 

3.3.26 DFKI PBI 
Table 29. DFKI PBI identity, technology stack, and components 

3.3.26.1 Tool identity 

Tool short name PBI 

Tool full name Political Bias Identification 

Tool short description This project is the first attempt to do Political Bias classification of 

German news. 

3.3.26.2 Tool technology stack 

This service is responsible for identifying political bias in German-language news. The classification 

technologies on which it is based are mainly written in python. We crawled out data from various German 

news sites using news-please library. After that, we manually cleaned the data and labelled it using 

Medienkompass. Then the dataset was pre-processed using HuggingFace NLP library. 

The classification part of this service uses different (feature) representations of the data in different models.  

1. Features: 

• Bag-of-Words (BOW) represents the text sequence as a vector of |V| features with V being the 

vocabulary size. Each feature value contains the frequency of the word associated with the 

position in the vector in the input text. The vocabulary is based on the training data. 

• Term-Frequency times InverseDocument-Frequency (TF-IDF) differs from BOW in that it 

takes into account the frequency of terms in the entire corpus (the training data, in our case). 

• BERT (Devlin et al., 2019) has been used in many NLP tasks. We use the German BERT base 

model from the Hugging Face Transformers library (https://huggingface.co/bert-base-german-

cased), adopting the fine-tuning strategy from (Salminen et al., 2020). 

2. Models:  

• We use logistic regression as our first and relatively straightforward method, motivated by its 

popularity for text classification. We add L2 regularization to the cross-Entropy loss and 

optimize it using Stochastic Average Gradient (SAGA) (Defazio et al., 2014). 

• Naive Bayes is based on the conditional independence assumption. We model BOW and TFIDF 

features as random variables distributed according to the multinomial distribution with Lidstone 

smoothing. BERT features are modelled as Gaussian random variables. 

• Random Forest is an ensemble algorithm using decision tree models. The random selection of 

features and instances allows reduction of the model’s variance and co-adaptation of the models. 

To handle class imbalance we use the Weighted Random Forest method (Chen and Breiman, 

2004).  

• EasyEnsemble is another ensemble method targeting the class imbalance problem (Liu et al., 

2009).  

Check out paper: Fine-grained Classification of Political Bias in German News: A Data Set and Initial 

Experiments 

Apart from that, the REST API access has been implemented using the python library Flask. 

The tool is provided as a docker container using Linux as the base operating system. The container is 

provided so that it can be utilized completely independently, without any special configuration needed. 

3.3.26.3 Tool components 

GitLab Project Repository https://gitlab.com/databri-x/dfki/pbi.dfki.databri-x.eu 

https://gitlab.com/databri-x/dfki/dsr.dfki.databri-x.eu/-/raw/ms9/README.md
https://gitlab.com/databri-x/dfki/dsr.dfki.databri-x.eu/-/raw/ms9/README.md
https://github.com/fhamborg/news-please
https://medienkompass.org/
https://github.com/huggingface/nlp
https://huggingface.co/bert-base-german-cased
https://huggingface.co/bert-base-german-cased
https://aclanthology.org/2021.woah-1.13/
https://aclanthology.org/2021.woah-1.13/
https://gitlab.com/databri-x/dfki/pbi.dfki.databri-x.eu
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Dockerfile 
https://gitlab.com/databri-x/dfki/pbi.dfki.databri-x.eu/-

/raw/ms9/Dockerfile  

GitLab Container Registry 

Image Path 
registry.gitlab.com/databri-x/dfki/pbi.dfki.databri-x.eu:ms9 

Docker Run Command 
docker run -p 8080:8080 -ti registry.gitlab.com/databri-

x/dfki/pbi.dfki.databri-x.eu:ms9 

OpenAPI Specification with 

JenPlane Software 

Specification Extensions 

https://gitlab.com/databri-x/dfki/pbi.dfki.databri-x.eu/-

/raw/ms9/openapi.yml 

GitLab CI/CD Pipeline 
https://gitlab.com/databri-x/dfki/pbi.dfki.databri-x.eu/-

/raw/ms9/.gitlab-ci.yml  

Amazon Elastic Container 

Registry Image Path 
283840542173.dkr.ecr.eu-central-

1.amazonaws.com/databrix.dfki.pbi:ms9 

Documentation 
https://gitlab.com/databri-x/dfki/pbi.dfki.databri-x.eu/-

/raw/ms9/README.md  

 

3.4 Tools APIs and Requirements Coverage 

The current section maps the tool requirements specified in deliverable D3.1 to the implemented deployable 

tool API endpoints, demonstrating the coverage of requirements by the API endpoints in the final release 

version of each tool. 

The requirements are listed in Deliverable D3.1 section 2.6 “Technical Requirements Specification per Tool”, 

with their implementation roadmap broken down across the three years of the project in section 3 

“Development Roadmaps” of the same deliverable. For each tool, a table in the current section incorporates 

the work done throughout all three years, showing how requirements have been fulfilled. The “Requirement 

reference”, middle column of the table, corresponds to requirement IDs from D3.1 section 2.6. A single 

requirement may span multiple rows if different endpoints contribute to fulfilling it, and multiple requirements 

may be fulfilled by a single endpoint. Some requirements or endpoints may not have a corresponding match, 

indicated as “N/A”. Additionally, tools may implement extra functionality beyond what was specified in D3.1. 

These endpoints will be listed with “N/A” as their requirement reference. 

Each table presents three columns: 

• API Endpoint: The specific endpoint (URL path) in the tool’s final release 

• Requirement reference: The requirement ID(s) from D3.1 

• Description: The main functionality and purpose of the endpoint 

The following tables document the “API and requirements coverage” of each tool in its final release version. 

3.4.1 EBOS Visualiser 
Table 30. EBOS Visualiser API and requirements coverage 

API Endpoint 
Requirement ref.  

(from D3.1) 
Description 

RDFox Server REST API FR-VZ-05 

FR-VZ-09 

Enables data retrieval from the RDFox 

knowledge graph backend for structured data 

querying, statistics retrieval, and system 

introspection. This API is crucial for 

https://gitlab.com/databri-x/dfki/pbi.dfki.databri-x.eu/-/raw/ms9/Dockerfile
https://gitlab.com/databri-x/dfki/pbi.dfki.databri-x.eu/-/raw/ms9/Dockerfile
https://gitlab.com/databri-x/dfki/pbi.dfki.databri-x.eu/-/raw/ms9/openapi.yml
https://gitlab.com/databri-x/dfki/pbi.dfki.databri-x.eu/-/raw/ms9/openapi.yml
https://gitlab.com/databri-x/dfki/pbi.dfki.databri-x.eu/-/raw/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/dfki/pbi.dfki.databri-x.eu/-/raw/ms9/.gitlab-ci.yml
https://gitlab.com/databri-x/dfki/pbi.dfki.databri-x.eu/-/raw/ms9/README.md
https://gitlab.com/databri-x/dfki/pbi.dfki.databri-x.eu/-/raw/ms9/README.md
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integrating semantic reasoning results into 

visualization dashboards. The client leverages 

Axios to perform authenticated HTTP GET 

requests using Basic Authentication. API 

responses are returned in Tab-Separated 

Values (TSV) format and are parsed client-side 

for structured rendering and interaction. 

AWS S3 API / SDK FR-VZ-05 

FR-VZ-09 Enables data retrieval from AWS S3 cloud 

storage to support dynamic loading of datasets 

for visualization. Addresses the need to import 

data from cloud platforms and fetch 

intermediate artifacts or final outputs from 

other DataBri-X tools. Typical usage includes 

loading CSV or JSON files for rendering in the 

frontend. 

 

3.4.2 IMDEA Watermarking 
Table 31. IMDEA Watermarking API and requirements coverage 

API Endpoint 
Requirement ref.  

(from D3.1) 
Description 

POST/api/dataset/{dataset} FR-WM-04 

 

It is defined in both openapi.yml and 

openapi.json and specifies a multipart/form-

data POST request that accepts a file under the 

dataset field. 

GET/api/dataset/insert FR-WM-05 Necessary steps are taken in order to watermark 

a given dataset such as key generation, 

preprocessing of the dataset (if any), 

watermarked dataset generation, and the 

watermarking secret. It returns two .csv files 

where one of them is the watermarked dataset 

and the other one consists of the watermarking 

secret. In the backend, freqywm_insert.py 

handles file uploads using the FastAPI 

framework, receiving a file object and saving it 

to disk. 

GET/api/dataset/detect FR-WM-06 The endpoint /api/dataset/detect is implemented 

to receive two binary files: dataset and 

watermark_secret. Verifies whether a given 

watermarked dataset is watermarked by a 

(given) secret(s). 

 

3.4.3 ARC TwitHoard 
Table 32. ARC TwitHoard API and requirements coverage 
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API Endpoint 
Requirement ref.  

(from D3.1) 
Description 

/v3/api-docs FR-TH-02 Dynamically generated OpenAPI version 3 

definition document in JSON file format 

/swagger-ui.html N/A Swagger UI OpenAPI definition exploration and 

interaction Web application 

/summarization FR-TH-04 

FR-TH-05 

FR-TH-06 

FR-TH-07 

NFR-TH-01 

Processes tweets in JSONL format using three 

algorithms (text-rank, tf, hybrid-tf-idf) to 

generate representative summaries. Features 

cosine similarity filtering, configurable summary 

size ratio (default 0.2), and text preprocessing 

options (stemming, synonyms). 

/influential-users-discovery FR-TH-08 

FR-TH-09 

FR-TH-10 

Analyses tweets in JSONL format to identify 

influential users based on three ranking criteria: 

followers count (default), retweets count, or 

mentions count. Returns a ranked list of users 

with influence scores, which can be limited to top 

N users via the optional limit parameter. 

 

3.4.4 ARC KnowDE 
Table 33. ARC KnowDE API and requirements coverage 

API Endpoint 
Requirement ref.  

(from D3.1) 
Description 

/openapi.json FR-KDE-02 Dynamically generated OpenAPI version 3 

definition document in JSON file format 

/docs Ν/Α Swagger UI OpenAPI definition exploration and 

interaction Web application 

/redoc Ν/Α Redoc OpenAPI definition exploration Web 

application 

/recommendations FR-KDE-04 

FR-KDE-05 

Provides query recommendations. Receives a 

query as a list of terms/n-grams and responds 

with recommendations, i.e., a list of terms/n-

grams that, according to ConceptNet, are highly 

relevant to the terms/n-grams of the input list. 

/extended-recommendations-

setup 

FR-KDE-06 

FR-KDE-07 

FR-KDE-08 

Sets up the extended query-recommendation 

service. Receives the file(s) of one or more 

taxonomies and a file of the keys of the inverted 

index as input. 

/extended-recommendations FR-KDE-06 

FR-KDE-07 

FR-KDE-09 

Provides extended query recommendations. 

Receives the search query, as a list of terms/n-

grams, as input and returns query 

recommendations, as a list of candidate terms/n-

grams for refining the search query, as output. 

/unified-recommendations-

setup 

FR-KDE-10 

FR-KDE-11 

Sets up the unified query-recommendation 

service. Receives the file(s) of one or more 

taxonomies along with each taxonomy’s alias (as 

taxonomy metadata), as well as a file containing 

the keys of the inverted index, as input. Stores 

each taxonomy locally and uses its alias to 

reference it. 
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/unified-recommendations FR-KDE-10 

FR-KDE-11 

NFR-KDE-01 

NFR-KDE-02 

Provides unified query recommendations. 

Receives the search query, as a list of terms / n-

grams, and the list of aliases of the knowledge 

bases / taxonomies to use, as input. Returns query 

recommendations as a list of candidate terms / n-

grams, each accompanied by the alias of the 

knowledge base / taxonomy that produced it, for 

refining the search query, as output. 

/unified-recommendations-

oneshot 

FR-KDE-10 

FR-KDE-11 

NFR-KDE-01 

NFR-KDE-02 

Sets up the unified query-recommendation 

service and provides query recommendations in 

a single request. Receives the file(s) of one or 

more taxonomies along with each taxonomy’s 

alias (as taxonomy metadata), a file containing 

the keys of the inverted index, the search query 

as a list of terms / n-grams, and the list of aliases 

of the knowledge bases / taxonomies to use, as 

input. Stores each taxonomy locally and uses its 

alias to reference it. Returns query 

recommendations as a list of candidate terms / n-

grams, each accompanied by the alias of the 

knowledge base / taxonomy that produced it, for 

refining the search query, as output. 

 

3.4.5 ARC TripleGeo 
Table 34. ARC TripleGeo API and requirements coverage 

API Endpoint 
Requirement ref.  

(from D3.1) 
Description 

/v3/api-docs FR-TG-02 Dynamically generated OpenAPI version 3 

definition document in JSON file format 

/swagger-ui.html N/A Swagger UI OpenAPI definition exploration and 

interaction Web application 

/csv-to-rdf-transformation FR-TG-04 

FR-TG-05 

FR-RDFOX-05  

Transforms CSV files with geospatial data to 

RDF. Receives a CSV file that contains 

geospatial data and responds with an RDF/NT 

(N-Triples) file that contains the transformed 

RDF data. 

/geo-to-rdf-transformation FR-TG-06 

FR-RDFOX-05 

 

Transforms files with geospatial data to RDF. 

Receives a file that contains geospatial data 

(CSV, GeoJSON, JSON, or SHP) and the file 

type as input and responds with an RDF/NT (N-

Triples) file that contains the transformed RDF 

data. 

/rdf-to-geo-transformation FR-TG-07 Transforms RDF files to conventional geospatial 

formats. Receives an RDF/NT file and the 

desired output format type (CSV, GeoJSON, or 

SHP) as input and responds with a file containing 

the transformed geospatial data in the specified 

format. 

 

3.4.6 ARC SimSearch 
Table 35. ARC SimSearch API and requirements coverage 
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API Endpoint 
Requirement ref.  

(from D3.1) 
Description 

/v3/api-docs FR-SIMS-02 Dynamically generated OpenAPI version 3 

definition document in JSON file format 

/swagger-ui.html N/A Swagger UI OpenAPI definition exploration and 

interaction Web application 

/simsearch/api/index N/A Creates a new instance using a JSON file 

containing the data sources to mount, along with 

their attributes. Generates an API key for 

subsequent requests. Supports multiple data 

sources of different types. 

/simsearch/api/delete N/A Disables attributes from querying. Attributes 

may be enabled again by using the 

indexing/mounting functionality. An API key 

referring to the SimSearch service instance is 

required. 

/simsearch/api/append N/A Adds extra data sources and query-able attributes 

to an existing SimSearch service instance. 

Requires the initial API key. 

/simsearch/api/catalog N/A Returns a JSON list of the currently query-able 

attributes and the operation (categorical, 

numerical, or spatial) supported for each one. An 

API key referring to the SimSearch service 

instance is required. 

/simsearch/api/search N/A Executes top-k similarity search queries using a 

JSON input. An API key for the specific 

SimSearch service instance is necessary. A filter 

can be added, written in the corresponding data 

source dialect, to filter the data before similarity 

search. Results are provided in JSON format. 

/simsearch/api/top-k-oneshot N/A Performs top-k similarity search on CSV data. 

Receives a CSV file (data source), the data 

specification (column names, operation types, 

key column), and the search parameters (search 

values, k-value, algorithm, weights). Internally 

mounts the data and executes similarity search to 

return ranked results with scores. 

 

3.4.7 ARC LOCI 
Table 36. ARC LOCI API and requirements coverage 

API Endpoint 
Requirement ref.  

(from D3.1) 
Description 

/openapi.json FR-LOCI-02 Dynamically generated OpenAPI version 3 

definition document in JSON file format 

/docs Ν/Α Swagger UI OpenAPI definition exploration and 

interaction Web application 

/redoc Ν/Α Redoc OpenAPI definition exploration Web 

application 

/change_detection_single FR-LOCI-04 

FR-LOCI-05 

Detects change points in a time series. Receives 

the time series as a CSV file and responds with a 

list of change points, i.e., points in time within 
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the time series when the probability distribution 

of the time series changes. 

/change_detection FR-LOCI-04 

FR-LOCI-06 

Detects change points in a time series. Receives 

the time series, as a JSON object, along with 

change point detection parameters and responds 

with a list of change points, i.e., indexed points 

in time within the time series when the 

probability distribution of the time series 

changes. 

 /seasonal_decomposition FR-LOCI-07 Decomposes a time series into trend, seasonality, 

and residual error components. Receives the time 

series, as a JSON object, along with seasonal 

decomposition parameters and responds with the 

seasonal decomposition result as JSON. 

/density_clustering FR-LOCI-08 Identifies concentrated areas of Points of Interest 

(POIs) through density-based spatial clustering. 

Receives a CSV file containing POI coordinates 

along with clustering parameters, distance 

threshold and minimum number of points for 

cluster formation. Returns the clustering results 

as a GeoJSON containing POIs with cluster 

labels. 

/mixture_clustering FR-LOCI-08 Identifies regions of Points of Interest (POIs) that 

exhibit distinct type diversity patterns. Receives 

a CSV file containing POI locations along with 

clustering parameters, connectivity threshold and 

diversity preference (high or low). Returns a 

GeoJSON containing the discovered regions 

with their diversity characteristics and 

constituent POIs. 

 

3.4.8 SIE BIFROST 
Table 37. SIE BIFROST API and requirements coverage 

API Endpoint 
Requirement ref.  

(from D3.1) 
Description 

/simulation N/A Prepares a simulation based on the input 

provided in the call body and starts it 

/simulation-result N/A Retrieves the simulation result for a 

specific simulation run, if it is available 

 

3.4.9 SIE SHACL Repairs 
Table 38. SIE SHACL Repairs API and requirements coverage 

API Endpoint 
Requirement ref.  

(from D3.1) 
Description 

/shape FR-PP-06 

FR-PP-07 

Upload a SHACL shapes graph as an 

RDF file in TURTLE format to be used 

as a default shape if the shape is not 

provided by the repair call 
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/repair FR-PP-06 

FR-PP-07 
Run the repair process on topology data 

and (optional shape) to determine triple 

additions and deletions to be applied to 

the data graph for fixing constraint 

violations – return repaired topology.  

 

 

3.4.10 OST RDFox 
Table 39. OST RDFox API and requirements coverage 

API Endpoint 
Requirement ref.  

(from D3.1) 
Description 

N/A NFR-RDFOX-01 Concurrency is just an internal improvement to the 

engine. 

/datastores/{dataStoreName

}/sparql 

FR-RDFOX-03 

FR-RDFOX-06 

The API SPARQL endpoint can be used to query 

the data that is already loaded into the datastore 

using the SPARQL 1.1 query language. 

  

PoolParty integrates with RDFox via the SPARQL 

endpoint. 

  

RDFox employs rules to enhance the semantic 

search and recommendation experience, and one 

can query the data/extended data via the SPARQL 

endpoint. 

  

The following example command can be used to 

retrieve all triples in the datastore via the SPARQL 

endpoint: 

  

curl -i -X POST 

localhost:12110/datastores/{dataStoreName}/sparql 

\ 

-H "Accept: application/x.sparql-results+turtle-

abbrev"  

\ 

-d "query=SELECT ?S ?P ?O WHERE { ?S ?P ?O 

}" 

/datastores/{dataStoreName

}/sparql 

FR-RDFOX-04 One can use the RDFox SPARQL extension for 

SHACL validation. For example, to retrieve the 

SHACL report from validating the data in the 

named graph `:data` with the SHACL shapes 

contained in the named graph `:shacl` one can use 

the following command: 

  

curl -i -X POST 

localhost:12110/datastores/{dataStoreName}/sparql 

\ 

-H "Accept: application/x.sparql-results+turtle-

abbrev" 

https://www.w3.org/TR/sparql11-query/
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\ 

-d "query=SELECT ?s ?p ?o { TT SHACL { :data 

:shacl ?s ?p ?o } }" 

  

For further details please refer to RDFox’s 

documentation here 

 

3.4.11 TIB ORKG 
Table 40. TIB ORKG API and requirements coverage 

API Endpoint 
Requirement ref.  

(from D3.1) 
Description 

/observatory/{name} N/A Creates an observatory on the linked ORKG 

N/A FR-ORKG-01 

FR-ORKG-02 

FR-ORKG-03 

Dockerization of ORKG. 

OpenAPI 3 descriptions for ORKG Web API. 

JenPlane’s specification of ORKG. 

 

3.4.12 TIB DataCite Connector 
Table 41. TIB DataCite Connector API and requirements coverage 

API Endpoint 
Requirement ref.  

(from D3.1) 
Description 

/query/{doi} N/A Returns the metadata associated with the 

provided DoI 

N/A FR-DCC-01 

FR-DCC-02 

FR-DCC-03 

Dockerization of DCC. 

OpenAPI 3 descriptions for DCC Web API. 

JenPlane’s specification of DCC. 

 

3.4.13 TIB SDM-RDFizer 
Table 42. TIB RDFizer API and requirements coverage 

API Endpoint 
Requirement ref.  

(from D3.1) 
Description 

/convert N/A The input dataset as well as the mapping rules 

are provided as a CSV file. The output is RDF 

serialized in TTL. 

N/A FR-SDM-01 

FR-SDM-02 

FR-SDM-03 

Dockerization of SDM. 

OpenAPI 3 descriptions for SDM Web API. 

JenPlane’s specification of SDM. 

 

3.4.14 TIB TRS 
Table 43. TIB TRS API and requirements coverage 

API Endpoint 
Requirement ref.  

(from D3.1) 
Description 

/terms/{term} N/A Accepts as input a search criterion (narrower, 

broader of a term) and return a collection of 

terms matching the input. 

https://docs.oxfordsemantic.tech/tuple-tables.html#shacl
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N/A FR-TRS-01 

FR-TRS-02 

FR-TRS-03 

Dockerization of TRS. 

OpenAPI 3 descriptions for TRS Web API. 

JenPlane’s specification of TRS. 

 

3.4.15 SWC PoolParty 
Table 44. SWC PoolParty API and requirements coverage 

API Endpoint 
Requirement ref.  

(from D3.1) 
Description 

/PoolParty/api/projects/create FR-PP-04 Contribute to Semantic Annotation by 

setting up the knowledge model:  

step 1 

Request Methods: POST 

Content-Type: application/json 

Creates a new project, using a JSON 

payload to specify the parameters. 

The following is a set of parameters that 

can be used on this endpoint: 

defaultLanguage: Default language of 

the project, required, String, possible 

values: en, el, de, es ... 

title: Project title, required, String 

* for the full list of available 

parameters, please consider the 

OpenAPI specification of the endpoint 

/PoolParty/api/projects/{project}/imp

ort 

FR-PP-04 Contribute to Semantic Annotation by 

setting up the knowledge model:  

step 2 

Request Methods: POST 

Content-Type: */* 

Import RDF into the PoolParty project  

{project} is a path variable that points to 

the project UUID or textual identifier of 

the project 

The following is a set of parameters that 

can be used on this endpoint: 

overwrite: Overwrite existing data on 

import, Boolean 

defaultGraph: target graph to use for 

imported statements, mandatory for 

context free formats (i.e. other than trig, 

nquads). The given graph will be 
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assigned to all statements as context, 

String. In the most typical scenario this 

should be set to “concepts”, which 

includes concept schemes, concepts and 

collections  

* for the full list of available 

parameters, please consider the 

OpenAPI specification of the endpoint 

/PoolParty/api/indexbuilder/{project}/

refresh 

FR-PP-04 Contribute to Semantic Annotation by 

setting up the knowledge model:  

step 3 

Request Methods: GET POST 

Content-Type: */* 

Update the extraction model for a 

project 

{project} is a path variable that points to 

the project UUID or textual identifier of 

the project 

/extractor/api/extract FR-PP-04 

FR-RDFOX-07 
This is the endpoint to do the Semantic 

Annotation of tweets based on the 

previously set up knowledge model. 

Request Methods: POST 

Content-Type: application/x-www-

form-urlencoded 

[text] Extracts and returns meaningful 

metadata like concepts and terms from a 

given text 

The following is a set of parameters that 

can be used on this endpoint: 

language: Extraction language 

(en|de|es|fr|…) 

lemmatization: Use lemmatization, 

Boolean, default = true 

projectId: Thesaurus projectIds, Array 

of String 

sentimentAnalysis: Enables sentiment 

analysis, Boolean, default = false 

text: Text to be used for extraction, 

required, String 

* for the full list of available 

parameters, please consider the 

OpenAPI specification of the endpoint 



D3.4: Tools & Services, DataBri-X Resource Connector,  

and DataBri-X IDS Infrastructure and IDS Connector Framework - C  

 

 Grant Agreement: 101070069 -71- 

 

 

3.4.16 SWC Sentiment Analysis 
Table 45. SWC Sentiment Analysis Service and requirements coverage 

API Endpoint 
Requirement ref.  

(from D3.1) 
Description 

/sentiment/{language}/analyze FR-PP-05 Perform sentiment analysis. Depending 

on the language specified as the path 

parameter, a dedicated model will be 

used.  

Request Methods: POST 

Content-Type: application/json 

Performs sentiment analysis, using a 

JSON payload to specify the parameters. 

(Path) language: two character ISO-693-

2 code for the language. Possible values: 

el 

(Body) text: The text that will be 

analysed, required, String 

(Body) confidence: This sets the 

confidence level based on which an 

answer will be provided. If none of the 

two results exceeds the threshold, no 

result is returned, optional, Decimal, e.g.: 

0.80 

 

3.4.17 SWC Document Splitting 
Table 46. SWC Document Splitting Service and requirements coverage 

API Endpoint 
Requirement ref.  

(from D3.1) 
Description 

/extract FR-PP-08 Perform structure analysis based on the 

layout of the document. 

Request Methods: POST 

Content-Type: application/json 

Performs document splitting into proper 

elements using a JSON payload to 

specify the parameters. 

(Body) document: the binary of the file to 

be split 
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3.4.18 GT Data Integrity 
Table 47. GT Data Integrity API and requirements coverage 

API Endpoint 
Requirement ref.  

(from D3.1) 
Description 

GET /openapi-docs FR-DI-02 OpenAPI description of endpoints. 

POST /verify/data FR-DI-04 Verifies raw JSON data, Base64 encoded binary 

data in canonical form, with associated 

signature, Base64 encoded. Response is a 

verification result, whether it was successful or 

not and in case of error the error message and 

code is returned. 

POST /verify/hash FR-DI-04 Verifies hash, Base64 encoded SHA-256, with 

associated signature, Base64 encoded. Response 

is a verification result, whether it was successful 

or not and in case of error the error message and 

code is returned. 

POST /sign/data FR-DI-04 Signs raw JSON data, Base64 encoded binary 

data in canonical form. Responds with a Base64 

encoded signature. 

POST /sign/hash FR-DI-04 Signs hash, Base64 encoded SHA-256. 

Responds with a Base64 encoded signature. 

 

3.4.19 GT RWD-E 
Table 48. GT RWD-E API and requirements coverage 

API Endpoint 
Requirement ref.  

(from D3.1) 
Description 

GET /openapi-docs FR-RWDE-02 OpenAPI descriptions for endpoints. 

GET /info FR-RWDE-02 Get RWD-E version and commit ID 

POST /agreement/round FR-RWDE-02 Get specific agreement round status 

information. Requires agreement ID and round 

ID 

POST /rounds FR-RWDE-02 Get all rounds, optionally specify agreement ID 

to get specific agreement rounds only. 

 

3.4.20 LST CostNous-Suite 
Table 49. LST CostNous-Suite API and requirements coverage 

API Endpoint 
Requirement ref.  

(from D3.1) 
Description 

POST /forecast FR-CNOUS-4 Accepts time series data in CSV format and 

performs forecasting. The input data should 

include timestamps and corresponding values. 

The endpoint returns a CSV response 

containing the predicted timestamps. 
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POST /aggregate FR-CNOUS-5 Accepts a CSV file containing the dataset and 

aggregates the data over some time frame in 

order to perform further analysis; can be used 

as input for the forecasting endpoint. 

GET /metadata FR-CNOUS-3 Returns the corresponding jenplane.ttl file 

GET /docs FR-CNOUS-2 Returns the corresponding OpenAPI 

specification 

 

3.4.21 LST NetNous-Suite 
Table 50. LST NetNous-Suite API and requirements coverage 

API Endpoint 
Requirement ref.  

(from D3.1) 
Description 

POST /detect_anomalies FR-NTNOUS-4 Accepts time series data in CSV format and 

performs anomaly detection. The input data 

should include timestamps and corresponding 

values. The endpoint returns a CSV response 

containing the input data with an additional 

column indicating potential anomalies. 

POST /cluster FR-NTNOUS-5 Accepts data in CSV format and performs 

clustering of unique IDs over different data. 

GET /metadata FR-NTNOUS-3 Returns the corresponding jenplane.ttl file 

GET /docs FR-NTNOUS-2 Returns the corresponding OpenAPI 

specification 

 

3.4.22 LST Data Anonymizer 
Table 51. LST Data Anonymizer API and requirements coverage 

API Endpoint 
Requirement ref.  

(from D3.1) 
Description 

POST /anonymize FR-DANON-4 Accepts data in CSV series and anonymize the 

columns marked as sensitive 

GET /metadata FR-DANON-3 Returns the corresponding jenplane.ttl file 

GET /docs FR-DANON-2  Returns the corresponding OpenAPI 

specification 

POST /detect FR-DANON-5 Returns the column names of the dataset that 

are marked as sensitive by the NLP algorithm 

 

3.4.23 DFKI LER 
Table 52. DFKI LER API and requirements coverage 
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API Endpoint 
Requirement ref.  

(from D3.1) 
Description 

/eLer/analyzeText  FR-LER-01 

FR-LER-04  

FR-LER-08 

Processes a text provided at the input recognizing 

entities in the legal domain and returns the text 

containing semantic annotations.  

N/A FR-LER-06 

FR-LER-07 

Input and output format are covered in the 

annotation endpoint. 

/docs  FR-LER-02 Provides a graphical interface for the OpenAPI 

Spec.  

/eLer/jenplane FR-LER-03 Returns the Jenplane Specification as YAML 

file. 

N/A FR-LER-05 The tool has been deployed in the AWS cluster. 

/eLer/trainModel 

/eLer/training 

/eLer/getModel 

FR-LER-09 These three endpoints allow the training of new 

models for the recognition of Named Entities. 

The first endpoint starts the training, the second 

endpoint allows to check the status of the 

training, and the third one download the 

generated model for further usage. 

N/A NFR-LER-01 The quality of the service recognition has been 

tested using established benchmarks. 

 

3.4.24 DFKI TIMEX 
Table 53. DFKI TIMEX API and requirements coverage 

API Endpoint 
Requirement ref.  

(from D3.1) 
Description 

/timex/sanityCheck  N/A  To check if the service is properly running.  

/timex/analyzeText  FR-TIMEX-01 

FR-TIMEX-04 

FR-TIMEX-08 

Processes a text at the input recognizing the 

temporal expressions in the text, and returns the 

semantically annotated text in one out of two 

available formats (JSON and TURTLE).  

N/A FR-TIMEX-06 

FR-TIMEX-07 

Input and output format are covered in the 

annotation endpoint. 

/swagger-ui.html  

/v3/api-docs.yml  

FR-TIMEX-02 Documentation  

/timex/jenplane FR-TIMEX-03 Returns the Jenplane Specification. 

N/A FR-TIMEX-05 The tool has been deployed in the AWS cluster. 

/timex/trainModel FR-TIMEX-09 A training endpoint has been defined where new 

rules and normalization values can be defined 

and integrated in the tool. 

N/A NFR-TIMEX-01 The quality of the service recognition and 

normalization has been tested using established 

benchmarks. 
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3.4.25 DFKI DSR 
Table 54. DFKI DSR API and requirements coverage 

API Endpoint 
Requirement ref.  

(from D3.1) 
Description 

/dsr/testURL   N/A Sanity check to test if the service is properly 

running.  

/dsr/analyzeText  FR-DSR-01 

FR-DSR-04  

FR-DSR-08 

Processes a PDF document at the input 

recognizing the structure of the document, and 

returns the recognized structure in one out of 

three available formats (XML, JSON and 

TURTLE).  

N/A FR-DSR-06 

FR-DSR-07 

Input and output format are covered in the 

annotation endpoint. 

/swagger-ui.html  

/v3/api-docs.yml  

FR-DSR-02 Documentation  

/dsr/jenplane FR-DSR-03 Returns the Jenplane Specification as YAML 

file. 

N/A FR-DSR-05 The tool has been deployed in the AWS cluster. 

/dsr/trainModel 

/dsr/training 

/dsr/downloadModel 

FR-DSR-09 These three endpoints allow the training of new 

models for the recognition of Named Entities. 

The first endpoint starts the training, the second 

endpoint allows to check the status of the 

training, and the third one download the 

generated model for further usage. 

N/A NFR-DSR-01 The quality of the service recognition has been 

tested using established benchmarks. 

 

3.4.26 DFKI PBI 
Table 55. DFKI PBI API and requirements coverage 

API Endpoint 
Requirement ref.  

(from D3.1) 
Description 

/pbi/testURL  N/A Sanity check to test if the service is properly 

running.  

/pbi/analyzeText  FR-PBI-01 

FR-PBI-04 

Processes a text at the input recognizing the 

political bias value of the text and returns the 

results as a JSON formatted text.  

/docs  FR-PBI-02 Provides a graphical interface for the OpenAPI 

Spec.  

/pbi/jenplane FR-PBI-03 Returns the Jenplane Specification as YAML 

file. 

N/A NFR-PBI-01 The quality of the identification has been 

evaluated. 

 

3.5 TRL 8 Assessment 

In section 2.5 of Deliverable D3.1 we defined TRL 8 in the context of DataBri-X to be: 
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• Fully functional (regarding D3.1): the tool has implemented all the functionality promised in the 

requirements regarding DataBri-X. 

• Tested in simulated and operational scenarios: the functionality of the tool has been tested using 

relevant documents in the use cases and DataBri-X. 

• Integrated with all operational software systems (JenPlane, Toolbox, IDS): the tool has been 

integrated in a workflow, into the Toolbox and the IDS infrastructure. 

• Installation/deployment documentation and user documentation: the tool has been completely 

documented regarding installation, deployment and usage. 

To fully achieve these TRL 8 requirements, we established for integration and test that a tool either is part of 

a UC workflow, and thereby show the application in a practical scenario, or the tool is provided with a 1-tool 

workflow, which demonstrates how it would work in a practical application, although it is not used in a multi-

tool workflow, and shows integration with the Toolbox. We decided for this trade-off to establish realistic 

implementation goals in the project for such non-UC tools while still targeting TRL 8. 

The tracking of these TRL 8 requirements per tool was initiated in section 2.4 “TRL 8 Assessment” of D3.3. 

The following tables document the final fulfilment status of each TRL 8 requirement by each tool. Each table 

provides tool-specific justification for requirement satisfaction. 

3.5.1 EBOS Visualiser 
Table 56. EBOS Visualiser TRL 8 Assessment (M33) 

TRL 8 Requirement Fulfilled Comment 

Functional 

Requirements 

Yes The DataViz tool has been implemented and fully integrated with 

both the RDFox server and the AWS S3 bucket, establishing a 

validated and functional data flow between the visualization layer 

and the semantic reasoning backend. This integration ensures 

seamless access to semantic outputs and cloud-hosted datasets, 

enabling advanced visual analytics. Internal testing and validation 

have been conducted using preliminary datasets from use case 1 

and use case 3. These activities confirmed the correct operation of 

key features and the robustness of integration with both RDFox and 

the S3 infrastructure. 

Non-Functional 

Requirements 

Yes In addition to meeting functional expectations, the DataViz tool has 

been developed with a strong emphasis on key non-functional 

requirements to ensure a high-quality user experience and long-

term operational reliability. These include: 

Performance: The tool is designed to deliver responsive and fast-

loading visualizations, even when handling large and complex 

datasets, ensuring minimal latency in data rendering and 

interaction. 

Scalability: The architecture supports horizontal and vertical 

scaling to accommodate growing volumes of data and an increasing 

number of concurrent users without degradation in performance. 

Security: Robust security measures are implemented, including 

token-based authentication (JWT), secure API communication, and 

role-based access control to ensure data protection and system 

integrity. 
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Usability: A clean, intuitive, and user-centric interface enables 

users of varying technical backgrounds to easily navigate, filter, 

and interpret data visualizations with minimal training. 

Maintainability and Extensibility: The tool follows modular design 

principles and uses widely adopted technologies (e.g., React, 

TypeScript), making it straightforward to maintain and extend as 

new requirements emerge. 

Interoperability: Designed to integrate seamlessly with upstream 

tools such as RDFox and potentially with data retrieval mechanisms 

like S3 buckets, ensuring compatibility within the broader DataBri-

X ecosystem. 

Availability and Reliability: The system is engineered to remain 

stable and available during usage peaks, with mechanisms in place 

to handle errors gracefully and ensure continuity of service. 

DataBri-X Tested Yes The DataViz tool has undergone internal testing and validation 

using preliminary datasets from both use case 1 and use case 3. 

These activities enabled the project team to verify the implemented 

features, validate data processing workflows, and confirm seamless 

integration with both the RDFox server and the AWS S3 bucket and 

data visualisation components. 

JenPlane Integration N/A Integration with JenPlane is not required for the DataViz tool, as it 

operates independently of the sequential data processing workflow 

managed by JenPlane. The DataViz tool is designed solely to 

visualize results after data has been processed, rather than acting as 

a processing component within the pipeline. As such, integrating it 

into the orchestration framework would not reflect its actual role in 

the project and would constitute unnecessary effort. This approach 

aligns with guidance previously provided, where other partners 

have also opted out of integration due to architectural 

considerations. 

Production 

Deployment 

Scenario in AWS 

Yes The tool has been deployed on the AWS cluster. 

Installation/Deploym

ent Documentation 

Yes The documentation is available in the GitLab repository. 

User Documentation Yes The user documentation is available in the GitLab repository. 

 

3.5.2 IMDEA Watermarking 
Table 57. IMDEA Watermarking TRL 8 Assessment (M33) 

TRL 8 Requirement  Fulfilled Comment 

Functional 

Requirements 

Yes – 
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Non-Functional 

Requirements 

Yes – 

DataBri-X Tested Yes – 

JenPlane Integration Yes – 

Production 

Deployment 

Scenario in AWS 

Yes – 

Installation/Deploym

ent Documentation 

Yes – 

User Documentation Yes – 

 

3.5.3 ARC TwitHoard 
Table 58. ARC TwitHoard TRL 8 Assessment (M33) 

TRL 8 Requirement  Fulfilled Comment 

Functional 

Requirements 

Yes – 

Non-Functional 

Requirements 

Yes – 

DataBri-X Tested Yes – 

JenPlane Integration Yes – 

Production 

Deployment 

Scenario in AWS 

Yes – 

Installation/Deploym

ent Documentation 

Yes – 

User Documentation Yes – 

 

3.5.4 ARC KnowDE 
Table 59. ARC KnowDE TRL 8 Assessment (M33) 

TRL 8 Requirement  Fulfilled Comment 

Functional 

Requirements 

Yes – 

Non-Functional 

Requirements 

Yes – 
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DataBri-X Tested Yes – 

JenPlane Integration Yes – 

Production 

Deployment 

Scenario in AWS 

Yes – 

Installation/Deploym

ent Documentation 

Yes – 

User Documentation Yes – 

 

3.5.5 ARC TripleGeo 
Table 60. ARC TripleGeo TRL 8 Assessment (M33) 

TRL 8 Requirement  Fulfilled Comment 

Functional 

Requirements 

Yes – 

Non-Functional 

Requirements 

Yes – 

DataBri-X Tested Yes – 

JenPlane Integration Yes – 

Production 

Deployment 

Scenario in AWS 

Yes – 

Installation/Deploym

ent Documentation 

Yes – 

User Documentation Yes – 

 

3.5.6 ARC SimSearch 
Table 61. ARC SimSearch TRL 8 Assessment (M33) 

TRL 8 Requirement  Fulfilled Comment 

Functional 

Requirements 

Yes – 

Non-Functional 

Requirements 

Yes – 

DataBri-X Tested Yes – 



D3.4: Tools & Services, DataBri-X Resource Connector,  

and DataBri-X IDS Infrastructure and IDS Connector Framework - C  

 

 Grant Agreement: 101070069 -80- 

 

JenPlane Integration Yes – 

Production 

Deployment 

Scenario in AWS 

Yes – 

Installation/Deploym

ent Documentation 

Yes – 

User Documentation Yes – 

 

3.5.7 ARC LOCI 
Table 62. ARC LOCI TRL 8 Assessment (M33) 

TRL 8 Requirement  Fulfilled Comment 

Functional 

Requirements 

Yes – 

Non-Functional 

Requirements 

Yes – 

DataBri-X Tested Yes – 

JenPlane Integration Yes – 

Production 

Deployment 

Scenario in AWS 

Yes – 

Installation/Deploym

ent Documentation 

Yes – 

User Documentation Yes – 

 

3.5.8 SIE BIFROST 
Table 63. SIE BIFROST TRL 8 Assessment (M33) 

TRL 8 Requirement  Fulfilled Comment 

Functional 

Requirements 

Yes – 

Non-Functional 

Requirements 

Yes – 

DataBri-X Tested Yes – 

JenPlane Integration Yes – 
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Production 

Deployment 

Scenario in AWS 

Yes – 

Installation/Deploym

ent Documentation 

Yes – 

User Documentation Yes – 

 

3.5.9 SIE SHACL Repairs 
Table 64. SIE SHACL Repairs TRL 8 Assessment (M33) 

TRL 8 Requirement  Fulfilled Comment 

Functional 

Requirements 

Yes Implemented requirements are FR-PP-06 and FR-PP-07. They 

were originally intended as additions to the PoolParty tool. 

However, we decided to create an independent service as a new 

tool in the Toolbox for better flexibility. In the context of UC2, 

we use SHACL validation and repair for sensor data in 

combination with RDFox imputation. Furthermore, SHACL 

Repairs provide explanations to assist with identifying problem 

root causes. 

Non-Functional 

Requirements 

Yes – 

DataBri-X Tested Yes – 

JenPlane Integration Yes – 

Production Deployment 

Scenario in AWS 

Yes – 

Installation/Deployment 

Documentation 

Yes – 

User Documentation Yes https://gitlab.com/databri-x/sie/shacl-repairs.sie.databri-x.eu/-

/blob/main/README.md 

https://github.com/robert-david/shacl-

repairs/blob/main/README.md 

 

3.5.10 OST RDFox 
Table 65. OST RDFox TRL 8 Assessment (M33) 

TRL 8 Requirement  Fulfilled Comment 

Functional 

Requirements 

Yes – 

Non-Functional 

Requirements 

Yes – 

https://gitlab.com/databri-x/sie/shacl-repairs.sie.databri-x.eu/-/blob/main/README.md
https://gitlab.com/databri-x/sie/shacl-repairs.sie.databri-x.eu/-/blob/main/README.md
https://github.com/robert-david/shacl-repairs/blob/main/README.md
https://github.com/robert-david/shacl-repairs/blob/main/README.md
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DataBri-X Tested Yes – 

JenPlane Integration Yes – 

Production 

Deployment 

Scenario in AWS 

Yes – 

Installation/Deploym

ent Documentation 

Yes – 

User Documentation Yes – 

 

 

3.5.11 TIB ORKG 
Table 66. TIB ORKG TRL 8 Assessment (M33) 

TRL 8 Requirement  Fulfilled Comment 

Functional 

Requirements 

Yes – 

Non-Functional 

Requirements 

Yes – 

DataBri-X Tested Yes – 

JenPlane Integration Yes – 

Production 

Deployment 

Scenario in AWS 

Yes – 

Installation/Deploym

ent Documentation 

Yes – 

User Documentation Yes – 

 

3.5.12 TIB DataCite Connector 
Table 67. TIB DataCite Connector TRL 8 Assessment (M33) 

TRL 8 Requirement  Fulfilled Comment 

Functional 

Requirements 

Yes – 

Non-Functional 

Requirements 

Yes – 
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DataBri-X Tested Yes – 

JenPlane Integration Yes – 

Production 

Deployment 

Scenario in AWS 

Yes – 

Installation/Deploym

ent Documentation 

Yes – 

User Documentation Yes – 

 

3.5.13 TIB SDM-RDFizer 
Table 68. TIB SDM-RDFizer Connector TRL 8 Assessment (M33) 

TRL 8 Requirement  Fulfilled Comment 

Functional 

Requirements 

Yes – 

Non-Functional 

Requirements 

Yes – 

DataBri-X Tested Yes – 

JenPlane Integration Yes – 

Production 

Deployment 

Scenario in AWS 

Yes – 

Installation/Deploym

ent Documentation 

Yes – 

User Documentation Yes – 

 

3.5.14 TIB TRS 
Table 69. TIB TRS Connector TRL 8 Assessment (M33) 

TRL 8 Requirement  Fulfilled Comment 

Functional 

Requirements 

Yes – 

Non-Functional 

Requirements 

Yes – 

DataBri-X Tested Yes – 
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JenPlane Integration Yes – 

Production 

Deployment 

Scenario in AWS 

Yes – 

Installation/Deploym

ent Documentation 

Yes – 

User Documentation Yes – 

 

3.5.15 SWC PoolParty 
Table 70. SWC Pool Party TRL 8 Assessment (M33) 

TRL 8 Requirement  Fulfilled Comment 

Functional 

Requirements 

Yes All functional requirements have been delivered. In the case of FR-

PP-05 and FR-PP-08, two decoupled services were provided as 

additional tools on the Toolbox, namely the Sentiment Analysis and 

Document Splitting Service. 

Non-Functional 

Requirements 

Yes All non-functional requirements have been fulfilled. 

DataBri-X Tested Yes The functionality of the tool has been tested with datasets 

corresponding of use case 1, and being used inside a workflow 

deployed and run in DataBri-X instances. The tool was part of 

testing regarding use case Scenario 1 

JenPlane Integration Yes The tool has been integrated in JenPlane via the custom fields in the 

OpenAPI file and was successfully onboarded, being able to be 

used in workflows for UC1 and UC3 inside JenPlane. 

Production 

Deployment 

Scenario in AWS 

Yes The tool has been deployed in the AWS cluster. 

Installation/Deploym

ent Documentation 

Yes The documentation is available in the GitLab repository. 

 

User Documentation Yes User documentation is in preparation 

 

3.5.16 GT Data Integrity 
Table 71. GT Data Integrity TRL 8 Assessment (M33) 

TRL 8 Requirement  Fulfilled Comment 

Functional 

Requirements 

Yes – 
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Non-Functional 

Requirements 

Yes – 

DataBri-X Tested Yes Some functionality is tested in UC2 but further testing and UC3 

testing is in works. Integration into workflows and test scenarios. 

JenPlane Integration Yes The tool has been integrated in JenPlane via the custom fields in the 

OpenAPI file and was successfully onboarded, being able to be 

used in workflows for UC2 and UC3 inside JenPlane. 

Production 

Deployment 

Scenario in AWS 

Yes Integration into JenPlane includes deployment in AWS as part of 

production deployment. 

Installation/Deploym

ent Documentation 

Yes Part of GitLab documentation. 

User Documentation Yes Part of GitLab documentation and OpenAPI specification. 

 

3.5.17 GT RWD-E 
Table 72. GT RWD-E TRL 8 Assessment (M33) 

TRL 8 Requirement  Fulfilled Comment 

Functional 

Requirements 

Yes – 

Non-Functional 

Requirements 

Yes – 

DataBri-X Tested Yes Does not have an UC to test with. 

JenPlane Integration Yes The tool has been integrated in JenPlane via the custom fields in the 

OpenAPI file and was successfully onboarded, being able to 

generate a single tool workflow inside JenPlane. 

Production 

Deployment 

Scenario in AWS 

Yes Integration into JenPlane includes deployment in AWS as part of 

production deployment. 

Installation/Deploym

ent Documentation 

Yes Part of GitLab documentation and OpenAPI specification. 

User Documentation Yes Part of GitLab documentation and OpenAPI specification. 

 

3.5.18 LST CostNous-Suite 
Table 73. LST CostNous-Suite TRL 8 Assessment (M33) 

TRL 8 Requirement  Fulfilled Comment 
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Functional 

Requirements 

Yes All functional requirements have been developed and implemented 

in the different endpoints of the tool. Also they’ve been tested via 

unit tests and GitLab pipelines in order to ensure validation across 

different versions of the tool. 

Non-Functional 

Requirements 

Yes Tool responsiveness of the tool have been tested in an AWS 

sandbox environment and benchmarked using monitoring tools 

such as Argo, Grafana and Kepler. The different endpoints have 

been tested in different sets of data in order to ensure reliability. 

DataBri-X Tested Yes The functionality of the tool have been tested with datasets 

corresponding of use case 1, and being used inside a workflow 

deployed and run in DataBri-X instances. The tool was part of 

testing regarding use case scenario 1. 

JenPlane Integration Yes The tool has been integrated in JenPlane via the custom fields in the 

OpenAPI file and was successfully onboarded, being able to 

generate a single tool workflow inside JenPlane. 

Production 

Deployment 

Scenario in AWS 

Yes The tool has been deployed in the AWS cluster. 

Installation/Deploym

ent Documentation 

Yes The documentation is available in the GitLab repository. 

 

User Documentation Yes The user documentation is available in the GitLab repository. 

 

3.5.19 LST NetNous-Suite 
Table 74. LST NetNous-Suite TRL 8 Assessment (M33) 

TRL 8 Requirement  Fulfilled Comment 

Functional 

Requirements 

Yes All functional requirements have been developed and implemented 

in the different endpoints of the tool. Also they’ve been tested via 

unit tests and GitLab pipelines in order to ensure validation across 

different versions of the tool. 

Non-Functional 

Requirements 

Yes Tool responsiveness of the tool have been tested in an AWS 

sandbox environment and benchmarked using monitoring tools 

such as Argo, Grafana and Kepler. The different endpoints have 

been tested in different sets of data in order to ensure reliability. 

DataBri-X Tested Yes The functionality of the tool have been tested with datasets 

corresponding of use case 1, and being used inside a workflow 

deployed and run in DataBri-X instances. The tool was part of 

testing regarding use case scenario 1. 

JenPlane Integration Yes The tool has been integrated in JenPlane via the custom fields in the 

OpenAPI file and was successfully onboarded, being able to 

generate a single tool workflow inside JenPlane. 
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Production 

Deployment 

Scenario in AWS 

Yes The tool has been deployed in the AWS cluster. 

Installation/Deploym

ent Documentation 

Yes The documentation is available in the GitLab repository. 

 

User Documentation Yes The user documentation is available in the GitLab repository. 

 

3.5.20 LST Data Anonymizer 
Table 75. LST Data Anonymizer TRL 8 Assessment (M33) 

TRL 8 Requirement  Fulfilled Comment 

Functional 

Requirements 

Yes All functional requirements have been developed and implemented 

in the different endpoints of the tool. Also they’ve been tested via 

unit tests and GitLab pipelines in order to ensure validation across 

different versions of the tool. 

Non-Functional 

Requirements 

Yes Tool responsiveness of the tool have been tested in an AWS 

sandbox environment and benchmarked using monitoring tools 

such as Argo, Grafana and Kepler. The different endpoints have 

been tested in different sets of data in order to ensure reliability. 

DataBri-X Tested Yes The functionality of the tool have been tested with datasets 

corresponding of use case 1, and being used inside a workflow 

deployed and run in DataBri-X instances. 

JenPlane Integration Yes The tool has been integrated in JenPlane via the custom fields in the 

OpenAPI file and was successfully onboarded, being able to 

generate a single tool workflow inside JenPlane. 

Production 

Deployment 

Scenario in AWS 

Yes The tool has been deployed in the AWS cluster. 

 

Installation/Deploym

ent Documentation 

Yes The documentation is available in the GitLab repository. 

 

User Documentation Yes The user documentation is available in the GitLab repository. 

 

3.5.21 DFKI LER 
Table 76. DFKI LER TRL 8 Assessment (M33) 

TRL 8 Requirement  Fulfilled Comment 

Functional 

Requirements 

Yes All functional requirements have been implemented. 
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Non-Functional 

Requirements 

Yes The quality of the recognition has been evaluated. 

DataBri-X Tested Yes The functionality of the tool has been tested with documents of the 

use case 2 – Legal Domain, and it has been tested in task T3.3. 

JenPlane Integration Yes The tool has been integrated in JenPlane via the custom fields in the 

OpenAPI file and was successfully onboarded, being able to 

generate a single tool workflow inside JenPlane. 

Production 

Deployment 

Scenario in AWS 

Yes The tool has been deployed in the AWS cluster. 

Installation/Deploym

ent Documentation 

Yes The documentation is available in the GitLab repository. 

User Documentation Yes The user documentation is available in the GitLab repository. 

 

3.5.22 DFKI TIMEX 
Table 77. DFKI TIMEX TRL 8 Assessment (M33) 

TRL 8 Requirement  Fulfilled Comment 

Functional 

Requirements 

Yes All functional requirements have been implemented. 

Non-Functional 

Requirements 

Yes The quality of the recognition and normalization has been 

evaluated. 

DataBri-X Tested Yes The functionality of the tool has been tested with documents of the 

use case 2 – Legal Domain, and it has been tested in task T3.3. 

JenPlane Integration Yes The tool has been integrated in JenPlane via the custom fields in the 

OpenAPI file and was successfully onboarded, being able to 

generate a single tool workflow inside JenPlane. 

Production 

Deployment 

Scenario in AWS 

Yes The tool has been deployed in the AWS cluster. 

Installation/Deploym

ent Documentation 

Yes The documentation is available in the GitLab repository. 

User Documentation Yes The user documentation is available in the GitLab repository. 

 

3.5.23 DFKI DSR 
Table 78. DFKI DSR TRL 8 Assessment (M33) 

TRL 8 Requirement  Fulfilled Comment 
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Functional 

Requirements 

Yes All functional requirements have been implemented. 

Non-Functional 

Requirements 

Yes The quality of the recognition has been evaluated. 

DataBri-X Tested Yes The functionality of the tool has been tested with documents of the 

use case 2 – Legal Domain, and it has been tested in task T3.3. 

JenPlane Integration Yes The tool has been integrated in JenPlane via the custom fields in the 

OpenAPI file and was successfully onboarded, being able to 

generate a single tool workflow inside JenPlane. 

Production 

Deployment 

Scenario in AWS 

Yes The tool has been deployed in the AWS cluster. 

Installation/Deploym

ent Documentation 

Yes The documentation is available in the GitLab repository. 

User Documentation Yes The user documentation is available in the GitLab repository. 

 

3.5.24 DFKI PBI 
Table 79. DFKI PBI TRL 8 Assessment (M33) 

TRL 8 Requirement  Fulfilled Comment 

Functional 

Requirements 

Yes All functional requirements have been implemented. 

Non-Functional 

Requirements 

Yes The quality of the recognition has been evaluated. 

DataBri-X Tested Yes The functionality of the tool has been tested with documents of the 

use case 2 – Legal Domain, and it has been tested in task T3.3. 

JenPlane Integration Yes The tool has been integrated in JenPlane via the custom fields in the 

OpenAPI file and was successfully onboarded, being able to 

generate a single tool workflow inside JenPlane. 

Production 

Deployment 

Scenario in AWS 

Yes The tool has been deployed in the AWS cluster. 

Installation/Deploym

ent Documentation 

Yes The documentation is available in the GitLab repository. 

User Documentation Yes The user documentation is available in the GitLab repository. 
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4 Tool Functionality and Deployment Testing 

Since the last version of the document (D3.3 Appendix I), significant progress has been made in the testing 

methodology and deployment pipeline. The evolution from a primarily manual testing approach to a 

comprehensive automated testing and deployment system represents a substantial advancement in our quality 

assurance processes. The key improvements include: 

4.1 Progress Achieved  

Automated Testing Pipeline: Implementation of a comprehensive GitLab CI/CD pipeline that automates the 

testing and deployment process. This pipeline ensures consistent testing across all releases, reduces human 

error, and accelerates the development cycle by providing immediate feedback on code changes. 

Monitoring Stack Integration: Integration of Grafana, Kepler, and Prometheus for performance monitoring 

and benchmarking. This stack provides real-time visibility into system performance, resource utilization, and 

energy consumption, enabling data-driven optimization decisions. 

Benchmarking Capabilities: Development of automated benchmarking tools to measure energy expenditure, 

cost, and response times. These tools provide quantitative metrics for comparing different tools and identifying 

performance bottlenecks. 

Improved Deployment Process: Streamlined deployment to AWS ECR with proper tagging and versioning, 

ensuring traceability and enabling rollback capabilities in case of issues. The deployment process now includes 

automated validation steps to verify successful deployment. 

Documentation Improvements: Enhanced documentation with detailed setup instructions, troubleshooting 

guides, and performance optimization recommendations. This documentation serves as a valuable resource for 

both developers and end-users. 

Integration Testing Framework: Development of a framework for testing integration with other components 

of the DataBri-X ecosystem, ensuring seamless interoperability between tools. 

4.2 Monitoring Stack 

Within the DataBri-X project, the monitoring stack plays a pivotal role in safeguarding the robustness, 

scalability, and sustainability of every tool, i.e., software artefact, delivered by the consortium. DataBri-X 

pursues a reference architecture for trustworthy, energy-aware data management; therefore, each prototype 

must be observed continuously while it is being built, benchmarked, and validated. The monitoring stack 

establishes an evidence-driven feedback loop that accompanies the entire development and testing pipeline: as 

soon as a tool is deployed in a staging environment, its telemetry streams begin to flow into the stack; 

automated test suites trigger synthetic workloads; dashboards illuminate the real-time behaviour of the service; 

alerts surface regressions before they propagate to production; and historical traces allow developers to 

correlate code changes with performance drifts, resource spikes, or unnecessary energy draw. 

This stack consists of three main components as illustrated in Figure 1: 
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Figure 1. Monitoring stack of the DataBri-X Toolbox 

Grafana sits at the forefront of the monitoring stack, serving as the unified dashboard for all DataBri-X 

components. For each microservice, data connector, or analytics engine, the engineering team has crafted a 

dedicated dashboard that loads in under a second and renders a curated collection of panels: CPU saturation 

curves, memory pressure timelines, garbage-collection pauses for JVM-based workloads, network throughput 

heat maps, and end-to-end API latencies broken down by route. Grafana is currently used solely for 

visualization within the DataBri-X monitoring stack, providing unified dashboards across all components. 

However, it can be extended with rule-based alerting capabilities if needed, including integration with external 

systems such as Matrix, Slack, or other messaging platforms. This flexibility ensures that, as operational 

demands evolve, real-time notifications and automated workflows can be incorporated without major 

architectural changes. By persisting dashboard definitions in Git and packaging them as JSON blobs inside the 

Helm charts, the project guarantees that every environment exposes an identical telemetry surface, thus 

eliminating configuration drift. The Grafana dashboards are designed to provide at-a-glance visibility into 

system performance, with color-coding to highlight areas of concern. The dashboards include panels for CPU 

utilization, memory usage, network traffic, and API response times. 

Energy efficiency constitutes a first-class objective in DataBri-X, and Kepler furnishes the granular insight 

required to uphold this objective. Leveraging Intel RAPL counters, AMD SoC energy registers, and software 

models where hardware sensors are unavailable, Kepler attributes joule consumption to individual Linux 

control groups (cgroups)—a kernel feature that isolates and limits resource usage for containers and 

processes—and even to specific process IDs when the kernel allows. During load-test, Kepler samples the 

energy profile at one-second intervals, writing enriched metrics—package energy, core energy, DRAM energy, 

and derived carbon intensity—into a Prometheus-compatible endpoint. Grafana overlays these curves on 

throughput graphs, enabling the team to calculate energy-per-transaction and to spot regressions that traditional 

performance counters would miss. 



D3.4: Tools & Services, DataBri-X Resource Connector,  

and DataBri-X IDS Infrastructure and IDS Connector Framework - C  

 

 Grant Agreement: 101070069 -92- 

 

 

Figure 2. Dashboard in Grafana integrating energy metrics scraped with Prometheus from Kepler 

Beneath Grafana and Kepler lies Prometheus, the time-series scraper responsible for resilient metric ingestion 

and storage. Service discovery is configured through the Kubernetes API, meaning that pods spawned by Argo 

workflows are scraped automatically without manual intervention. Retention policies are tuned to keep one-

minute resolution data for sixty days, after which recordings are down-sampled to fifteen-minute resolution to 

conserve disk space while preserving long-term trend visibility. The PromQL query language underpins every 

investigative task: changepoint detection queries identify performance inflections after library upgrades; 

histogram functions compute tail latencies for user-facing endpoints; and recording rules pre-compute core 

KPIs such as request-weighted average response time or energy-normalised throughput, making them 

instantaneously available to dashboards and alerts.  

4.3 Benchmarking Methodology 

Within the DataBri-X project, the benchmarking process has been designed to produce rigorous, quantitative 

metrics that illuminate how each tool performs under real‐world conditions and to feed those insights directly 

into the JenPlane recommendation engine, part of the JenPlane Tool Composer. At its core, this process begins 

with a suite of automated Postman loops that simulate thousands of API calls. These loops run first in a 

sequential fashion to establish a clear performance baseline. 

This process involves several key components as illustrated in Figure 3: 

 

Figure 3. Benchmarking methodology of the DataBri-X Toolbox 
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Parallel to raw performance testing, we measure energy consumption at a granular level using the Kepler 

profiling tool. For every API request, Kepler tracks the joules used by CPU, memory and network interfaces, 

and we also establish an idle‐state baseline to distinguish the inherent energy footprint of each tool from its 

active‐use overhead. From this data we calculate metrics such as requests per joule, enabling us to pinpoint 

operations that are disproportionately energy‐intensive. 

The benchmarking methodology begins by defining a comprehensive test matrix that enumerates every tool 

variant, API endpoint and scenario we wish to compare. For each combination, we author a Postman collection 

that encapsulates the full request workflow and we parameterize it so that payload size, query filters and header 

configurations can be varied without rewriting the core logic. Within the pipeline, we orchestrate two distinct 

phases of execution: a “baseline” phase in which requests are sent sequentially at a fixed inter‐arrival time, 

and a “stress” phase in which Newman launches hundreds or thousands of concurrent threads. 

While the Postman loops are hitting the endpoints, the underlying monitoring stack is collecting all the metrics 

related to the tools. With the metrics collected, a python script, which also launches the set of requests, calculate 

the necessary metrics per endpoint. 

• Average Response Time: This metric represents the mean elapsed time between when an API request 

is received and when its response is fully returned. By aggregating every request’s latency over a 

defined test window, the average response time delivers a clear indicator of each tool’s overall speed.  

• Cost per Request: Operational expense is computed by mapping resource utilization—compute 

cycles, memory occupancy, storage I/O and network transfer—onto published cloud pricing. For any 

given test scenario, total cost is divided by the number of successful requests to yield a normalized 

“cost per request.” This figure makes it easy to compare the euro efficiency of different 

implementations and to forecast monthly or annual budgets once projected workloads are known. 

• Energy per Request: Measured in joules, this metric quantifies the electrical energy consumed to 

service an individual API call. Drawing on on-chip counters and system-level instrumentation, we 

record the power draw attributable to each request. Normalizing by request volume produces an 

energy-per-request ratio that highlights which tools or configurations deliver the greatest throughput 

for the least power. This insight is critical for reducing operational carbon footprint and optimizing 

infrastructure sustainability. 

4.4 CI/CD pipelines 

The testing methodology has evolved from the manual approach described in D3.3 to a fully automated 

pipeline with comprehensive monitoring capabilities. This evolution represents a significant advancement in 

our quality assurance processes, enabling more thorough testing with less manual effort. 

The automated testing pipeline is implemented as a GitLab CI/CD workflow that executes in four distinct 

stages—checkfiles, build, test, and deploy—each running in isolated Docker-in-Docker environments to 

guarantee environment parity and reproducibility: 

• Checkfiles Stage: Prior to any build or test activity, the checkfiles stage verifies the presence and syntactic 

validity of all required artefacts (Dockerfile, OpenAPI specification, including custom databri-x 

parameters, and README). A Python 3.9 container is provisioned, within which an OpenAPI validator 

(openapi-spec-validator==0.7.1) is executed against openapi.yml to catch spec deviations early. This 

early-gate check prevents propagation of missing or malformed files through subsequent stages, reducing 

wasteful computation and developer feedback loops. 

• Build Stage: In the build stage, a Docker 26.0.1 image is assembled and tagged according to Git metadata: 

tags propagate directly to the image tag, the main branch maps to the latest tag, and feature or release 

branches are normalised (replacing slashes with hyphens). Using Docker-in-Docker ensures that the build 

host remains stateless and that all dependencies (OS libraries, Python runtime, application code) are 

captured within the image. This immutability is critical for traceable releases and aligns with Infrastructure 

as Code (IaC) best practices. 
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• Test Stage: The test stage reuses the build logic to instantiate the newly assembled image in a container, 

exposing the application. Then a series of automated post request hit the different endpoints of the tool 

and validates the response against different testing files. Automated sleeps and readiness probes (or sleep 

if not present) ensure the application has initialized before test execution, while the use of curl and file-

based diffs affords portability across CI runners. 

• Deploy Stage: Triggered only on annotated Git tags, the deploy stage installs AWS CLI tooling, 

authenticates against Amazon ECR in the eu-central-1 region, and pushes the release-tagged image to the 

designated ECR repository. This controlled release mechanism—partitioning deployment to tagged 

commits—aligns with semantic versioning and enforces an explicit promote-to-production workflow. 

4.5 Test Results 

The comprehensive functional testing process was designed to ensure that every component housed within the 

AWS ECR repository undergoes rigorous validation against its specification. Leveraging the fully automated 

CI/CD pipeline, each Docker-packaged tool is subjected to a suite of tests immediately upon build completion. 

In addition, targeted manual validation by the QA team supplements automated checks to cover edge cases 

and user experience considerations. 

All functional requirements have been tested and validated according to the specifications. All API endpoints 

function as specified in the OpenAPI documentation, with proper handling of input parameters and expected 

output formats. The tools correctly process input data according to the specified algorithms, with validation 

against expected results. The tools properly handle error conditions, including invalid inputs, missing 

parameters, and system errors, with appropriate error messages and status codes.  

The functional testing process includes both automated tests executed by the CI/CD pipeline and manual tests 

performed by the QA team. This dual approach ensures comprehensive coverage of all functional 

requirements. 

The performance benchmarking process has yielded detailed metrics for each tool, enabling quantitative 

comparison of performance characteristics. The following table summarizes the key performance metrics 

measured in benchmarking phase 1, following these results, two more phases of benchmarking will be 

performed: 

Tool API endpoint 

Avg. Energy 

Consumption 

per request 

(J) 

Avg. Energy 

Usage per 

request (J) 

Avg. 

Response 

Time (ms) 

Avg. Cost 

(µ€) 

ARC TwitHoard /summarization 9.25 1821 283 0.10 

ARC TwitHoard /influential-users-discovery 2.46 286 146 0.05 

ARC KnowDE /recommendations 21.3 3823 1311 11.93 

ARC TripleGeo /csv-to-rdf-transformation 56.8 18255 9899 15.01 

ARC TripleGeo /geo-to-rdf-transformation 3.2 1052 208 3.61 

ARC LOCI /change_detection_single 0.92 2880 167 0.30 

ARC LOCI /change_detection 2.2 1440 149 0.55 

ARC LOCI /seasonal_decomposition 0.65 1348 178 0.66 

GT Data 

Integrity 

/veify/data 2.1 1422 127 2.32 
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GT Data 

Integrity 

/verify/hash 6.8 3018 223 2.03 

LST CostNous POST /forecast 786.5 6411 9541 17.9 

LST CostNous /aggregate 26.4 481 501 9.1 

LST NetNous /cluster 2757.0 25500 492 9.0 

LST Dataset 

Anonymizer 

/anonymize 274.9 2709 3547 6.5 

LST Dataset 

Anonymizer 

/detect 529.0 4812 6572 1.20 

SWC PoolParty /extractor/api/extract 94.8 2364 202 3.7 

TIB ORKG /observatory/{name} 5.4 534 153 2.8 

TIB DataCite 

Connector 

/query/{doi} 3.1 369 119 2.2 

TIB SDM-

RDFizer 

/convert 38.3 1421 523 9.6 

TIB TRS /terms/{term} 7.1 682 198 3.6 

DFKI TIMEX /timex/analyzeText  83.5 2134 211 3.9 

DFKI LER /analyzetext 103.9 2585 9.13 5.9 

DFKI DSR /dsr/analyzeText  93.4 2221 197 3.6 

DFKI PBI /pbi/analyzeText  81.3 2087 185 3.4 

 

4.6 Integration with the DataBri-X Platform 

The integration testing process verifies successful integration with various components of the DataBri-X 

ecosystem: 

• JenPlane Workflows: Integration was done with jenplane for all tools, verifying single-tool workflows 

for each of the use case tools and specifying the different parameters needed for JenPlane integration. 

According to JenPlane specifications all tools, parameters and metadata will be adjusted until end of MS9. 

• AWS Cloud Environment: The tools deploy and operate correctly in the AWS cloud environment, with 

proper utilization of AWS services such as S3, Lambda, and ECS. The integration testing verified correct 

authentication, authorization, and data flow between the tools and AWS services. 

• DataBri-X Use Case Scenarios: The tools successfully support the use cases described in the DataBri-X 

documentation, with proper handling of the specific data formats and processing requirements for each 

use case, as described in section 3.4. 

These three pillars of the DataBri-X integration have been validated for each of the tools in order to consider 

them fully operational in terms of the DataBri-X Toolbox conformance validation. All tools and metadata have 

been adjusted to ensure full compatibility with the MS9 final release. 
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5 DataBri-X Resource Connector 

This section presents the result of the DataBri-X Resource Connector implementation developed in Task T3.4. 

The main objective of this connector is the integration of third-party systems, such as the European Language 

Grid (ELG), within the DataBri-X ecosystem. 

5.1 Final State 

Since the previous project deliverable, where the DataBri-X Resource Connector was described conceptually, 

the final state of the implementation has been reached. This component, critical for enabling interoperability 

with external third-party platforms, has now been developed and integrated into DataBri-X Toolbox. The 

implementation focuses on two complementary modules that address different types of resource acquisition 

needs (described in Section 5.3). 

5.1.1 Direct Connection Module 

The Direct Connection Module enables the integration of external resources, such as datasets, exposed by 

third-party platforms via standard HTTP interfaces. This module is limited to the integration of resources that 

do not require an agreement for their usage, i.e., only open access resources can be integrated through this 

module. 

The implementation relies on Python-based integration libraries, offering flexibility and efficiency. The key 

achievements of this module are: (1) implementation of a custom adapter for importing European Language 

Grid; (2) conversion of fetched resources into a normalized internal format, compatible with the DataBri-X 

Toolbox; and (3) integration into the DataBri-X Toolbox, making acquired resources directly accessible 

through S3 buckets. 

This module is fully implemented, functional and has been validated with the integration of resources from 

ELG into the DataBri-X Toolbox. 

5.1.2 Data Space Connection Module (EDC Connector) 

The Data Space Connection Module has also been implemented, building on the sovity Community Edition 

EDC (sovity edc-ce) connector. This module enables integration of digital resources from participants in a 

federated Data Space, following IDS (International Data Spaces) standards. This module enables governed, 

policy-aware data exchange and is particularly relevant for integration scenarios involving regulated, sensitive, 

or proprietary data assets. 

The main implementation features include: (1) Deployment and configuration of a sovity connector instance, 

acting as a participant in the Data Space ecosystem; (2) Integration with the DAPS for identity and access 

control; and (3) Implementation of contract negotiation flows, allowing resources to be acquired under well-

defined usage conditions; and (4) Development of a translation interface that transforms IDS-compliant 

resource descriptions into formats consumable by the Toolbox. 

Technical details and implementation of both modules are described in the following sections. 

5.2 3rd Party Integration Concept 

In deliverables D3.2 and D3.3 we have described a high-level 3rd party integration process. This vision has 

been adapted to the current architecture of DataBri-X. Several modules are no longer needed or will not be 
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available (Metadata Broker). Therefore, we have adapted the 3rd party integration approach, which is depicted 

in Figure 4. 

 

Figure 4. 3rd-party Systems Integration in DataBri-X Toolbox concept 

Integrating external resources inside DataBri-X Toolbox, and keeping the sovereignty of those resources, 

implies that the integration process is carried out through two ways: direct connection in the case the resources 

are open access, or through a Data Space connector in the case that governance mechanisms are required. All 

3rd-party systems joining DataBri-X will be required to use one of these connection mechanisms. The direct 

connection transfer needs wrapping and mapping the resources, while the Data Space connection requires three 

main elements: 

• The connector, which is the main component in a Data Space, enables participation in the Data Space 

and executes all automated operations around data exchange, from documentation of language data to 

the actual transfer. 

• Semantic interoperability, which allows the resources available in ELG to be discovered and used in 

DataBri-X Toolbox. 

• The sovereignty of resources, which is achieved through the definition of policies and contracts. 

The typical operation supported in Data Space Connection Module with 3rd-party systems will be a) the 

exchange of information about offerings, where each offering is the combination of an “asset” and a “policy” 

(i.e., the terms and conditions under which it is offered), b) the conclusion of a contract, and c) the transfer of 

such assets (namely, datasets) to be used as input for the workflows. 

5.3 DataBri-X Resource Connector (DRC) Implementation 

As part of the project activities, we have developed and implemented the DataBri-X Resource Connector, a 

key component designed to enable the integration of 3rd-party digital resources into the DataBri-X Toolbox. 

The main functionality of the DataBri-X Resource Connector is to acquire and integrate external resources, 

such as datasets, from various external third-party platforms. Once integrated, these resources become 

accessible and available for use within the services that make up the DataBri-X Toolbox. 

The implementation of the DataBri-X Resource Connector is structured around two main modules, each 

designed to support a different integration strategy: Direct Connection Module and Data Space Connection 
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Module. This architecture is depicted in Figure 5. By combining these two complementary modules, the 

DataBri-X Resource Connector can integrate a wide range of external resources, from publicly available 

resources to contract-based exchanges within secure Data Spaces, all while maintaining consistency, 

traceability, and compliance with DataBri-X’s interoperability standards. 

 

Figure 5. Architecture of the DataBri-X Resource Connector component 

5.3.1 Direct Connection Module 

The first module, namely the Direct Connection Module, enables direct acquisition and integration of external 

resources via HTTP protocols, making use of existing Python libraries for interoperability and data handling. 

This module is designed for platforms that expose their resources through RESTful APIs or other Web-based 

access points. 

The main technical features of this module are: (1) Custom adapters and wrappers developed in Python to 

interact with specific third-party platforms; (2) Use of standard Python libraries for data fetching, validation, 

and transformation; and (3) transformation of the acquired data into a format compliant with the DataBri-X 

internal resource schema, enabling consumption by services within the Toolbox. 

This module provides a lightweight and flexible integration pathway, ideal for fast integration of widely 

available resources that do not require formal data-sharing agreements or advanced security protocols. 

5.3.2 Data Space Connection Module (sovity edc-ce Connector) 

The Connector is the central technological building block of Data Spaces. It allows participants to exchange, 

share, and process digital content. At the same time, the Connector ensures that the data sovereignty of the 

Data Owner is always guaranteed by given usage control. The integration of 3rd-party systems, where sensitive 

or regulated resources with data governance and usage control requirements are essential, is done through the 

implementation of the second module, namely the Data Space Connection Module, which is a combination of 

the three previously presented elements: connector, semantic interoperability mechanisms, and resources 

sovereignty. 

In the context of DataBri-X, a generic “Resource Connector” has been developed. It is based on the sovity 

connector, which in turn is based on the Connector that is provided as part of Eclipse Dataspace Components 

(EDC), an open-source framework hosted by the Eclipse Foundation for building secure, scalable Data Spaces. 

The DataBri-X Connector can be used to transfer resources like datasets and AI models (e.g., LLMs) from 

other DataBri-X Connectors that are registered in the same Data Space. A resource in the terminology of a 

Connector is called an asset, and, when combined with a policy (i.e., a license), a contract offering is created. 

Operations like accessing the contract offerings, agreeing to a contract for a resource, as well as the respective 

transfer under the agreed contract, are allowed only between authenticated Connectors of the same Data Space. 

Authentication is implemented via an Identity and Access Management system (IAM); in DataBri-X, we use 

the DAPS (Dynamic Attribute Provisioning Service), a central IAM, since it is one of the most popular choices. 

The DataBri-X Connector adopts a simple metadata schema for describing resources/assets; only a few 
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elements are required, e.g., a title, a description, keywords, version, etc., along with the location of the actual 

data. 

European Language Grid (ELG) is a central catalogue that provides access to datasets, corpora, AI/NLP 

models, AI/NLP services, lexica, terminologies, and other resources from all over Europe, for all European 

languages and beyond. ELG uses ELG-SHARE, a rich metadata schema for describing/documenting language 

resources. Over the last few years, various importers have been developed in the form of Python scripts for 

mapping the metadata descriptions of ELG to other metadata schemas; e.g., the GAIA-X core ontology and 

the Language Data Space metadata model. For DataBri-X we built on the latter and we integrated into it a 

Python client1 for the DataBri-X Connector. We created a procedure that automatically maps ELG resources 

and licenses to Connector assets and policies and from them (also automatically) creates the respective contract 

offers. The Python client exploits the management API of the Connector. The described approach is 

implemented and verified in a Data Space that has been set up using a DAPS instance and three DataBri-X 

Connectors (see above). 

One of the three Connectors is used as a representative of ELG in the Data Space, the ELG DataBri-X 

Connector. There we import a specific subset of ELG resources, i.e., only datasets for which the actual data is 

stored within ELG Storage; AI/NLP models/services are not imported. A similar approach can also be used 

for importing datasets (to some representative Connector) from other sources/repositories/catalogues, such as 

AI4EU, Linked Open Data (LOD) vocabularies, and the BARTOC registry, making all these resources easier 

to access and use within the Data Space. The other two DataBri-X Connectors are used for testing several 

scenarios; i.e., transfer and load data from ELG (via the “ELG DataBri-X Connector”) for the Telecoms, 

Energy, and Legal use cases. Connectors registered to the same DAPS, including Connectors managed by 

JenPlane and the Workflow Execution Environment, can access the ELG resources offered through the ELG 

DataBri-X Connector. 

In the future, the DataBri-X Connector and JenPlane can be integrated more tightly via the respective REST 

APIs and have the same user database (Single Sign-on), which will enable several scenarios/functionalities; 

e.g., a) make the Connector resources (hosted or transferred from other Connectors) directly accessible to 

JenPlane, b) JenPlane can directly be used to list, negotiate, and get the asset data, e.g., in an S3 bucket, so the 

workflow execution can find it there. 

5.3.3 Software Code Repository 

The software code for the DataBri-X Resource Connector is available at https://gitlab.com/databri-

x/dfki/drc.dfki.databri-x.eu. The repository is public. The code is offered under an open-source license. 

 
1 https://gitlab.com/databri-x/arc/sovity-edc-python 

https://gitlab.com/databri-x/dfki/drc.dfki.databri-x.eu
https://gitlab.com/databri-x/dfki/drc.dfki.databri-x.eu
https://gitlab.com/databri-x/arc/sovity-edc-python
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6 DataBri-X Data Space Infrastructure and Connector Framework 

This section presents the outcomes of Task T3.5 regarding the integration of the DataBri-X Toolbox with IDS 

compliant Data Spaces. Specifically, we provide i) an integration architecture, ii) developed software 

components which implement IDS standards and enable the integration, and iii) an operational environment 

to test and run the implementation for use case development. 

6.1 Progress Achieved 

Since the last deliverable reporting on the progress of the implementation (D3.3), we switched the IDS 

Connectors from DSC to EDC. More specifically, we decided for the sovity Connector, which extends the 

EDC implementation to be more enterprise-ready, e.g., providing easy configuration and use. Generally, the 

Data Space components were employed in the DataBri-X architecture to implement Data Space integration for 

all use cases. This concludes the IDS Data Space integration for the DataBri-X Toolbox and platform services. 

6.2 Data Space Integration Architecture 

In the course of DataBri-X, there has been work on different options to integrate the DataBri-X Toolbox and 

services with Data Spaces, as previously reported in D3.3. Here, we first present the determined requirements 

for exposing DataBri-X workflows and platform services within Data Spaces. We then discuss our chosen 

integration architecture which fulfils these requirements. This architecture is applied to the three DataBri-X 

use cases. Finally, we describe the technological evolution throughout the project, where we transitioned from 

our previously presented implementation using the TRUSTS platform to a new implementation based on 

Eclipse Dataspace Components (EDC)2 and sovity3. We conclude with an alignment with GAIA-X, where we 

discuss how DataBri-X services can be integrated. 

6.2.1 Integration Requirements 

We identified several requirements that the integration should fulfil and decided for the architecture which best 

fits these requirements. Specifically, we identified: 

• The Data Space integration architecture should be agnostic to specific Data Space standards. As the 

focus of DataBri-X, we develop an integration architecture aligned with IDSA standards, and 

specifically the IDS-RAM4. However, we also aim for making a GAIA-X integration possible and 

generally aim to keep the architecture open and flexible in how the Toolbox integration can be 

implemented in different Data Space approaches. 

• We aim to integrate the Toolbox transparently with Data Spaces, without requiring individual tools to 

be aware of the specific Data Space implementation or to make any changes in their implementation 

besides providing an OpenAPI Web API to be called. 

• We reuse existing standards, like IDSA, and we reuse existing implementations, like EDC, sovity and 

TRUSTS. We build on standardized existing work and add to it to fulfil our requirements. 

6.2.2 Integration Architecture 

To implement an architecture which fulfils these requirements, we introduced a Service Gateway software 

component, which exposes DataBri-X workflows (using deployable tools from the Toolbox) and platform 

services, like RDFox and DataViz, to Data Spaces. The Service Gateway expects requests to trigger workflows 

or access services via Web API calls (push approach) and thereby supports any Data Space architecture and 

implementation compatible with Web standards. For example, and as applied to the DataBri-X use cases, an 

integration with EDC Connectors can be implemented by exposing DataBri-X workflows as assets and 

requiring consumers to agree to an offer. Thereby the workflow engine doesn’t know it is exposed within a 

Data Space, and, on the opposite direction of the service call, the EDC Connector doesn’t know about the 

 
2 https://projects.eclipse.org/projects/technology.edc 
3 https://github.com/sovity/edc-ce 
4 https://docs.internationaldataspaces.org/knowledge-base/ids-ram-4.0 

https://projects.eclipse.org/projects/technology.edc
https://github.com/sovity/edc-ce
https://docs.internationaldataspaces.org/knowledge-base/ids-ram-4.0
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specifics of the workflows. The Service Gateway takes care of secure communication between the EDC 

Connector and Argo. 

The integration architecture is shown in Figure 6. It shows the integration of DataBri-X deployable tools, 

which run in workflows using tools from the Toolbox as bricks, and DataBri-X platform services, which run 

permanently. Both are separately exposed via the DataBri-X Service Gateway. EDC Connector components 

can access the service gateway available for the specific Data Space. 

The workflows, running deployable tools, can access permanently running services as they are both seen to 

run as part of the DataBri-X ecosystem. 

 

Figure 6. The DataBri-X Architecture 

The provided integration architecture was used to implement use case requirements regarding Data Spaces. 

All use cases were transitioned to the new EDC-based Connector implementation. With the given architecture, 

the actual Connector implementation can be easily exchanged without the need to modify or adapt the DataBri-

X service gateway. This most flexible approach was determined to be the best option to make our work 

adaptable and future-proof. 

6.3 Architectural Software Components 

In the following, we describe the developed software components and the implementation work done. We 

replaced our previous work, which reused outcomes of the TRUSTS project and was based on the DSC 

Connector, with a new implementation based on the EDC Connector, specifically sovity’s implementation of 

the EDC Connector5. This transition of the implementation was done because EDC is well maintained and the 

sovity Connector is used in commercial settings, and therefore we decided that this was a future-proof way to 

provide a long-maintained implementation for DataBri-X. In the following, we will describe the various 

 
5 https://github.com/sovity/edc-ce 

https://github.com/sovity/edc-ce
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software components used in the integration architecture in detail. On a high level, we can see 3 different 

classes of components: 

1. DataBri-X Service Gateway – this creates the bridge between the DataBri-X Toolbox and services and 

is agnostic to the concrete Data Space implementation. 

2. Data Space components – components of the IDS-RAM, implementing a Minimum Viable Data 

Space6. 

3. DataBri-X platform components – these components implement various DataBri-X functionalities, 

like the Argo workflow engine. 

In the following we describe these 3 classes in detail. 

6.3.1 DataBri-X Service Gateway 

As shown on the DataBri-X Architecture Diagram, we decided to add an abstraction layer, namely the Service 

Gateway (SG), between an IDS Connector and the access points of the DataBri-X platform, specifically the 

Argo workflows and platform services. This solution allows for the maximum flexibility, as the SG can handle 

incoming requests from different Data Space implementations and any future versions of those. The objectives 

of the SG are: 

1. To authenticate and authorize access to the DataBri-X Toolbox through the Argo Workflows Server. 

This is provided by a Spring Security component and a connected Keycloak Server. 

2. To handle workflow input and output artifacts consumed or produced during the execution of a 

workflow. The SG uses an S3 client to store the artifacts on an S3 storage repository. 

3. To submit a workflow execution as per client request. This and the following objectives are 

implemented as gateway routes, preprocessing any incoming request and forwarding the request to the 

specific Argo Workflow Server HTTP API. Users are not allowed to use any other endpoints. 

Additionally, the request is validated through this process to provide access to the logs of a workflow 

execution. 

4. To provide access to the status of a workflow execution. 

5. To provide access to platform services, specifically permanent data storage and data visualization. 

In the case of a Data Space, the DataBri-X Toolbox is becoming a participant of the Data Space and thus 

provides trusted access to other participants by deploying its own sovity Connector (IDS Provider for Service 

Gateway), which is registered on the Identity Provider of the Data Space. The only channel of communication 

between Data Space participants and the DataBri-X platform is through the sovity Connectors utilizing the 

Dataspace Protocol7. 

In the following, we describe the process of executing an Argo workflow from the perspective of a Data Space. 

The sequence diagram is shown below in Figure 5. We use the following roles of components: 

• ServiceConsumerConnector (SCC) – IDS Consumer Connector retrieving assets in the Data Space 

• ServiceProviderConnector (SPC) – IDS Provider Connector exposing assets in the Data Space 

• ServiceGateway (SG) – providing access to the ArgoWorkflowServer and further platform services 

• Keycloak – authentication service for Data Space participants 

• S3Repository – cloud storage for data available for workflow executions 

• ArgoWorkflowServer – execute workflows on behalf of Data Space participants with the provided 

input data available in S3Repository 

As a prerequisite, all DataBri-X platform resources, like the workflow definitions, are offered through the SPC, 

exposing the Web API of the Service Gateway as assets on the Data Space. Specifically, they are described 

using the IDS Data Model and attach a contract offer for it with a relevant usage policy. At this stage, the 

minimum needed usage policy is the Connector-restricted Data Usage policy, which restricts access to a 

 
6 https://docs.internationaldataspaces.org/ids-knowledgebase/ids-reference-testbed/minimum-viable-data-space/mvds 
7 https://docs.internationaldataspaces.org/ids-knowledgebase/dataspace-protocol 

https://docs.internationaldataspaces.org/ids-knowledgebase/ids-reference-testbed/minimum-viable-data-space/mvds
https://docs.internationaldataspaces.org/ids-knowledgebase/dataspace-protocol
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specific asset to a specific Connector. Thus, only the Connector for which the workflow was defined, will be 

able to make an agreement with the SPC and use the platform services available via SG. After the DataBri-X 

assets are defined on the SPC, they are available to SCCs in the Data Space to make an agreement and access 

the platform resources, e.g., execute an Argo workflow. The SCC should then follow the standard sequence of 

actions needed to get access to the workflow, as shown on the first sequence in the diagram. 

After the agreement is achieved, participants can execute workflows and access services. In the case of 

workflows, the Argo workflow already exists, but the data to be used is still not bound. The SCC (usually a 

user) can choose which data to use for a workflow execution. The data can be either data assets that the SCC 

owns or has rights to use in the Data Space or it can be local (private) data of the user. The agreement makes 

the workflow execution artifact available, which is exposed as an HTTP endpoint of the local SCC. The SCC 

client can attach any number of input artifacts on the request, that are needed to execute the workflow. The 

SCC receives this request and follows the second sequence to trigger the workflow execution. In the end of 

this sequence, the SCC client receives the metadata of the execution, notably the execution ID to further 

interact with the DataBri-X Toolbox. 

As the workflow execution is asynchronous, the execution ID is very important, as it is used to get the status 

of a workflow, the logs, and the data output of the workflow. 
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Figure 7. Sequence Diagram of Interaction with the DataBri-X Toolbox in an IDS Data Space 

The Service Gateway offers the following endpoints: 

1. POST /submit: Used to trigger a workflow execution. 

2. GET /status: Used to get the status of a workflow execution. Parameters: 

a. workflowname: the workflow execution ID as returned by the submit action. 

3. GET/logs: Used to get the logs of an execution. Parameters: 

a. workflowname: the workflow execution ID as returned by the submit action. 

4. GET /output: Used to get the outputs of an execution. Parameters: 

a. workflowname: the workflow execution ID as returned by the submit action. 
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The repository of the Service Gateway can be found at https://gitlab.com/databri-x/swc/service-gateway. 

6.3.2 Data Space Components: sovity Connectors and DAPS 

A Minimum Viable Data Space8 (MVDS) is composed of two connectors and an Identity Provider, typically 

a DAPS. The connectors can be, at the same time, consuming data and providing data, thereby creating a data 

exchange environment where participants can share data in a trusted sovereign environment. For the sake of 

simplicity, let us assume that one of the connectors is the data provider (DP) while the other connector is the 

data consumer (DC). The typical scenario of a data exchange in a Data Space is the following. The DP has 

some data to exchange which the DC wants to use. For this purpose, the DP has to describe the dataset using 

the IDS data model. Additionally, the DP needs to attach a contract offer to the dataset, bound with a usage 

policy. Then the DC is able to view this offer by querying the DP connector. After an agreement is achieved 

between the DP and the DC based on the offered contract, the DC is able to get access to the actual data. 

As described in Section 6.2, our target architecture uses a push approach to how the DataBri-X Toolbox is 

accessed by the participants of a Data Space. That means each Data Space participant that requests to execute 

a workflow on the Toolbox, needs to push the data to the Toolbox via the IDS Provider for the Service 

Gateway, which is a sovity Connector. In the following, we describe our implementation stack in detail. 

Data Space integration for the DataBri-X use cases follows the MVDS definition described above. We use two 

components, specifically a Connector and a DAPS. Both implementations are provided by sovity9 and are 

available on GitHub10. The sovity Connector (Community Edition, CE) is based on and extends the EDC11 

Connector. For the Identity Provider, we opted for a Keycloak-based implementation intended to be used with 

the sovity Connector. 

Specifically, the Data Space components we used are the following: 

• https://github.com/sovity/edc-ce 

• https://github.com/sovity/sovity-daps 

The sovity Connector adds value to the EDC Connector by supporting easier setup and configuration, which 

is an important factor for the adoption of the DataBri-X Toolbox. In addition, the Community Edition is freely 

available and provides a transparent and community-driven solution, which is well supported and without 

vendor lock-in. As a further (alternative) option, sovity offers hosted and managed Connectors in the cloud, 

named Connector-as-a-Service (CaaS), which further reduces the efforts and complexity to integrate with 

existing Data Spaces. With this choice of technology, we provide reliable and future-proof Data Space support, 

which outlives the extent of the DataBri-X project. 

The documentation for the deployment of Data Space components in the DataBri-X project can be found at 

https://gitlab.com/databri-x/nic/edc-deployment. 

6.3.3 DataBri-X Platform Components 

The DataBri-X platform components include several services, which are not part of the IDS Data Space, but 

integrate with it transparently and are an important part of operating the DataBri-X Toolbox. These are: 

• Argo Workflows 

• RDFox Graph Database 

• DataViz Visualiser 

The main objective of the DataBri-X Data Space integration is to transparently provide the Toolbox as a service 

to implement workflows, consisting of several tools executed sequentially, and manage the data input and 

output. Input and output are performed via sovity Connectors, as previously described. However, we also cover 

 
8 https://docs.internationaldataspaces.org/ids-knowledgebase/ids-reference-testbed/minimum-viable-data-space/mvds 
9 https://sovity.de/ 
10 https://github.com/sovity 
11 https://github.com/eclipse-edc 

https://gitlab.com/databri-x/swc/service-gateway
https://github.com/sovity/edc-ce
https://github.com/sovity/sovity-daps
https://gitlab.com/databri-x/nic/edc-deployment
https://docs.internationaldataspaces.org/ids-knowledgebase/ids-reference-testbed/minimum-viable-data-space/mvds
https://sovity.de/
https://github.com/sovity
https://github.com/eclipse-edc
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the case that the workflow result of data processing should be provided via UI to an end user. This is not part 

of the Data Space but provided as a service via the DataBri-X platform using RDFox and DataViz. This can 

be seen in Figure 6. In the following, we describe the DataBri-X platform components in detail. 

6.3.3.1 Argo Workflows 

Argo Workflows12 is an open-source Kubernetes-based workflow engine. It can run defined workflows, where 

each step in the workflow is a Docker container. These multi-step workflows consist of a sequence of tasks 

and benefit from Kubernetes orchestration. Argo Workflows is exposed as a service and called via the DataBri-

X Service Gateway. In addition to returning the data to the calling sovity Connector, we also provide the option 

to store the data in the RDFox graph database. 

 

Figure 8. Workflow Execution Monitor 

6.3.3.2 RDFox Graph Database 

RDFox13 is a graph database service in the DataBri-X Toolbox. It does not run as a task in Argo workflows, 

but is deployed as a permanent service, which can receive data via Web APIs and be queried by end user 

applications to make use of the data processing outcome. RDFox stores data using the RDF data model and 

supports the SPARQL query and update standards. 

6.3.3.3 DataViz Visualiser 

The DataViz tool is used to visualise data resulting from the execution of Argo workflows to users. It has been 

integrated with RDFox, implementing a working data flow between the visualization layer and the database 

backend APIs. DataViz can be configured for different data models and provides visual analytics capabilities 

which are demonstrated in DataBri-X use cases. 

6.4 Strategic Summary 

The DataBri-X Data Space integration provides an integration architecture and an implementation based on 

EDC components. We decided for a push approach for the architectural integration, so that the Toolbox would 

not need to be aware of the Data Space, which would allow for flexibility when integrating with different 

implementations of both IDS and other frameworks, like GAIA-X. We started the implementation using the 

DSC Connector and the components previously used in the TRUSTS project to maximize the reuse of the 

 
12 https://argoproj.github.io/workflows/ 
13 https://www.oxfordsemantic.tech/ 

https://argoproj.github.io/workflows/
https://www.oxfordsemantic.tech/
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project’s outcomes. However, the technical advancement of IDS implementations during the DataBri-X project 

indicated that a switch/migration to EDC, and specifically sovity’s implementation, had the highest potential 

to provide well-maintained and future-proof IDS components. With this change, we ultimately provide a push 

integration based on sovity Connectors as the outcome of the DataBri-X Data Space integration. 
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7 Conclusions 

Deliverable D3.4 is of type “OTHER” because it delivers software and reports on software that has been 

developed within the project. For the third and final year of the project, the objectives are as follows: 

• To complete the implementation of the tools based on the requirements set out in deliverable D3.1, 

and to ensure that the deployable, containerized tools are integrated into the DataBri-X platform, by 

following a specified ingestion process. 

• To continue the tests of the deployable tools developed in T3.2 focusing on the functionality added in 

the final year. Moreover, to test the valid deployment of tools on the target runtime environment. 

• To present the DataBri-X Resource Connector, which allows DataBri-X to access and use third-party 

assets like language resources, taxonomies, trained AI models and training datasets. 

• To present the DataBri-X Connector and IDS Infrastructure, for integrating DataBri-X with Data 

Space technology. 

The present deliverable reports on all these objectives. Specially, all tools are presented in the deliverable as a 

set of links to their components, together with a brief description of the technology stack they depend on. 

Moreover, for each deployable tool the complete set of its API interface is given, with references to the 

requirements the tool was expected to implement, as these requirements have been defined in deliverable D3.1. 

The access to assets of 3rd-party systems is supported through the Resource Connector. At the same time, 

DataBri-X is ready to leverage Data Space technology through the implementation of modules that add IDS 

infrastructure capabilities to the DataBri-X platform. 

Deliverable D3.4 is pivotal for the project, since the technologies described in it cover many very important 

aspects of DataBri-X. It is indispensable for WP4, which integrates the standalone modules into a cohesive 

platform, and essential for WP5, where the tools are used in the DataBri-X use cases. 
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