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Summary

In an era where data availability and Al technologies are advancing rapidly, the
European data economy is positioned for substantial growth, unlocking new
opportunities and innovations. However, data fragmentation across systems
hampers progress. The DataBri-X project responds to this by providing a
comprehensive toolset that facilitates data interoperability and analytical use across

sectors. This white paper:

discusses DataBri-X's approach to data governance, utilizing the JenPlane
methodology to ensure effective data management.

highlights the integration of open-source and commercial tools that enhance
data quality, interoperability, and accessibility.

outlines how DataBri-X can support responsible data practices and alignment
with European standards, indirectly promoting trustworthy Al systems.

By advancing data governance, DataBri-X plays a crucial role in unlocking the full
potential of data across Europe, paving the way for a future that is both innovative

and data-driven.

1. Introduction

DataBri-X is a European initiative
dedicated to enhancing data
governance, interoperability, and
usability within European Data Spaces.
It responds directly to the European
Commission’s vision for secure data
management across sectors [1] [3]. By
providing a flexible set of tools
("bricks") for data management,
workflow orchestration, and
compliance support, DataBri-X
empowers organisations to leverage
high-quality, interoperable data for
innovative applications.

The project's modular "brick" approach
allows stakeholders to tailor data
workflows and policies to meet their
specific needs, offering a flexible and
adaptable solution [1] [2]. This flexibility
is particularly relevant in the context of
emerging technologies like Al, where
DataBri-X, while not solely focused on
Al, indirectly supports the
development of trustworthy Al
scenarios. By enabling organisations
to meet high standards of data
integrity, privacy, and transparency,

DataBri-X aligns with key principles for
responsible Al development.

The DataBri-X toolbox is designed to
facilitate secure, responsible, and
effective data-sharing practices,
reflecting European values in data
governance [1]. DataBri-X is committed
to supporting compliance with
relevant data protection regulations,
such as the General Data Protection
Regulation (GDPR) [3], and aligning
with standards like the International
Data Spaces (IDS) Reference
Architecture Model (IDS-RAM) [4]. This
commitment ensures that data is
handled responsibly within the
DataBri-X framework.

The project’s ultimate goal is to make
data sets ready for expanded digital
value creation in the context of
European Data Spaces [1]. By providing
a foundation of well-governed data,
DataBri-X supports data-driven
innovations in areas like
telecommunications, energy, and
legal services [5] [6]. DataBri-X
envisions a future, where data is
securely and responsibly shared,



=Data Bri-X

fostering economic growth, societal
benefit, and data-driven progress
across Europe.

2. DataBri-X objectives and vision

The overarching goal of DataBri-X is to
provide a comprehensive, user-
friendly, and energy-efficient toolset
that enables organizations to manage
and share data responsibly. By
prioritizing data governance and data-
sharing frameworks aligned with
European regulations and FAIR
principles (Findable, Accessible,
Interoperable, and Reusable), DataBri-
X sets a standard for responsible data
management.

While DataBri-X's primary focus is not
on developing Al applications, its
robust approach to data
interoperability, governance, and
compliance supports a foundation for
data ecosystems that can be applied
to trustworthy Al scenarios. The
project’'s flexible architecture allows
users to tailor data workflows and
policies to meet sector-specific
requirements, making DataBri-X a
valuable resource for any organization
seeking reliable data.

3. DataBri-X: A comprehensive
toolset for enhanced data
governance and interoperability

DataBri-X provides a robust suite of
tools designed to enhance data
interoperability and governance
within  European Data  Spaces,
supporting the responsible
management and utilization of data
across sectors. This toolset enables
organizations to handle, process, and
share data in ways that align with the
principles of trustworthy Al, such as
transparency, data integrity, and
privacy protection.

The project’'s innovative approach
leverages three core elements:

1

a. A versatile set of interoperable

tools: DataBri-X provides a
collection of tools that address
various stages of the data
lifecycle, including data
acquisition, processing, analysis,
and visualisation. These tools
are designed to enhance data
quality, interoperability, and
usability  while promoting
transparency and
accountability. Examples of
these tools include those for:

e Data governance process
integration (e.g., JenPlane)
[2]

e Integration standards (e.g.,
Docker, OpenAPI)

o Use case-specific
requirements for tools, such
as those for Twitter data

analysis (TwitHoard),
semantic analysis
(PoolParty), and data
visualisation (DataViz) [2]

e Document structure
recognition and

classification (DSR) [2]

Additionally, DataBri-X
emphasizes the refinement
and expansion of these tools,
enhancing their
functionality, integration,
and performance to align
seamlessly with the overall
DataBri-X framework.

b. JenPlane: A comprehensive

data governance process: The
project utilizes JenPlane as its
Data Governance Process, an
approach that provides an
ontology for specifying
governing rules and generating
concrete governance processes
known as ‘"profiles". These
profiles can be further tailored
into  projects, guaranteeing
meticulous data handling and
compliance [9].

Each tool within the DataBri-X
toolset undergoes a registration
process in a centralized
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repository, providing a
specification that encompasses
metadata about the tool's
functionalities and services. This
metadata-driven approach
streamlines the integration of
tools with JenPlane, enabling
the identification of suitable
services to fulfil project activities

(1] [2].

c. Workflow orchestration:
DataBri-X enables users to
create and deploy flexible
workflows that integrate
various tools and processes
according to their specific
needs and optimization
objectives [7]. This orchestration
capability promotes efficiency
and reduces the energy
footprint of data processing
tasks. Users can define data
governance constraints within
JenPlane, apply them to
datasets and the toolset, and
highlight them when using
DataBri-X.

These core capabilities of DataBri-X
create a foundation for responsible
data practices within European Data
Spaces.

4. Key features of the DataBri-X
toolset

The DataBri-X toolset encompasses a
wide array of tools and technologies
that are designed to improve data
mMmanagement practices across
European Data Spaces. These tools,
which are provided by the project
partner organizations, are categorized
based on their functionalities within
the data lifecycle:

a. Data provenance,
preservation, security, privacy,
and integrity

DataBri-X prioritizes data integrity and
verifiable provenance, ensuring
accountability and transparency in
data management. The project
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addresses this need through various
tools and components. Data
Provenance Application
Programming Interface (API) is a tool
that tracks the origin and history of
data, facilitating audits and fostering
trust. The toolset also includes
components for data preservation
and publishing, such as the Open
Research Knowledge Graph (ORKG)
and the DataCite Connector, enabling
researchers and organizations to share
their data openly and ensure its long-
term accessibility.

To guarantee data integrity and

prevent tampering, DataBri-X
incorporates the Basic Keyless
Signature Infrastructure (KSl)
technology, providing immutable

signatures for data verification. For
privacy-preserving computation, the
toolset leverages Real World Data
Engine (RWD-E), enabling secure
multi-party collaboration on sensitive
data without compromising individual
privacy [4] [8].

b. Data acquisition, access,
discovery and ingestion

The DataBri-X toolset facilitates
efficient data acquisition, access, and
ingestion through tools like KnowDE,
CostNOUS, and NetNOUS. These tools
support data slicing and dicing,
synthetic data generation, and data
anonymisation, enabling the creation
of diverse datasets while preserving
privacy [2] [8].

For data discovery and exploration, the
toolset integrates KnowDE,
PoolParty, and RDFox, providing
advanced search, recommendation,
and knowledge graph capabilities. The
SDM-RDFizer tool streamlines the
transformation of data to RDF,
enabling its  annotation  using

ontologies and facilitating
FAIRification, making data Findable,
Accessible, Interoperable, and

Reusable [4] [5] [8].
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Access to controlled vocabularies and
terminologies is provided through
Terminology Service (TRS),
supporting the accurate labelling and
classification of data [4].

c. Data quality management

DataBri-X recognises that a one-size-
fits-all approach simply will not cutitin
the diverse world of data
management. That is why the project
embraces a hybrid approach,
seamlessly integrating both open-
source and commercial data.

High-quality data is crucial for the
development of reliable data
management systems. DataBri-X
addresses this aspect through tools
like Political Bias Identification (PBI).
PBI supports the identification of data
integrity issues and potential biases,
mitigating the risk of unfair or
discriminatory outcomes [7].

d. Data interoperability

DataBri-X promotes interoperability
through a suite of tools that enable
seamless data exchange and
integration across different systems
and platforms. Tools like Legal Entity
Recognition (LER), Temporal
Expression Analysis (TIMEX), and
Document Structure Recognition
(DSR) support named entity

recognition, temporal data
enrichment, and document structure
recognition, facilitating the

harmonization of data from diverse
sources [2] [4].

The PoolParty Semantic Suite plays a
central role in data interoperability.
This suite enables the creation and
Mmaintenance of vocabularies,
taxonomies, ontologies, and
knowledge graphs, providing a shared
semantic framework for data
annotation and classification. This
semantic approach empowers the
DataBri-X toolset to  overcome
challenges associated with data
heterogeneity and ensure the

meaningful exchange of information
[2] [8].

e. Metadata management

Metadata plays a critical role in
describing and contextualizing data,
enhancing its discoverability and
usability. DataBri-X incorporates tools
for metadata management, including
the PoolParty Semantic Suite, which
offers NLP-based metadata
annotation  and labelling.  This
automated approach facilitates the
creation of dynamic metadata and
augmented data, providing rich
descriptions that improve data
understanding and facilitate effective
data reuse [1].

f. Data visualization

Effective data visualization is essential
for communicating insights and
supporting data-driven  decision-
making. DataBri-X includes tools like
DataViz, which provides interactive
visualization capabilities, enabling
users to explore data patterns, identify
trends, and extract meaningful
information. The toolset also
integrates TwitHoard and LOCI, which
offer specialized visualization
functionalities for specific data types,
tailoring the presentation to the
unique characteristics of the data [4]
[8].

g. Data storage and reasoning

DataBri-X utilizes RDFox, a high-
performance Resource Description
Framework (RDF) graph database, for
efficient data storage and reasoning.
RDFox supports complex queries and
inferences on linked data,
empowering the toolset to handle
large datasets and extract valuable
insights [3].

5. Empowering European Data
Spaces

DataBri-X aligns seamlessly with the
EU’s vision for data-driven innovation
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by integrating with the Data Spaces
ecosystem. Data Spaces are secure
and trusted data-sharing and data
trade environments that allow
organizations and individuals to
access, process, and share their data
under defined conditions. By adhering
to standards like the International
Data Spaces (IDS) Reference
Architecture Model (IDS-RAM) [11],
DataBri-X leverages the benefits of
Data Spaces, including:

« Data sovereignty:. Individuals
and organizations retain control
over their data, determining
how it is accessed and used.

o Decentralized data
ecosystems: Data Spaces
promote a distributed approach
to data management, reducing
reliance on centralized
platforms and empowering
data owners.

e Standardized interoperability:
Data Spaces facilitate seamless
data exchange through the
adoption of common standards
and protocols, breaking down
data silos and enabling
interoperability across different
systems.

e Value-adding apps: Data
Spaces foster the development
of innovative applications that
leverage shared data to create
new products, services, and
insights.

e Emergence of data markets:
Data Spaces enable the creation
of secure and transparent data
marketplaces where data can
be traded and monetized under
defined conditions.

A key element of DataBri-X's Data
Space integration is the DataBri-X
Resource Connector, a component
designed to retrieve external data
sources like language resources,
taxonomies, and trained Al models
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from platforms such as the European
Language Grid (ELG) [1]. This
connector promotes energy-efficient
data management by reusing existing
resources and ensuring
interoperability within the DataBri-X
platform [6].

6. DataBri-X Use
Demonstrating
applicability

Cases:
real-world

DataBri-X's impact extends beyond
theoretical frameworks and
technological advancements,
manifesting in its application within
three real-life Use Cases (UCs)
designed to showcase the toolset's
potential in driving innovation and
improving decision-making across
diverse domains.

a. Use Case 1: The Operator Data
Space (Telecommunications)

Led by NOVA, this UC focuses on
leveraging advanced data-driven
analytics in the telecom domain to
enhance business value propositions,
improve customer service
experiences, and contribute to social
impact through innovative and user-
friendly telecom services.

Data from the marketing,
infrastructure and customer support
departments of the company are
utilized to automatize and enhance
various analytical procedures. These
include the forecasting of traffic for
specific components to predict and
prevent failures in the NOVA
infrastructure, clustering of users
based on their activities to create
tailor-made offerings and sentiment
analysis of call centre interactions to
better train NOVA personnel. The
initial trials of Use Case 1 have
demonstrated  promising  results,
exceeding expectations in terms of
deployment time, achieving
significant improvements in KPIs and
enhancing the business value of the
toolbox for the company [10].
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b. Use Case 2: The Energy Data
Space

Led by Siemens, this UC aims to
establish a large-scale  energy
community data market, overcoming
challenges associated with data
heterogeneity and ensuring data
quality, privacy, and security. This UC
utilizes the  Siemens  BIFROST
simulation tool to test the feasibility of
different energy community setups
and leverages various DataBri-X tools,
for example, for data discovery,
transformation, and validation: tools
like PoolParty and SDM-RDFizer are
used to ensure data quality, harmonize
data from different sources, and
enable interoperability [9].

The project seeks to demonstrate the
feasibility and benefits of forming
energy communities, contributing to
the EU's goals on green energy and
industry decarbonisation [9].

c. Use Case 3: The Legal Data
Space

Spearheaded by Wolters Kluwer
Deutschland, this UC focuses on
creating a European Legal Data Space,
providing access to and analysis of
legal information, fostering
transparency and justice, and enabling
the development of smart legal
services. This UC aims to improve data
privacy and legal compliance using
tools such as KnowDE and the Data
Anonymizer [1], create a core legal
knowledge graph using tools like
PoolParty, RDFox, and LER [4],
enhance search capabilities via the
knowledge graph [1], and support
cross-country and cross-language
legal analyses [1].

By implementing DataBri-X tools and
methodologies, the project aims to
empower legal professionals,
researchers, and citizens with access
to legal information, fostering a more
transparent and just legal system [1].

7. Application scenarios for
DataBri-X in responsible data
ecosystems

DataBri-X provides a flexible suite of
tools and processes that organizations
can leverage to strengthen their data
governance and interoperability
practices, which are foundational for
responsible data ecosystems. While
DataBri-X is not specifically aimed at Al
compliance or  trustworthy Al
certification, its capabilities align with
key principles of trustworthy Al, such
as transparency, privacy, and data
integrity.

The following are some potential
application scenarios demonstrating
how DataBri-X's components can
support responsible data
management and indirectly benefit
trustworthy Al efforts:

a. Privacy-preserving data
sharing for health applications

DataBri-X's privacy-centric tools like
RWD-E can enable healthcare
providers to securely share and
manage patient data across
institutions. This approach facilitates
privacy compliance, which is essential
for responsibly handling sensitive
health data in Al-powered diagnostics
and medical research.

b. Data quality management
in manufacturing and
smart industry

With tools like PoolParty for semantic
data enrichment and JenPlane for
workflow governance, DataBri-X can
improve data accuracy and
interoperability within the
manufacturing sector. This ensures
that data used in Al-driven industrial
applications is reliable and adheres to
organizational standards, indirectly
supporting responsible automation
practices.
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c. Data governance in public
sector data spaces

Public institutions managing vast
datasets, such as transport or
environmental data, can use DataBri-
X's governance and orchestration tools
to maintain transparency and data
accountability. These features align
with public sector values of openness
and responsibility, providing a strong
basis for ethically governed data
ecosystems  that can support
trustworthy Al solutions in public
policy and urban planning.

By enabling robust data governance,
interoperability, and privacy-
preserving mechanisms, DataBri-X
empowers organizations to create
responsible data ecosystems that align
with European values and regulations.
These capabilities position DataBri-X
as a valuable toolkit for organizations
aiming to responsibly manage and
utilize data, including those exploring
applications in Al.

8. Conclusion

DataBri-X plays a pivotal role in
advancing responsible data
governance  and interoperability
within European Data Spaces. By
providing a comprehensive toolkit
that supports data quality, privacy, and
integrity, DataBri-X enables
organizations to Create data
ecosystems that align with European
values and regulatory standards. The
project's approach underscores the
importance of high-quality,
interoperable data as a cornerstone for
Europe’s digital future.

9. Future directions

As DataBri-X progresses, the project
will continue to refine and enhance its
toolset, incorporating new
technologies and expanding its
capabilities to address emerging
challenges in the data economy. The

6
project  wiill also  deepen its
engagement with stakeholders across
different sectors, fostering

collaboration and promoting the
adoption of DataBri-X tools and
methodologies.

Key future directions for DataBri-X
include:

e Expanding the DataBri-X
toolset:. The project will
continue to integrate new tools
and technologies, particularly in
areas such as privacy-
enhancing technologies, data
analytics, and visualization.

e Strengthening data
governance mechanisms:
DataBri-X will further refine its
data governance processes,
ensuring compliance  with
evolving regulations and ethical
standards.

e Fostering collaboration and
knowledge sharing: DataBri-X
will actively engage with other
research  projects, industry
partners, and policymakers to
promote knowledge exchange
and best practices in data
management.

e Supporting the development
of European Data Spaces:
DataBri-X will continue to align
its toolset with Data Space
standards.

By pursuing these future directions,
DataBri-X will play a crucial role in
shaping the future of data-driven
innovation in Europe, enabling the
development and deployment of
secure and trustworthy data
ecosystems that benefit society and
contribute to a more sustainable and
inclusive future.
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