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Executive summary

Databri-X aims to provide a framework that will support the implementation of data management projects
under a wide range of applications. It incorporates a variety of tools covering all the steps needed for such
implementations. In order to standardize and automate the combination of these tools, DataBri-X is based on
the JenPlane methodology that organizes and details the data management processes. The so called DataBri-
X toolbox includes these tools, their definitions and implementations. Integrating the tools not only in the
toolbox but under the conceptual JenPlane methodology, requires a well-defined architecture and an
integration on different levels. Three levels of integration have been identified: the conceptual, the operational
and the system, which are described in this deliverable. The requirements of these different levels combine
technologies, methodologies, processes as well as guidelines to conform also to the IDSA and GAIA-X
initiatives. These requirements are summarized below, and they are detailed in the remainder of this
deliverable.

Conceptual level:
JenPlane Methodology and Governance Process, IDS framework
Operational level:

DataBri-X Resource Connector, Deployment and Workflow Management, IDS Connector and Connector Test
Framework, Containerization, CI/CD, platform services for monitoring and auditing.

System level:

OpenAPI, Container registry, Docker Containerization, Kubernetes, infrastructure system requirements,
DataBri-X Resource Connector, GitLab.

Open source technologies have been selected, like Argo?, Helm?, Jenkins®, Kubernetes*, Docker®, GitLab® etc.

Apart from the toolbox implementation requirements, general evaluation requirements and guidelines are also
provided in this deliverable. Evaluation will be performed for each tool. In addition, the whole DataBri-X
toolbox will be evaluated in the context of the three Use Cases as they have been described in the related
deliverables.

! https://argoproj.github.io/
2 https://helm.sh/

3 https://www.jenkins.io/

4 https://kubernetes.io/

S https://www.docker.com/
8 https://gitlab.com/
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D4.1: Specification and Evaluation Requirements of the DataBri-X toolbox

1 Introduction

Databri-X aims to provide a framework that will support the implementation of data management projects
under a wide range of applications. The WP4 deals with the DataBri-X toolbox integration and deployment
and this deliverable is mainly related to the task T4.1 - System-Level Integration. This deliverable - D4.1:
Specification and Evaluation Requirements of the DataBri-X toolbox aims to provide the requirements of the
toolbox, divided into three main categories: conceptual, operational and system.

Relevant information from other deliverables from WP2 and WP3 has been gathered and incorporated in this
document to give an overall, complete presentation of the DataBri-X toolbox specification.

1.1 Mapping Projects’ Outputs

The purpose of this section is to map DataBri-X Grand Agreement (GA) commitments, both within the formal
Deliverable and Task description, against the project’s respective outputs and work performed.

Table 1: Adherence to DataBri-X GA Deliverable and Task(s) descriptions.

DataBri-X Task

Respective

document

Justification

Task T4.1 — System-Level
(Leader: LST) [3-34]

Integration

T4.1 is concerned with the seamless and
automated deployment, execution and
performance management of chains of tools in
particular execution orders. By adopting
containerisation and related declarative
deployment management technologies (e.g.,
Docker, Kubernetes, Helm, Antos, or JuJu51),
tools are viewed as standalone services
consuming data from other tools and
producing data for other tools (input/output).
In this context, models for generically
describing tool dependencies can be specified
along with concrete requirements for tool
containerisation e.g., exporting dependencies
as environment variables. In addition, a
suitable ‘data-lineage-graph’ model will be
specified for abstracting tool ordering and
related scheduling requirements and the
specification of workflows and dataflows. All
this modelling work will be undertaken in
close collaboration with WP2 and WP3.
Automated instantiation of tool-chains is then
achieved by translating the respective lineage-
graphs into appropriate configurations of the
adopted  deployment  manager e.g.,
specification of location of container images,
environment and DNS settings for seamless
service access among containers. For
fulfilling scheduled execution requirements,
an ‘orchestration’ facility will be developed
building on relevant open-source works (like

chapter(s)

Chapters 1-6

Throughout the deliverable we describe
the various levels of integration of the
Databri-X toolbox, divided into three main
categories, conceptual, operational and
system.

Chapter 1 provides an overview of the
different levels.

Chapter 2 refers to the conceptual level
requirements that are based mainly on the
JenPlane methodology.

Chapter 3 deals with the operational level
requirements, that are related to the
toolbox workflow and the integration with
the governance process.

Requirements about tools containerization
and deployment are provided in Chapter 4.
Last, evaluation requirements are
presented in Chapter 5.

Grant Agreement: 101070069
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Airflow or Atlas52). Finally, for performance
management, an ‘instrumentation’ facility
will be provided - as library to WP3 - for
allowing tools/containers to record metrics of
their activities which will be accessible to
authorized users through a monitoring
dashboard. Note that available deployment
management technologies inherently provide
generic performance management
capabilities, most notably load-balancing,
auto-scaling and fail-safety.

Grant Agreement: 101070069
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1.2 Databri-x toolbox Integration specification in three integration Layers:
Conceptual, Operational and System.

The DataBri-X platform is designed to select tools from the tool repository to satisfy processing steps for
JenPlane projects. This selection of tools is done based on criteria of the project and metadata descriptions for
each tool. This flexible approach of assembling services to fulfil Use Cases benefits from a loose association
of tools with each other so that they can be modified or exchanged easily without affecting other tools in the
process. This architectural approach is known as a service-oriented architecture, which composes workflow
processes from loosely coupled services. For DataBri-X, this is the advised architecture to keep the tools and
services as independent as possible and thereby provide high flexibility for service composition.

In order to support the above-mentioned architecture DataBri-X provides a standard-based integration using a
service-oriented architecture based on OpenAPI.

Furthermore, to achieve its goal, DataBri-X requires an integration at three different levels; conceptual,
operational and system that will be described in the next chapters.

Following are basic definitions and an overview of the key specifications for all the three levels.

OpenAPI Specification

A service-oriented architecture such as the one that DataBri-X is using, needs to define interfaces for the
services to interact. A common standard for services is to implement them as Web services based on W3C
standards. This supports the loose coupling of services and provides a flexible way of deploying, running and
integrating them. An important point for loosely coupled services is a clear description of the interfaces for
integration of services, possibly with a semi-automatic approach. For this, DataBri-X decides to use the
OpenAPI Specification (OAS) [1], a specification that defines a standard, machine-readable language to define
HTTP-based Web APIs. Descriptions are intended for human readers as well as for programmatic
consumption, thereby providing semi-automatic support for service integration. DataBri-X tools will provide
OpenAPI descriptions for all services provided to the DataBri-X platform.

JenPlane Integration
For integration with JenPlane, every DataBri-X tool will provide a metadata specification based on the
JenPlane ontology.

IDS integration
The technical requirements for participating in a given data space depend on the IDS role of the participant.
These are outlined in section 1.3

Deployment
DataBri-X aims for an easy and standard-based deployment via Docker [2] and related software.

Docker

Docker’ is a virtualisation technology that abstracts on operating system level and runs software as
components, called containers. These containers can be layered and build on each other. Containers are
intended to run self-contained services, thereby supporting paradigms like microservice architectures and
continuous delivery. Docker became a state of the art for running services in a standardized way. Other
technologies, like Kubernetes, build on the container concept and provide orchestration for automatic
deployment and scaling on top of it. DataBri-X tools will be delivered as Docker containers. Docker therefore
provides a basis for standardized deployment and provisioning within the DataBri-X platform.

7 https://www.docker.com/

Grant Agreement: 101070069 -15-
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Packaging and Documentation Requirements
DataBri-X tools Docker containers provide either

o adefault configuration to start up the tool without further manual steps needed
e oran installation manual that provide detailed information on what to do to start up the tool via Docker

Generally, running a DataBri-X tool via Docker should be possible without any further support needed, and as
automatically as possible.

Deployment and Workflow Management
On top of Dockerization for all tools, we introduce additional software to further support easy provisioning
within the DataBri-X platform.

Helm® is a package manager for Kubernetes®. It uses a packaging format called charts [3], which are a
collection of files that describe a related set of Kubernetes resources. Charts are intended to be published to
help to define, install and upgrade the DataBri-X tools.

Argo®’ is a toolset for Kubernetes to implement workflows and help with rollout and continuous deployment.
It also provides Charts for Helm. Argo is the preferred software to implement the tool governance for JenPlane
projects.

Docker registry will be used for delivery / auto-provisioning.

Security Considerations

Security of the DataBri-X platform will be based on IDS principles using an Identity Provider (here: CA and
DAPS, “Dynamic Attribute Provisioning Service”) [4]. In addition, each tool will provide assertions for data
confidentiality and integrity as part of the description of their functionality.

Datasets and Formats (IDS)

DataBri-X metadata is based on Semantic Web standards, like RDF! and OWL?, to describe the DataBri-X
tools for JenPlane. DataBri-X provides access to datasets based on IDS standards and protocols. The
descriptions of these datasets are also based on Semantic Web technologies. The actual provided data is
heterogeneous and can range from natural language to RDF-based resources.

1.3 IDS Framework

The International Data Spaces Association (IDSA) is the defining organisation of IDS standards and protocols,
which aim to bring data sovereignty to distributed data ecosystems. Specifically, IDS is addressing the
following strategic requirements:

Trust — all participants and connectors in the given ecosystem are certified.

Data Sovereignty by Usage Control — data providers can decide about the use of their data via policies.
Ecosystem of Data — all data is provided in a decentralized approach.

Standardized Interoperability — use of knowledge representation standards.

Value Adding Apps — applications can be easily added to data connectors.

Data Markets — new business model providing data-driven services.

8 https://helm.sh/

9 https://kubernetes.io/

10 https://argoproj.github.io/

1 https://www.w3.0rg/TR/rdf11-concepts/

12 https://www.w3.0rg/TR/2012/REC-owl2-primer-20121211/
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Based on these goals, IDSA is defining a Reference Architecture Model (IDS-RAM) which defines
fundamental concepts for Data Sovereignty, Data Sharing and Data Exchange. Focusing on the generalization
of concepts, functionality, and overall processes involved in the creation of a secure “network of trusted data”,
the IDS-RAM resides at a higher abstraction level than common architecture models of concrete software
solutions do. The document provides an overview supplemented by dedicated architecture specifications
defining the individual components of the International Data Spaces.

The model is made up of five layers: The Business Layer specifies and categorizes the different roles which
the Participants of the International Data Space can assume, and it specifies the main activities and interactions
connected with each of these roles. The Functional Layer defines the functional requirements of the
International Data Spaces, plus the concrete features to be derived from these. The Process Layer specifies the
interactions taking place between the different components of the International Data Spaces; it provides a
dynamic view of the Reference Architecture Model. The Information Layer defines a conceptual model which
makes use of linked-data principles for describing both the static and the dynamic aspects of the International
Data Spaces’s constituents. The System Layer is concerned with the decomposition of the logical software
components, considering aspects such as integration, configuration, deployment, and extensibility of these
components.

In addition, the Reference Architecture Model comprises three perspectives that need to be implemented across
all five layers: Security, Certification, and Governance. The Security Perspective defines the common security
measures for the International Data Spaces and the concepts for Data Usage Control. The Certification
Perspective describes the IDS Certification Scheme as a foundation for every interaction in the IDS. The
Governance Perspective describes the Responsibilities of the Roles in the IDS.

Data Space Protocol has two layers: Control Plane (Control Tower) and Dataplane (Runways).

1.The control plane decides who can access the data and how. Responsible for things like contract negotiations,
publishing data catalogs, and setting up usage agreements.

Catalog Protocol helps everyone see what data is available.
Contract Negotiation Protocol is where requirements are fulfilled to get a permission to access the data.
Transfer Process Protocol is about using the data once you have permission.

In-band data transfer sends data along with its metadata or control information on the same communication
channel., the same “frequency”, “connection” or “means of communication” is used for all transfers.

Out-of-band data transfer

Sending data while the control information or metadata is communicated via a separate channel for a selected
subset of communication, a different, dedicated band is selected example: main process is using HTTP, user
identity verification subprocess uses SMTP (email)

2. Dataplane (Runways): This is where the action (data sharing) happens. It's where planes (or data) land and
take off.

Once permissions are granted by the control plane, the dataplane takes care of the actual movement of data.

Based on IDS-RAM the IDS-Specification (IDS-G) specifies components that participate in data ecosystems.
Here, we will specifically address components that we propose to be implemented to bring the DataBri-X
platform to the IDS world and establish conformance with IDS-RAM and IDS-G.

IDS uses a layered architectural model. On the top level, this is the business model, and we identify the
following Core Participant roles to be addressed in DataBri-X:

Grant Agreement: 101070069 -17-
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Data Owner: Core Participant having complete control over the data it makes available in the International
Data Spaces; defines the terms and conditions of use of its data.

Data Provider: Core Participant exposing Data Sources via a Connector; a Data Provider may be an enterprise
or other organization, a data marketplace, an individual, or a “smart thing”.

Data Consumer: Core Participant in the International Data Spaces requesting and using data provided by
a Data Provider.

Data User: has the legal right to use the data; usually also the Data Consumer.
App Provider: develop Data Apps to be used in the data space.

As a summary, we have the Data Owner/Provider introducing data sources into the DataBri-X platform and
we have the Data Consumer/User being represented by DataBri-X tools. Consortium partners act as App
Providers, bringing their tools to the DataBri-X platform as IDS Data Apps.

Data App: self-contained, self-descriptive software package that is distributed via the App Store and deployed
inside a Connector; provides access to data and data processing capabilities; the interface of a Data App is
semantically described by the IDS Vocabulary.

App Store: secure platform for distributing Data Apps; features different search options (e.g. by functional or
non-functional properties, pricing model, certification status, community ratings, etc.).

Furthermore, we identify the following Intermediary roles needed for the DataBri-X platform:

Identity Provider: intermediary offering services to create, maintain, manage and validate identity information
of and for Participants in the International Data Spaces.

App Store Provider: responsible for managing information about Data Apps offered by App Providers; should
provide interfaces for publishing and retrieving Data Apps + metadata.

The App Store will be the central toolbox repository to provide tools for provisioning and the identity provider
will enable platform-wide secure operations.

These are the mandatory IDS roles envisioned for IDS compliance of the DataBri-X platform. Further IDS
roles might be introduced on demand.
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2 Conceptual level integration specifications

In the conceptual level, DataBri-X is based on the JenPlane methodology. This methodology integrates various
tools under a common conceptual level that facilitates the combination of tools/applications to implement a
data management project. The methodology is described in detail in the corresponding deliverable D2.2 and
we briefly present it in the following sections.

2.1 The JenPlane methodology

Governance Process

DataBri-X proposes the JenPlane Governance Process, as illustrated in the following figure, a two-
dimensional Cartesian-like plane, in that the x- and y-axes represent phases and disciplines, respectively. A
phase is a stage of the project with a predefined focus that leads the work towards achieving a set of targeted
objectives in a specific timespan. We have identified four phases, namely: conception, implementation,
publishing, and preservation. Phases can be repeated in a run, and do not need to have equal timespan.
However, each phase should satisfy its exit criteria to be able to proceed to the next phase. A discipline, on the
vertical axis, is a set of correlated activities that, when performed, makes a measurable progress in the data-
centric project. We have incorporated the following disciplines: plan, acquire, assure, describe, preserve,
discover, integrate, analyze, maintain, and execute.

Discipline Unit of Work

Acquire I—||_I . T

Assure

i

| e [ H —

Describe

Hi

I
1
|
|
!

{Presewe] | | | | ||_|—‘
[IntegrateJ = l_‘l—] p— | —
| T = - =
Conception Implementation Publishing Preservation
Phase

Figure 1 The design surface of an exemplary governance process

An execution plan is developed by placing the required activities in their respective disciplines’ lanes on the
plane. Each task (activity instance) is visualized as a rectangle that its width and height indicate the duration
and effort estimation needed to complete it, respectively. The phases, as well as the characteristics of the
project (requirements, size, team, time, and budget), may influence these dimensions.

It is possible for a discipline or an activity to be utilized several times in different phases. For example, a
planning activity gains more weight in conception and fades out over the course of the project, while analysis
activities start in mid-conception, get full focus on implementation, and may still need attention during
publishing phases. Also, multiple activities of different disciplines can run in parallel. However, each task's
objective should remain aligned according to the phase’s focus and exit criteria. For instance, an analysis task
in the conception phase may utilize multiple methodologies to perform experimentation on a small sample of
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a designated dataset, while the same task in the implementation phase conducts a full-fledged analysis using
the chosen methodology on the whole dataset.

The Process Specification

The JenPlane Governance Process®, or JenPlane for short, is the process that governs a data project. DataBri-
X will develop an ontology as shown in Figure 2 to formally and officially specify the process structure,
phases, disciplines, and other governing rules. The development will be organized on a code repository
accessible to all partners®*. Based on this ontology, a set of concrete governance processes, known as profiles,
will be developed. These profiles are designed to manage different and various types of projects. At the
planning time, a user will choose one of these profiles as the basis for his/her specific data project and
customizes it to fit its requirements and limitations. When the user has applied all of the customizations, the
user persists in this instance as a project.

<http://jenplance.org/> rdf:type owl:Ontology :
dec:title “"Jenplane Ontology"{@en:
dc:description "The ontology to model Jenplane: a governance process
vann:preferredNamespaceUri "http://jenplance.org/" ;
vann:preferredNamespacePrefix “jp"{@en :
bibo:status "Draft"f@en :

schema:schemaVersion "1.06.0" :

dc:creator “Javad Chamanara" ;
dcterms:contributor <https://orcid.org/0008-0001-5390-1584>
dcterms:1license "MIT License"@en ;

rdfs:seeAlso <https://databri-x.eus .

:Process rdf:type owl:Class;
rdfs:comment "process."@en ;
rdfs:label "Process"(@IRI-based;
rdfs:label "Process"(@en ;

:version schema:schemaVersion ;

:phases rdf:Seq ;

:discplines rdf:Seq .

:Phase rdf:type owl:Class;
rdfs:comment “"phase..."@en ;
rdfs:label "Phase"@IRI-based;
rdfs:label "Phase"@en .

Figure 2 A Scrap of the JenPlane Governance Process Ontology

The Process Designer Application

The Governance Process Designer (GPD) application®® is a web-based application that allows authorized users
to load process profiles and customize them for specific projects. It also supports the user to find and solve
process level issues, such as non-proportional efforts between various activities, disciplines or phases.

The designer application will be integrated with a recommendation engine that enables users to obtain a list of
recommended software tools (from the DataBri-X tool repository) that best realize the process activities. The
recommendation engine takes into account various user customizations including the supported optimization

13 https://gitlab.com/databri-x/tib/gp.tib.databri-x.eu
14 https://gitlab.com/databri-x/tib/gp.tib.databri-x.eu
Bhttps://gitlab.com/databri-x/tib/designer.tib.databri-x.eu
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objectives such as energy, performance, or cost. The information required for such recommendations is
extracted from the software tool metadata manifests.

2.2 Semantic Integration of the tools

DataBri-X partners develop software tools to be used in data projects. Each software tool will be registered in
the DataBri-X tool repository. The registration process expects that each tool provides specifications for the
tool itself (ownership, licensing, etc.) as well as for each service the tool provides. This metadata is collected
according to the Jenplane Software Specification Ontology (JSSO)®. JSSO differs from the Jenplane
Governance Process Ontology that models the process itself.

The specification contains metadata needed for the integration of the tools to the JenPlane process, so that a
recommendation engine is able to identify candidate services to fulfil the activities in the project’s process.
Additionally, the metadata contains optimization information for the services, e.g., cost, time, and energy
footprint of the services. The recommender utilizes this information to come up with the best combination of
tools and services to satisfy the requirements of the process.

2.3 Execution Mechanism

When a process is designed and its optimization objective and other preferences are set, the process is fed into
a recommender to obtain the best fitting tools. The selected set of tools need to be woven together to build an
executable dataflow. This is the job of the workflow builder component. The workflow builder is integrated
with the designer and is activated by the designer’s command. Upon triggering, the workflow builder receives
the tools, services, data bindings between them and the relevant portions of the tools” metadata/specification.
The output of this component is a deployment package.

A deployment package contains all the containerized tools as well as the dataflow mechanism. Additionally,
the package may contain platform services for monitoring, health check, logging, and auditing. Depending on
the concrete details of the final runtime system, the technology and methods used in the package may differ.
At this stage, it has been decided by the consortium that the runtime system would be a cluster managed by
Kubernetes'’. This implies that all the software tools are required to be submitted as containerized Pods.

Additionally, the consortium has decided that all the services of each tool must be accessible via REST APIs.
This allows the dataflow management component to bind the service containers to each other based on their
API specifications. In order to establish the flow between the services (operations), different cluster-friendly
workflow technologies are under evaluation, however, Argo Workflow!® is the main candidate.

16 The source is available under https://gitlab.com/databri-x/tib/gp.tib.databri-x.eu under /src/ folder
17 https://kubernetes.io/
18 https://argoproj.github.io/workflows/
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3 Operational level specifications. From the conceptual process to
workflows and instances

3.1 Tool Ordering and Scheduling Requirements
Tool Integration with the Governance Process

As mentioned in Section2.2, the integration mechanism between the governance process and the tools is
organized via JSSO. Each tool will be accompanied by an instance of JSSO, which indicates where in the
process the operations of the tool can be used, what are their required data as well as their working conditions
in terms of resources required. The Governance Process Designer (GPD) uses this information to show the
users which activities can be realized by which tools/operations, and what would be the cost in terms of
resource requirements, licensing, energy, and performance. This helps users to design their processes more
wisely and, when possible, select tools that better fit their settings, situation, or constraints.

Tool Integration with other tools

Tools integrate with other tools through the native Argo Workflow feature for passing information between
workflow steps. The operations of the different tools that are linked together via the workflow, will exchange
data by passing parameters to each other’s, e.g., the output of a tool can be the input of the next tool. Parameters
can be passed in two modes, direct and referenced. In the direct mode, the actual data is passed to the other
operation. In referenced mode, a reference e.g., a file path or a URL that indicated the location of the data
object is passed. This mode is used for large data objects or for the cases that the data can not be moved based
on e.g., security policies. These kind of data objects may be called artifact. Artifacts require an existing artifact
repository. This can be an S3-compatible storage solution like AWS S3 or a self-hosted option like
CEPH/MinlO.

Tool Integration with the Workflow

As mentioned in Section 3.1, all tools are deployable to Kubernetes through helm charts. The initial block
diagram of the Workflow Builder and the Execution Manager that illustrate how workflows are composed and
executed on a designated runtime system is depicted in Figure 2.

The deployment package (created by the workflow builder) contains the following:

e Containerized tools
0 Helm charts, describing the complete set of applications for each tool.
0 Argo CD application manifest for each tool to be deployed.

e Dataflow mechanism
0 (Argo) Workflow describing the whole application flow.

e Platform services for monitoring, health check, logging, and auditing
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Figure 2 Block diagram of the Workflow Builder and the Execution Manager

Platform services for the tools: Storage, communication

Tools communicate via REST APIs, based on OAS 3.x , through which they pass information to each other,
in addition to workflow information passing described in Section 3.4.

Information can be metadata, data, or the location of the information/data (i.e., a link to an S3 bucket).
Storage options that can be used for interoperability are:

o Kubernetes persistent volume claims
e S3buckets®®

0 Managed by the tool

0 Asan Argo Workflow artifact repository
e HDFS?®

3.2 Tool Utilities for health check, instrumentation, and monitoring

Argo CD on Kubernetes handles the infrastructure setup of the tools required to run the dataflow. Argo
Workflow on Kubernetes executes the exact steps required for dataflow. Kubernetes health checks are provided
by each tool (as mentioned in Section 3.1). Centralized logging for each toolbox is handled by:

o Elasticsearch instances; data store for the logs
o Fluentd instances (daemonset); logs collector, forwarder to Elasticsearch

19 https://aws.amazon.com/s3/
20 https://www.ibm.com/topics/hdfs
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¢ Kibana instance; navigate, search and visualise the logs
Performance metrics are handled by:

e Prometheus; data store for metrics
e Grafana; navigate and visualise metrics

3.3 Tool Utilities for Auditing, Authentication, and Authorization

REST APIs shall be secured through mTLS for traffic encryption between different services. Tools should
listen to the REST endpoints using TLS certificates and provide the public certificate to a Kubernetes secret
for the clients (other tools) to use. Cert-manager? (Kubernetes operator) might be used for obtaining,
renewing, and using certificates. Regarding the security and access to the tools, the following cases will be
evaluated:

1. Each DataBri-X user’s workflow spins up a new instance of each service used, in their own namespace
(dynamically created by the orchestrator) as shown in Figure 3.

2. Each DataBri-X user is also a user in each service (through a central DB-X 1AM provider like
Keycloak??) and thus only one instance of each service is needed in total.

A mix of both is also possible, depending on the service. Both approaches are under research and will be
investigated in more detail.
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Figure 3 An example of compartmenting a cluster into namespaces for security purposes.

3.4 Requirements for IDS conformance
DataBri-X Resource Connector

The Connector is the central technological building block of IDS. It allows participants to exchange, share and
process digital content. At the same time, the Connector ensures that the data sovereignty of the Data Owner
is always guaranteed by given usage control.

Based on the IDS Connector, DataBri-X will provide a DataBri-X Resource Connector with the idea to
introduce data resources, like language resources, taxonomies and trained Al models, into the DataBri-X
platform that are needed as sources to operate the tools. The technical requirements are based on the IDS
Connector architecture of the IDS-RAM.

The requirements cover integrating the European Language Grid (ELG) into the DataBri-X platform and will
be verified by test and demonstration. Further 3" party data sources will be introduced based on the needs of
the Use Cases.

2L https://cert-manager.io/
22 https://github.com/keycloak/keycloak
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Finally, the DataBri-X Resource Connector needs to support the reuse of existing data source instead of
generating them newly, like for trained Al models, to enable energy efficient data management by reducing
the processing power needed.

As a summary, the requirements for the DataBri-X Resource Connector are:

¢ IDS Connector compliance
e Acts as a Data Provider, providing ELG as a data source to tools that act as Data Consumers
e Provides energy efficiency by reusing existing data

IDS Connector and Connector Test Framework

In addition to the DataBri-X Resource Connector, we define the following technical requirements for DataBri-
X platform and tools:

e The DataBri-X platform functions as an App Store Provider for the DataBri-X tools.

o All partners act as App Providers, providing their tools as apps to the platform.

e The DataBri-X platform integrates with an Identity Provider.

o All tools use the Identity Provider to enable secure interaction within the platform.

o Specific tools act as Data Providers, introducing data sources to the platform. This is done for Use
Case specific sources needed to fulfil the Use Case.

e Specific tools act as Data Consumers. As with Data Providers, this is Use Case specific and only
implemented for tools which need mandatory data access to fulfil their role in the Use Case.
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3.5 Gaia-X conformance

GAIA-X [5] is an initiative of the European Union to create a federated European data infrastructure. Similar
to IDS, GAIA-X aims for data sovereignty of ecosystem participants. However, GAIA-X provides a more
general approach with the idea of federated services and does not focus on data spaces and nested service
instances as secure gateways (IDS Connector) in the same ways as IDS does.

While the DataBri-X platform is based on IDS standards, we will assess conformance with the current version
(2023) of the GAIA-X architecture, outline how components satisfy specific GAIA-X requirements and ensure
that DataBri-X is on a good basis to be introduced into GAIA-X.

DataBri-X tools are envisioned to be implemented as GAIA-X Services — based on the IDS Connector — within
the DataBri-X platform. To implement Use Cases, tools can be provisioned standalone or in relation to other
tools, thereby by turning them into more complex service networks as described by GAIA-X. The DataBri-X
platform acts as a GAIA-X Service Provider and the tools also act as GAIA-X Service Consumers. Tools
represent GAIA-X Service Instances when deployed on the platform.

Data sources of DataBri-X, like the ELG, are envisioned as GAIA-X Data Assets. Data Assets are exposed via
Services, which in this case provide their data as a service to the platform. Similar to IDS, GAIA-X speaks of
Provider, Consumer and Data Owner depending on the role in the data exchange. DataBri-X tools, as GAIA-
X Services, can thereby act as one of these roles for processing data as part of Use Cases.

We align DataBri-X tools with GAIA-X Self-Descriptions by fulfilling the properties of:

e Machine-readable and machine-evaluable

e Technology-agnostic

e Adhering to a generalized schema

o Interoperable, following standards in terms of format, structure, and included expressions

o Flexible, extensible, and future-proof in terms of adding new properties and property classes
o Expressive semantics, uniquely defined by a defined schema vocabulary

However, as part of the project we will not cover

o Navigable and uniquely referenceable from anywhere, in a decentralized fashion
e Accompanied by statements of proof

We note that these two properties can be reached on demand whenever the legal requirements are fulfilled.

We note that GAIA-X alignment is a stretch goal, which is of high interest, but optional and dependent on the
progress of the project if reached.
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4 System level integration

4.1 DataBri-X Deployable Tools & Services Development

One of the DataBri-X platform’s main objectives is to be able to synthesize workflows consisting of tools that
are deployed and connected on an as-needed basis. For these deployable tools to be able to participate in
orchestrated workflows, they need to conform to certain common design principles. The scope of this section
is the development and deployment processes for deployable tools, as well as the processes’ essential assets
and products, which constitute the tool components that materialize the design principles and facilitate the
participation of deployable tools in DataBri-X workflows.

Deployable Tool Development Process

A tool that is part of the DataBri-X toolbox comprises certain components pertaining to the tool functionality
and the integration of the tool in the DataBri-X platform. This section describes the aspects of the development
process for creating a deployable tool, that is integrated in DataBri-X and can be deployed in DataBri-X
workflows. These aspects include setup of the project repository and the container registry for the tool,
OpenAPI specification generation for the tool API, containerization of the tool, and definition of the JenPlane
specification of the tool.

Project Repository Setup

To facilitate tool development, it is important to accommodate space for the development process and the
development assets. Customarily, a platform designated for tracking software development is used. Such a
platform can be self-hosted, or an external service can be used. Throughout the DataBri-X project the choice
to use GitLab [6] for the development lifecycle of the DataBri-X project’s tools was made. The development
lifecycle of a tool includes version control for recording changes to code, collaboration on code, managing
issues, maintaining a wiki, managing releases, etc. Aspects of the development lifecycle can have varying
levels of automation, and GitLab provides a web interface as well as API access to its services.

The space encompassing all tool development for the DataBri-X project is the GitLab “databri-x” group [7].
Each DataBri-X partner has a designated space for the partner’s tools, which is a subgroup of the “databri-x”
group. For each of the DataBri-X tools a GitLab project is created and maintained under the partner’s group.
Each member of a project or a group in GitLab is assigned a role. The role determines which actions the
member can perform within the project or the group’s projects, respectively. Each member of a partner’s
organization will be a direct member of the corresponding partner’s group. Members of a partner’s group will
typically have the role of Developer, Maintainer, or Owner within the group. These three roles generally
provide both read and write access to the group’s projects. Members of a specific partner’s group will
additionally have the Reporter role within all the other partners’ groups, that the members do not belong to.
The Reporter role generally provides read access to a project. According to this permission scheme, each
DataBri-X member will have read and write access to their organization’s assets, and read access to the other
organizations’ assets.

Container Registry Setup

A container registry is a repository for storing and distributing images built with Docker. Using container
registries, Docker images are versioned, stored, and retrieved in a standardized fashion, facilitating streamlined
tool deployment. Container registries are used in the DataBri-X project for storing and distributing Docker
images of the DataBri-X deployable tools.

Each deployable tool’s project in GitLab has a designated container registry that images of the tool are stored
in. To be able to view the container registry of a specific tool and pull (download) images from the registry, a
user must have the role of Reporter, Developer, Maintainer, or Owner, which is the case for all members of
the *“databri-x” group and the group’s subgroups. To be able to push (upload) images to a registry, a user must
have the role of Developer, Maintainer, or Owner, which is the case for direct members of each subgroup
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corresponding to a specific organization (partner of the DataBri-X project). For access to Docker images, a
user should first log in to the registry using their GitLab username/password pair or a Personal Access Token
created through GitLab’s web interface. To be able to pull images from a container registry using a Personal
Access Token, the token should be granted the “read_registry” scope (permission). To allow pushing images
to a container registry using a Personal Access Token, the token should additionally be granted the
“write_registry” scope. To log in to a tool container registry in order to pull/push tool images from/to the
registry, the “docker login” command is used, supplying either the GitLab username/password pair or the
Personal Access Token.

OpenAPI Specification Generation

The OpenAPI [8] specification is a specification language for the description of HTTP APIs. An OpenAPI
specification document constitutes a machine-readable description of a remote APIl. The OpenAPI
specification document of a web application is a text file commonly named “openapi.json” or “openapi.yaml”
which contains a JSON or YAML object, respectively. The specification document is typically generated in a
dynamic fashion by functionality embedded in the application that operates on the application’s code that
implements the web API. An example for Java Spring Boot projects is springdoc-openapi [9]. The springdoc-
openapi library is a Java library that implements the automatic generation of API documentation. It works by
examining an application at runtime to infer API semantics based on Spring Boot configuration, class structure,
and annotations. As example a reference DataBri-X deployable tool [10] uses Litestar for OpenAPI
specification generation. Litestar ASGI API framework incorporates custom logic to generate the OpenAPI
3.1.0 schema of the application utilizing Litestar. Since the OpenAPI specification document is a text document
containing a JSON object, other semi-automatic or manual approaches for creating the specification document
may be used. After the OpenAPI specification document has been generated, the API of the deployable tool
can be explored and interacted with, using third-party applications supporting the OpenAPI specification, such
as Swagger Ul.

Docker Containerization

A container is an application configuration that packages the application code along with all its dependencies,
so that the application runs quickly and reliably across varying computing environments. DataBri-X
deployable tools are available as Docker container images, i.e., lightweight, standalone, executable packages
of software that can be run as containers on the Docker Engine. In the rest of this section, the main elements
of building, distributing, and deploying Docker images are covered.

Create Dockerfile

A Dockerfile is a text document that is read by Docker. The Dockerfile contains the instructions for the
automatic building of a Docker image. The Docker image can subsequently be run by the Docker Engine as a
container. The Dockerfile reference [11] describes the instructions that a developer can use in a Dockerfile.
The FROM instruction [12] sets the base image that the new Docker image is built upon, and that subsequent
instructions are based upon, as well. The CMD instruction [13] provides defaults for an executing container,
specifying the executable and the execution parameters which are used when the container is run by the Docker
Engine.

Build Docker Image

Using a Dockerfile and a context (a path or a URL), the Docker image is built using the “docker build”
command. The “docker build” command follows the instructions of the Dockerfile, which reference the files
located in the context, and builds the Docker image. After building the image, the Docker Engine stores the
image in its local installation. The image can then be run as a container, exported as an archive, or uploaded
to a container registry.

Push Docker Image

To upload a Docker image from the local Docker installation to a container registry, the “docker push”
command is used. The name and tag of the Docker image to push are supplied as parameters to the command.
The “docker push” command also supports pushing all tags of an image to the registry.

Grant Agreement: 101070069 -28-



D4.1: Specification and Evaluation Requirements of the DataBri-X toolbox =Data Bri-X

Pull Docker Image

To download a Docker image from a container registry to the local Docker installation, the “docker pull”
command is used. The name and tag of the Docker image to pull are supplied as command parameters.
Downloading all tagged images from the registry is also supported by the “docker pull” command.

Run Docker Image

To deploy a tool Docker image for use, the “docker run” command [14] is used. The “docker run” command
creates and runs a new container from an image. Interaction with the running container is achieved through the
running container’s ports and the deployable tool’s provided API.

Definition of Tool JenPlane Specification

To integrate the deployable tool into JenPlane and the DataBri-X toolbox, a manifest containing the tool’s
properties is required. The JenPlane software specification [15] constitutes an ontology for expressing the
tool’s metadata in the context of the JenPlane governance process and the DataBri-X project. The definition
of the JenPlane software specification is performed manually, filling in the required properties. An example
specification [16] available from the project repository for the governance process [17] may be used as a guide.

Project Repository

i import tool components
Initial Tool Code/Docs > Tool Code/Docs
Tags
docker build
Y
Container Registry DataBri-X Platform
v | | | |
docker push I 1 docker pull I
Tool Image/Tag g | > |
Tool Images/Tags Deployable Tools

Figure 4 Typical development process of DataBri-X deployable tool

The typical development process of a DataBri-X deployable tool is illustrated in Figure 4. A project repository
for the tool is created in GitLab and populated with the tool’s code and related documents that predate the
DataBri-X project. For the course of the DataBri-X project, development of the deployable tool takes place
within the corresponding GitLab project repository. Snapshots of the repository contents are marked using
tags, to capture specific points (versions and milestones) in the tool development history. At the time that a
new release of the tool can be published, the “docker build” command is run, and a new Docker image is
created in the local Docker Engine installation. The Docker image is tagged in accordance with the current
version of the tool or the current milestone. After the Docker image has been created and tagged, it is uploaded
to the deployable tool’s container registry using the “docker push” command. The tool image is, hence, stored
in the registry and available for further distribution. Deployable tool images can be downloaded from the
container registry using the “docker pull” command. All DataBri-X partners have the access rights to run
“docker pull” to download their own tool images, as well as tool images of other partners. Most importantly,
the DataBri-X platform can run “docker pull” to automatically pull images from all container registries of the
DataBri-X project, in order to populate the set of deployable tools that can be deployed in DataBri-X
workflows. Apart from tool images that can be pulled from each deployable tool’s container registry, the
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DataBri-X platform can retrieve other tool components, such as the tool OpenAPI specification document and
the tool JenPlane specification document, from a tool’s repository.

4.2 Infrastructure requirements

Here we present the infrastructure requirements in order to be able to implement the DataBri-X toolbox and
support the different Use Cases. Hence, we provide estimates for each of the Use Cases but also, for each one
of the tools in the toolbox.

These estimates will be taken into account during the deployment and implementation and will be also used to
monitor its cost.

Pilot setup UC1

The pilot will be setup as part of the JenPlane platform that will be developed. System requirements for an
end-to-end trial will vary based on the scenarios to be executed but a guideline for a deployed VM is the
following:

e CPU: 4 Cores

e RAM: 16GB

e SSD:10GB

e Utility: Docker, Docker-Compose

An important note is that different processes and thus different tools might have different needs in terms of
setup. An example of this is the Speech to Text process that is a very GPU intensive process that is completed
in 10x more time if executed in the CPU, so it is crucial that the provided VM has enough GPU power to
handle it there.

Pilot setup UC2

The pilot (and Instance of BIFROST) will be setup at Siemens premises. BIFOST requires node.JS and
PostGres (for simulation states) and Influx (for storing time-series). The environment is deployed as a set of
containers (with BIFROST and each external module corresponding to one container). From a system
requirements point of view this will require:

e CPU: 4 Cores

e RAM:8GB

e SSD:100GB

e Networking: HTTP ports open (REST) and supporting communication between different services and
components in the cluster.

e OS: Debian based

e Utility: Docker, Docker-compose

In addition, resources for the respective tools will be required for the BIFROST tool the specifications can be
found in Deliverable 3.1.

The data-space will be integrated into the setup by using a basic TRUSTS? implementation. As for UC2
system requirements for a basic TRUSTS implementation (for Dataspace integration) is as follows:

e CPU: 4 Cores

e RAM: 16GB

e SSD: 40GB - unlimited depending on the amount of data to be stored
o Networking: port 8080 open

e OS: Debian based, tested on Debian v10, kernel 4.19.0-8-cloud-amd64

23 https://www.trusts-data.eu/
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e  Utility: Docker, Docker-compose

In addition, resources for the respective tools will be required for the BIFROST tool. The specifications can
be found in Deliverable 3.1.

The system will be set up soon after the first version of the DataBri-X toolbox is available for the Use Cases.
Pilot setup UC3

The pilot will be setup at WKD premises. System requirements for a basic TRUSTS implementation is as
follows:

e CPU: 4 Cores

e RAM: 16GB

e SSD: 40GB - unlimited depending on the amount of data to be stored
e Networking: port 8080 open

e OS: Debian based, tested on Debian v10, kernel 4.19.0-8-cloud-amd64
e Utility: Docker, Docker-compose

The cloud environment as well as the first WKD datasets (mainly German legislation and Jurisprudence) are
available. The system will be set up soon after a first version of the DataBri-X toolbox is available for the Use
Cases.

Next, we present a table with the infrastructure requirements per tool as they are provisioned by each partner.

Table 2 Infrastructure requirements per tool

Memor
Partner Tool Operation CPU GPU | vy DISK Network
2
cores, 100Mb
Web Ul 2.5GHz 0| 1GB 10GB S
2
TIB designer.tib.databri-x.eu cores,
Recommender 2.5GHz 1| 8GB 1GB 10Mbs
2
Deployment cores,
Package Builder 2.5GHz 0| 8GB 2GB 10Mbs
2
ler.dfki.databri-x.eu cores,
Entity Recognition | 2.5GHz | 0/1 | 4GB 5/10GB | 10Mbs
Temporal 2
timex.dfki.databri-x.eu Expression cores, 2/4G
Analysis 2.5GHz 0|B 5/10GB | 10Mbs
DFKI
Document 2
dsr.dfki.databri-x.eu Structure cores,
Recognition 2.5GHz | 0/1 | 4GB 5/10GB | 10Mbs
2
pbi.dfki.databri-x.eu Political Bias cores,
Identification 2.5GHz | 0/1 | 4GB 5/10GB | 10Mbs
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rc.dfki.databri-x.eu

Ressource
Connector

cores,
2.5GHz

TBD

=Data Bri-X

TBD

TBD

eBOS

dataviz.ebos.databri-x.eu

DataViz Tool (GUI
for visualisations)

cores,
2.5GHz

16GB

10GB
(solutio
n + db)

100Mb

GT

dataintegrity.gt.databri-x.eu

Sign

cores,
2.5GHz

1GB

1GB

10Mbs

Verify

cores,
2.5GHz

1GB

1GB

10Mbs

Extend

cores,
2.5GHz

1GB

1GB

10Mbs

rwde.gt.databri-x.eu

Web Ul

cores,
2.5GHz

10

100Mb

Node

cores,
2.5GHz

10

100Mb

OSsT

rdfox.ost.databri-x.eu

Server UC2

cores,
2.5GHz

16GB

16GB

100Mb

Server UC3

cores,
2.5GHz

16GB

16GB

100Mb

LST

data_anonymizer.Istech.data
bri-x.eu

Anonymize

cores,
2.5GHz

4GB

4GB

10Mbs

cost.Istech.databri-x.eu

Forecast

cores,
2.5GHz

4GB

4GB

10Mbs

net.lstech.databri-x.eu

Detect anomalies

cores,
2.5GHz

4GB

4GB

10Mbs

ARC

twithoard.arc.databri-x.eu

Summarization

cores,
2.5GHz

1GB

2GB

10Mbp

knowde.arc.databri-x.eu

Query
recommendation

cores,
2.5GHz

4GB

10GB

10Mbp

loci.arc.databri-x.eu

Change point
detection

cores,
2.5GHz

1GB

2GB

10Mbp

triplegeo.arc.databri-x.eu

Geo-to-RDF

cores,
2.5GHz

1GB

2GB

10Mbp
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2
cores, 10Mbp
SimSearch Similarity search 2.5GHz 0| 4GB 2GB s

4.3 System level integration tools and services.
Toolbox Technical Specification

The toolbox technical specification refers to the way that the various tools of the toolbox need to be setup and
operate to achieve the integration in the DataBri-X framework, under the JenPlane methodology and to support
the workflow process.

The overall integration will be based on the CI/CD pipelines illustrated in Figure 5.

& GitLab

Jenkins

= P pgthon ——)
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upload HELM chart
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@
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S
kubernetes
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Figure 5 The overall integration mechanism based on the CI/CD pipelines

The next sections present the main tools/toolbox specifications. In some cases, specifications are evaluated
and decided upon so that all the tools developers will implement them in their tools. However, some
technologies and specifications are under evaluation in this phase. They will be evaluated and decided upon in
the next months of the project and will be added to the architecture description.

Tool Specification

Tools are containerized and Kubernetes-ready. A tool provides at minimum:

e One or more Dockerfile(s) to package the application(s)
e Helm charts? for deploying the application(s), including but not limited to:
0 deployments/statefulsets
= resource limits (CPU/GPU/MEM)
* health checks probles®
e LivenessProbe
o ReadinessProbe
e StartupProbe
O services

24 https://helm.sh/
2 https://kubernetes.io/docs/tasks/configure-pod-container/configure-liveness-readiness-startup-probes/
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o persistent volume claims (if needed)

0 Kubernetes secret for REST endpoint’s mTLS public certificate (see section 3.8)

o values.yaml file to be used as a template for deployment configuration.
A YAML file based on OAS 3.x (OpenAPI Access) specifying the operations that the tool provides
including their input/output.
A minimalistic semantic description of the tool according to the Governance Process Ontology that is
used for tools registry in the toolbox, tool selection by the recommendation engine, and tool
deployment by the deployment package builder.

Tools output their logs in stdout in a standard log format (to be defined), to be picked up by Fluentd?.

The following figure illustrates the high level composition of DataBri-X tools. The functionality of the
components is summarized as follows:

Container

API

Internal API

_|
o
=3
20
>
1
(7]
e
@
(<]

| 80IAI8S
Z 90INI8S
€ 90INI8g

Figure 6 General composition of a Tool

Tools provide services or operations.

Services are accessed via internal APls.

Other tools and workflows interact with external APIs.

External APIs are unified among the toolbox (REST, OpenAPI).
Tools and services are semantically described.

Tools are containerized and helm charted.

Tool Metadata

Each tool comes with a semantic description that serves multiple purposes:

Tool on-boarding: Upon submission of each tool to the tools’ repository, the content of this metadata
file will be harvested so that the governance process has enough information about the tool, its
operations, and the relationship of the operations to the phases and disciplines of the process.

Tool Recommendation: When a governance process is designed, it is possible to realize its activities,
completely or partially, by utilizing the operations of the registered tools. The matching mechanism,
which is a multi-objective-optimization, requires enough and proper metadata to be available for those
optimization dimensions, e.g., optimizing for cost by choosing tools with more liberal copyright, or
optimizing for energy by choosing operations that indicated a lower energy footprint per unit of work.
Workflow deployment: when the selection process concludes, it may be desirable to put all the tools
together in a workflow/dataflow and run them in harmony over a cluster (a chosen runtime system).
The process of binding the operation together and building the workflow as well as the runtime
machine selection will also require specific metadata attributes to be available. Attributes such as

26 https://www.fluentd.org/
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resource requirement, e.g., the amount of GPU needed for the operation and the duration that amount
will remain on-hold.

Other Data
Space

- - :
metadata metadata S/
DataBri-X

matadta nerC B et management
Conve Conver tOD“

&

¥ Database Database

(0

Figure 7 Visualization of the integration of third-party systems (resources) with the DataBri-X ecosystem using the Resource
Connector (Data Connector B in the Figure).

DataBri-X Resource Connector

The Connector (Figure 7) is the central technological building block of IDS. It allows participants to exchange,
share and process digital content. At the same time, the Connector ensures that the data sovereignty of the Data
Owner is always guaranteed by given usage control.

Based on the IDS Connector, DataBri-X will provide a DataBri-X Resource Connector with the idea to
introduce data resources, like language resources, taxonomies and trained Al models, into the DataBri-X
platform that are needed as sources to operate the tools. The technical requirements are based on the IDS
Connector architecture of the IDS-RAM.

The requirements cover integrating the European Language Grid (ELG) into the DataBri-X platform and will
be verified by test and demonstration. Further third party data sources (as shown in Figure 8) will be
introduced based on the needs of the Use Cases.
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Figure 8 Visual representation of third-party systems’ integration.

Finally, the DataBri-X Resource Connector needs to support the reuse of existing data source instead of
generating them newly, like for trained Al models, to enable energy efficient data management by reducing
the processing power needed.

As a summary, the requirements for the DataBri-X Resource Connector are:

e IDS Connector compliance.
e Acts as a Data Provider, providing ELG as a data source to tools that act as Data Consumers.
o Enables energy efficiency by reusing existing data.

Regarding the implementation of the DataBri-X Resource Connector, we are analyzing different available
options in order not to start the implementation from scratch, especially since one of the most prominent
solutions is the Eclipse Dataspace Connector (EDC). We started using EDC to implement a basic connector,
and we found out that it is mainly composed of two components or layers: (1) Control Plane; and (2) Data
Plane.

1. Control Plane: this component oversees everything that is not related to the transfer of data, i.e.,
authentication, identification, creation and deletion of resources, etc.
2. Data Plane: this component is responsible for the transfer of the data from and to the connector.

Each of those components is instantiated as a Docker container. Apart from that, there is another docker
container that must be instantiated for the basic connector to run properly:

3. PostgreSQL Database container storing the metadata of the resources available through the connector.

The basic connector is only offering the most basic functionality, but we have already identified several
missing ‘elements’ that would be needed for a better integration of third-party systems:

e The connector is schema less, which is a problem that must be managed, and the schema must be
defined.

e The validation of the schema is required.
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e To integrate ELG, the first thing is to define a mapping between the ELG metadata schema and the
IDSA Information Model.

e Apart from that, it would be useful to implement a Metadata Broker?’, so that all the resources available
in the whole ecosystem can easily be distributed and managed.

Once the metadata is defined, the first thing we must write a script that allows the automatic population of the
DataBri-X Resource Connector (DRC) with all resources available in the ELG.

4.4 Tool Containerization / openAPI specifications
Components of DataBri-X Deployable Tools

This section describes the assets involved in the Deployable Tool Development Process, explored in section
4.1, that are used in the building or the deployment of each tool. These assets are the Docker container registry
image path, the Docker run command, the OpenAPI specification document, the JenPlane specification
document, the project repository, the Dockerfile, and the installation documentation of the deployable tool.
Access to these assets for each tool is needed to be able to build and deploy the tool outside of or within the
DataBri-X platform.

Docker Container Registry Image Path

The Docker container registry image path of the deployable tool is the path of the tool image within the
container registry designated for tool image storage. The image path is used to pull the tool image into the
Docker Engine via the “docker pull” command. After the image has been pulled into the Docker Engine, the
tool can be run as a container using the “docker run” command.

Docker Run Command

The Docker run command of the deployable tool is the command used to run the tool image as a container on
the Docker Engine. The Docker run command can set up options that are required for the deployment of the
tool. For instance, container ports can be published to the host and environment variables can be set in the
running container following supplied options.

OpenAPI Specification

The OpenAPI specification of the deployable tool is the URL that the OpenAPI specification document of the
tool is located at. The OpenAPI specification document is in the JSON file format and is typically named
“openapi.json” or “openapi.yaml”. The OpenAPI specification document is a structured, human-and-machine-
readable document that provides humans and applications with information on the capabilities of the tool’s
functionalities that are exposed through the tool’s HTTP API.

Tool JenPlane Specification

The deployable tool JenPlane specification is the URL that the JenPlane specification document of the tool is
located at. The tool JenPlane specification document is in the TTL (Terse RDF Triple Language) file format.
It contains the metadata that is used for the integration of the tool into JenPlane and the DataBri-X toolbox.

Project Repository

The project repository of the deployable tool is the URL of the space designated for the management of the
development lifecycle of the tool. Further links to the tool code repository, wiki, issues, and releases will be
available from this URL. Since GitLab has been appointed by the DataBri-X consortium as the platform for
managing the development lifecycle of the DataBri-X tools, this component will typically be a URL of a
GitLab project allotted to the tool. A link to the project repository is optional and can be left blank in the case
the tool is closed source.

Z'https://github.com/International-Data-Spaces-Association/IDS-
G/blob/main/Components/MetaDataBroker/README.md
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Dockerfile
The Dockerfile component of the deployable tool is the URL of the Dockerfile text file that is used by Docker

for building the Docker image of the tool.

Installation Documentation
The — optional — installation documentation of the deployable tool is the URL of a document containing

specialized instructions for building and running the tool.

Grant Agreement: 101070069 -38-



D4.1: Specification and Evaluation Requirements of the DataBri-X toolbox =Data Bri-X

5 Evaluation requirements

5.1 Testing the DataBri-X tools and toolboox

When evaluating each DataBri-X tool it is essential to consider various aspects to determine its effectiveness
and suitability for the intended Use Cases. Following are a few evaluation requirements:

Data Integration: The tool should seamlessly integrate with various data sources, including databases, APIs,
and file formats, to ensure data accessibility.

Usability: The user interface — where available - should be intuitive and user-friendly, catering to both technical
and non-technical users. The tool should provide clear and concise instructions or documentation for users.

Interactivity: The tool should offer interactive features, allowing the user to refine the input and output of the
tool.

Performance: The tool should load quickly and respond smoothly to user interactions, even with large datasets.
The tool should handle real-time data updates efficiently where appropriate.

Data Security and Privacy: Robust security measures should be in place to protect sensitive data. Privacy
features like data anonymization and pseudonymization should be supported.

Scalability: The tool should scale gracefully to accommodate increasing data volumes and growing user bases.

Integration Capabilities: The tool should integrate with other data-related tools and platforms, such as data
storage systems, business intelligence solutions, and data analytics frameworks where needed.

Documentation and Support: Comprehensive documentation, including user guides and tutorials, should be
available. There should be responsive support channels for assistance.

Comepatibility: The tool should be compatible with various operating systems and browsers to ensure
accessibility for all users.

Reliability: The tool should have minimal downtime and provide reliable performance.

These evaluation requirements can serve as a starting point for assessing the DataBri-X tool's suitability for
the specific Use Cases and project needs. Depending on the unigue requirements, we may need to prioritize
certain aspects of evaluation more than others.

To effectively evaluate the DataBri-X toolbox as a whole, partners can employ a combination of methods,
tools, processes, and methodologies. Below are some recommended approaches:

User Acceptance Testing (UAT): Involve end-users and stakeholders in UAT to assess the toolbox’s usability,
functionality, and alignment with their needs and requirements and to evaluate the toolbox’s user interface,
navigation, and overall user experience. Distribute surveys or questionnaires to collect feedback and insights,
satisfaction and perceived value from users during the testing process. The Agile methodology is an excellent
approach for continuous development and gathering feedback, especially in the context of software and tool
development, like the DataBri-X ]toolbox. Establish channels for ongoing feedback and improvement from
users and stakeholders to address issues and enhance the toolbox iteratively.

Use Case Validation: Validate the toolbox's effectiveness by applying it to real-world Use Cases, such as the
telecom operations, energy, and legal Use Cases mentioned below. Measure how well the toolbox meets the
specific requirements and objectives of these Use Cases.

Performance Testing: Conduct performance testing to evaluate the toolbox’s scalability and responsiveness
under different data loads and user interactions. Assess its ability to handle large datasets efficiently.
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Security Assessment: Perform security assessments and penetration testing to identify vulnerabilities and
ensure the toolbox meets security standards and regulations.

Compliance Review: Verify compliance with relevant data protection and privacy regulations, industry
standards, and best practices (e.g., GDPR, HIPAA, WCAG, IDS reference architecture model, 1DS
Information Model, Data Space Connector, FAIR-ification Framework of the GO FAIR Initiative and use of
FAIR assessment tools such as ANDS (Australian National Data Service) and DANS (Data Archiving and
Networked Services of the Netherlands)).

Documentation Review: Review the toolbox's documentation, including user manuals, technical
documentation, and tutorials, for accuracy and completeness.

Benchmarking: Compare the toolbox's performance, features, and capabilities against similar tools or
competitors in the market.

Key Performance Indicators (KPIs): Define KPIs related to the toolbox's usage, impact on decision-making,
and contribution to business goals. Monitor and measure these over time.

Third-Party experimenters: Engage third-party experimenters to conduct an independent reviews and
assessment of the toolbox's capabilities.

Pilot Testing: Implement a pilot project using the toolbox within a controlled environment to assess its
performance and suitability before full-scale deployment.

Data Quality Assessment: Evaluate the quality, accuracy, and completeness of data processed and visualized
by the toolbox to ensure data integrity.

Scalability Testing: Test the toolbox's ability to scale with the growth of data and users, ensuring it can handle
increasing demands.

Long-Term Sustainability Analysis: Consider the long-term sustainability and maintainability of the toolbox,
including its adaptability to evolving technologies and needs.

By combining these methods and approaches, we can conduct a comprehensive evaluation of the DataBri-X
toolbox, ensuring that it meets the requirements, provides value, and aligns with the project goals.

5.2 Evaluation based on the DataBri-X Use Cases

Overall Demonstrator Specification

The developments behind Databri-X are driven by 3 Use Cases from different problem domains, namely, the
domains of telecom operations, energy, and legal. The telecom Use Case (partner NOVA) focuses on the data-
driven analysis and generation of novel business models. The energy Use Case (partner Siemens) explores
how data driven tools can be used to identify and quantify the potential of renewable energy communities and
the benefits of a data market strategy. The legal Use Case (Wolters Kluwer) aims for the development of a
European Legal Data Space to make legal information and knowledge widely available.

Each of the three Use Cases - NOVA, Siemens, and Wolters Kluwer - has a unique set of challenges and
requirements, which are reflected in the different data-driven services required to implement each Use Case.
This allows shaping and complementing Databri-X tools towards different application domains.

For the telecom use-case, DataBri-X will provide a combination of natural language processing (NLP) tools,
sentiment analysis tools, and data processing and visualization tools, which will allow to analyse, process, and
visualize large volumes of customer information and service performance data in a timely and efficient manner.
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For the energy community Use Case, DataBri-X will provide tools for data management, and data processing
with a focus on time-series data. The tools required for data management include data space access, data
validation, transformation, and post-processing tools, which will be used to ensure the authenticity and
compatibility of data sources used in the simulation. Overall, these tools will help to simplify the creation/setup
and implementation of an energy community simulation, as well as to enrich and extend a simulation
environment with additional features.

Implementing the legal Use Case involve a combination of data management, analysis, and visualization tools
and result in a prototypical European Legal Data Space platform. This platform will require tools for data
validation, transformation, and post-processing, as well as tools for metadata creation and capture. In addition
to tools related to the handling of legal text, including natural language processing as well as data analysis and
visualization will be required to enable the data-space users to derive the specifics of legal data.

Demonstration Testbed, setup, and monitoring

The DataBri-X demonstration testbed will be implemented based on Kubernetes. During execution, monitoring
of different KPIs is essential to ensure the efficiency and effectiveness of the DataBri-X framework. For
example, monitoring energy efficiency will help identify energy-intensive processes or services, and optimize
them to reduce energy consumption and costs. Similarly, monitoring resource utilization will help identify
bottlenecks or inefficiencies in the system, and optimize resource allocation to improve performance and
reduce costs. Performance metrics such as response time, throughput, and error rate can also be monitored to
ensure that the DataBri-X framework meets the required service level agreements (SLAs) and user
expectations.

Overall, monitoring different KPIs during execution is essential to optimize the performance, efficiency, and
security of the DataBri-X framework and ensure its successful implementation in a Kubernetes cluster.

The evaluation in respect with the Use Cases will be performed over the various scenarios that have been
defined for each one of them as they have described in deliverable D2.1. Under the three UCs, specific tests
will be defined in order to evaluate the toolbox, as described above.
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6 Conclusions and next steps

The DataBri-X toolbox provides a set of various tools that can work together under a user-defined workflow
in order to implement a data management project. This workflow is generated based on the principles of the
JenPlane methodology. The overall architecture is compliant and compatible with the IDS framework and
architecture and the GAIA-X guidelines. This deliverable defined the specification and evaluation
requirements of the toolbox in terms of three different levels of integration, the conceptual, the operational and
the system and is mainly the output of the Task T4.1. The integration involves a variety of technologies,
methodologies and standards/frameworks in order to be flexible and extendible to support a wide range of
applications. Evaluation specifications are also provided in this document to ensure that the toolbox will be
able to implement the three Use Cases defined in this project.

Due to its complexity, it is critical that the implementation of the toolbox will follow the defined requirements.
The next steps thus, include a strict plan of deploying and testing the tools that are provided by the partners of
the project. The consortium is managing an AWS cloud infrastructure that will be configured and used in a
cost-efficient way, so it will be able to host and integrate the toolbox and will be used as the testbed for the
Use Cases. In the following months the partners will setup the infrastructure and deploy their tools following
the specifications defined in this deliverable. This will lead in the production of the next deliverable of the
Work Package, the D4.2, “Mechanisms for automated integration, deployment, execution management” to be
submitted on M24 of the project. This in turn will lead in the last deliverable, D4.3: “Final design, evaluation
and adoption guidelines of the DataBri-X toolbox”, that will be delivered on month M34, near the end of the
project.
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