—Data Bri-X

Data Process & Technological Bricks for expanding digital
value creation in European Data Spaces
HORIZON Innovation Actions - HORIZON-CL4-2021-DATA-01-03

D3.1: Technical Requirements Specification and
Development Roadmaps for all Tools

Delivery date: 31 May 2023

Dissemination level: Public

Project title: Data Process & Technological Bricks for expanding digital value creation

in European Data Spaces

Duration: ‘ 1 October 2022 — 30 September 2025

Project website: ‘ https://databri-x.eu/

Funded by the European Union under the Grant Agreement No. 101070069. Views and
opinions expressed are however those of the author(s) only and do not necessarily reflect those
of the European Union. The European Union cannot be held responsible for them.



https://databri-x.eu/

D3.1: Technical Requirements Specification and Development Roadmaps for all Tools =Data Bri-X

Document information

Deliverable D3.1: Technical Requirements Specification and Development Roadmaps

for all Tools

Work Package WP3: DataBri-X process and tools development

Task(s) T3.1: Technical requirements for all tools
Type Report
Due Date M8, May 31 2023

Submission Date | M8, May 31 2023

Document Lead | Robert David (SWC)

Martin Kaltenbéck (SWC)

Sotiris Karampatakis (SWC)

Harry Nakos, Yannis Stavrakas (ARC)
Contributor(s)
Evangelos Kotsifakos, Panagiotis Georgatsos, George Kalatzantonakis (LST)
Julidn Moreno Schneider (DFKI)

Jorg Langkau (NIC)

Valerio Cocchi (OST)

Internal Review | Evangelos Kotsifakos, Panagiotis Georgatsos (LST)

Harry Nakos (ARC)

Grant Agreement: 101070069 -2-



D3.1: Technical Requirements Specification and Development Roadmaps for all Tools =Data Bri-X

Document history

Version

Date

Changes

Contributor(s)

V0.1

V0.2

V0.3

V0.4

V0.5

V0.6

V0.7

V0.8

V0.9

V1.0

V11

V1.2

V1.3

V14

21/02/2023

24/02/2023

28/02/2023

07/03/2023

15/03/2023

31/03/2023

07/04/2023

17/05/2023

19/05/2023

29/05/2023

30/05/2023

31/05/2023

31/05/2023

31/05/2023

Initial deliverable structure
Quality Assurance Review
50% of the deliverable content

Quality Assurance Review

Contributions

80% of the deliverable content
Quality Assurance Review

Internal Review Version

1st version with suggested
revisions

2nd version with suggested
revisions

Peer Reviews

Contribution Adjustments

Clarifications

Final version for submission

Robert David (SWC)

Philippos Philippou (EBOS)

Robert David (SWC)

Philippos Philippou (EBOS)

ARC, EBOS, NOVA, TIB, SWC,
LST, IMDEA, GT, DFKI, WKD,
IDSA, SIE, NIC, OST

Robert David (SWC)

Philippos Philippou (EBOS)

Robert David (SWC)

Robert David (SWC)

Robert David (SWC)

Harry Nakos (ARC)
Evangelos Kotsifakos (LST)
Panagiotis Georgatsos (LST)
Valerio Cocchi (OST)

Robert David (SWC)
Robert David (SWC)

Robert David (SWC)

Grant Agreement: 101070069



D3.1: Technical Requirements Specification and Development Roadmaps for all Tools

Consortium

Partner

Country

=Data Bri-X

Short name

Bgci dea

guardtime =

K

@ Wolters Kluwer

INTERNATIONAL DATA
SPACES ASS0CTATION

SIEMENS

nicos

o
(DIRDFOX

ATHINA-EREVNITIKO KENTRO
KAINOTOMIAS STIS TECHNOLOGIES TIS
PLIROFORIAS, TON EPIKOINONION KAI TIS
GNOSIS

EBOS TECHNOLOGIES LIMITED

NOVA TELECOMMUNICATIONS SINGLE
MEMBER SA

TECHNISCHE INFORMATIONSBIBLIOTHEK

SEMANTIC WEB COMPANY GMBH

LSTECH ESPANA SL

FUNDACION IMDEA NETWORKS

GUARDTIME OU

DEUTSCHES FORSCHUNGSZENTRUM FUR
KUNSTLICHE INTELLIGENZ GMBH

WOLTERS KLUWER DEUTSCHLAND GMBH

INTERNATIONAL DATA SPACES EV

SIEMENS AKTIENGESELLSCHAFT
OESTERREICH

NICOS AKTIENGESELLSCHAFT

OXFORD SEMANTIC TECHNOLOGIES
LIMITED

Greece

Cyprus

Greece

Germany

Austria

Spain

Spain

Estonia

Germany

Germany

Germany

Austria

Germany

United Kingdom

ARC

EBOS

NOVA

TIB

SWC

LST

IMDEA

GT

DFKI

WKD

IDSA

SIE

NIC

OST

Grant Agreement: 101070069



D3.1: Technical Requirements Specification and Development Roadmaps for all Tools =Data Bri-X

List of abbreviations

Abbreviation Definition

Al Acrtificial Intelligence

API Application Programming Interface
CA Certificate Authority

DS Data Space

DPU Data Processing Unit

DSR Document Structure Recognition
EC Energy Community

ELG European Language Grid

FR Functional Requirement

GDPR General Data Protection Regulation
HTTP HyperText Transfer Protocol

IDS International Data Spaces

IDSA International Data Spaces Association
IDS-RAM International Data Spaces — Reference Architecture Model
JSON JavaScript Object Notation

LER Legal Entity Recognition

MPC Multi Party Computation

NFR Non-Functional Requirement

OAS OpenAPI Specification

OWL Web Ontology Language

RDF Resource Description Framework

Grant Agreement: 101070069 -5-



D3.1: Technical Requirements Specification and Development Roadmaps for all Tools =Data Bri-X

REST Representational State Transfer
SHACL Shapes Constraint Language
TIMEX Temporal Expression Analysis
TRL Technology Readiness Level

TTL Terse RDF Triple Language (Turtle)
ucC Use Case

Grant Agreement: 101070069 -6-



D3.1: Technical Requirements Specification and Development Roadmaps for all Tools =Data Bri-X

Executive summary

D3.1 provides the technical requirements specification and the planned development roadmaps for the tools of
the DataBri-X toolbox. The technical requirements come from 3 main sources. First, the toolbox streamlines
the tool application via the data governance process. With this, we can support data workflows by
automatically providing tools for associated workflow steps. Governance is managed via JenPlane and the
tools need to satisfy the technical requirements for being managed via this process. Second, we streamline
integration and deployment within the toolbox by providing technical standards that must be satisfied by all
tools to enable automatic provisioning as part of the data governance process. Third, we aim to implement 3
use cases by integrating specific tools of the toolbox to satisfy the use case requirements. We analyse the
existing functionality of the tools, do a gap analysis towards the use cases, and determine functional
requirements that have to be implemented. Also, we analyse the non-functional requirements that the use cases
have. In addition to these 3 main sources of technical requirements, we also define the requirements for the
DataBri-X Resource Connector for finding and retrieving external data, such as the European Language Grid
(ELG). We also align all these requirements with the IDS infrastructure with a focus on the (IDS) Connector
and a related Connector Test Framework. Finally, a goal of DataBri-X is to bring all tools to technology
readiness level (TRL) 8. Therefore, we will define what TRL 8 means in the context of DataBri-X and conclude
precise technical requirements to achieve this. Having determined these technical requirements, we develop
roadmaps for all tools of DataBri-X for implementation over the course of the DataBri-X project. We conclude
this deliverable with a summary and point out main findings and conclusions.
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1 Introduction

D3.1 provides the technical requirements for all tools of the DataBri-X toolbox along the requirements from
WP2.

In the following, we will provide a description of the technical requirements for all tools based on the current
state of knowledge regarding the progress of the project up to M8. We started with an analysis of the existing
requirements for the 3 use cases. Regarding these requirements, a 2-day workshop was held to produce a first
overview of how we can implement the use cases by combining tools of the DataBri-X toolbox and identify
the gaps from the tools to the use cases. We also discussed the maturity of all tools to develop a common
understanding of TRL 8. Finally, data governance, integration and deployment requirements were discussed
for the whole DataBri-X toolbox. As a follow-up from the workshop, we collected the technical requirements
for the 3 use cases in more detail from each tool provider aligned with the use case partners by using a tool
requirements template. We also followed up with developing technical requirements for integrating with the
data governance process, the integration of tools to implement a toolbox instance and a common deployment
platform for the tools. We work towards a clear definition of TRL 8 and determine the precise technical
requirements that have to be fulfilled by all tools to reach it. Having defined the technical requirements, we
develop roadmaps for all tools to meet the requirements in 3 iterations over the course of the DataBri-X project.

In the following, we will address the technical requirements for:

e data governance process (WP2)
e integration and deployment (WP4)
e 3 use cases (WP5)

We follow with technical requirements for conformance with the IDS and GAIA-X specification, which
includes how the tools and the overall DataBri-X platform can ensure security and sovereignty in data
exchange. We address

e DataBri-X Resource Connector
e |DS Connector and Connector Test Framework

and technical requirements for an integration into tools and the DataBri-X platform.

Finally, we provide a definition of TRL 8 to be used in DataBri-X and as one of the development goals for all
tools.

For each of these requirement areas, and for each tool of the toolbox, we will present

e Provided functionality for each tool

e Current TRL

e Gap analysis for each tool regarding the technical requirements
¢ functional requirements
& non-functional requirements

Following the technical requirements analysis, we will provide roadmaps to develop all tools in 3 iterations
towards fulfilling these requirements.

1.1 Mapping Projects’ Outputs

The purpose of this section, is to map DataBri-X Grand Agreement (GA) commitments, both within the formal
Deliverable and Task description, against the project’s respective outputs and work performed.

Grant Agreement: 101070069 -13-



D3.1: Technical Requirements Specification and Development Roadmaps for all Tools

= )ataBri-X

Table 1: Adherence to DataBri-X GA Deliverable and Task(s) descriptions.

DataBri-X Task

Respective document

chapter(s)

Justification

T3.1: Technical requirements for
all tools (Leader: SWC) [3-20]

T3.1 provides the in-depth
technical specification for each
tool and for the overall DataBri-X
toolbox.

Task T3.2 - Development of Tools
& Services (Leader: ARC) [3-33]

T3.2 provides the development of
all DataBri-X tools as well as the
development of the DataBri-X
Connector, taking into account the
use of the current IDSA and future
GAIA-X Eclipse Connector.

Task T3.3 - Tests and Deployment
of single tools (Leader: LST) [3-
33]

T3.3 conducts the tests and
deployments of the single tools
along the specified requirements
and in alignment with the 3
release iterations in T3.2.

Task T3.4 - Connection and
Integration with 3rd party systems
(ELG, AI4EU, etc) (Leader:
DFKI) [3-33]

T3.4 provides the development of
a generic ‘DataBri-X Resource
Connector’ that allows to load
resources like language resources,
taxonomies, trained Al models
and other data into DataBri-X to
make use of such resources for
optimising the DataBri-X
Toolbox for a specific use case.

Chapter 2 provides a detailed
analysis and specification of
technical requirements for all
tools.

Chapter 3 provides the roadmaps
for the 3 years of the project to
implement these requirements.

T3.2 contributes to Chapter 2 by
making technical requirements
more concrete and checking for
feasibility regarding
implementation.

T3.3 is currently planning the test
and deployment strategy in
alignment with the technical
requirements mainly specified in
Section 2.2.

T3.4 contributes to Section 2.4
regarding conformance with IDS
and GAIA-X for the DataBri-X
Connector and contributes to the
use cases by providing concrete
requirements for integration.

The consortium, specifically the
partners who provide tools and
the partners who provide the 3 use
cases did a deep analysis to
identify and specify the technical
requirements for all tools of
DataBri-X. This was mainly done
in a workshop with the whole
consortium in Vienna and then
later refined and made sufficiently
precise for development in T3.2.

As with T3.1, T3.2 was part of the
technical requirements analysis
carried out in the Vienna
workshop and contributed to
make the requirements sufficiently
precise.

T3.3 test and deployment depend
on the outcomes of D3.1, D3.2 and
MS3 and is currently in the
planning phase.

T3.4 technical requirements were
also discussed in the workshop in
Vienna and later refined mainly
for the use cases 2 and 3, which
plan to integrate data spaces
based on the IDS-RAM.

Grant Agreement: 101070069
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Task T3.5 - IDS Infrastructure and
Connector Framework (Leader:
NIC) [3-33]

T3.5 provides two important
technology areas for DataBri-X:
(i) hosted IDS (International Data
Spaces) components and an IDS
Framework that provide
mechanisms for data connectors,
authentication mechanisms, and
brokerage, as well as the test

framework for data sharing
connectors  following IDS(A)
standards (and potentially

applicable GAIA-X standards that
are under development at the
moment), and (ii) it provides a
framework of methodologies,
guidelines, software components,
as well as test methodologies to
support the DataBri-X Toolbox
and specifically the use cases in
WP5 in the development of Data
Sharing Connectors (based on
IDS Connector Standards;
connectors being developed in
WP5 by Pilot partners).

T3.5 main contribution is the
alignment of D3.1 technical
requirements with the IDS-RAM
and GAIA-X principles for the
whole toolbox, which is part of
Section 2.4.

= )ataBri-X

T3.5 alignment with the DataBri-
X toolbox and platform was
started early in the workshop in
Vienna, where discussion created
awareness of the principles of IDS
and GAIA-X and lead to first ideas
on how to make the DataBri-X
platform IDS compliant and bring
3" party resources into the
platform via Connectors. In D3.1,
we made this alignment concrete
and address the IDS concepts as a
basis for further development in
T3.2, T3.4and T3.5.

1.2 Updates since the initial version of the Deliverable

This section is only applicable in case the initial deliverable was rejected and/or this deliverable is the second
version of a deliverable that has been submitted earlier.
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2 Technical Requirements Analysis

2.1 Data Governance Process

JenPlane, the Data Governance Process of DataBri-X, provides an ontology to specify governing rules to create
concrete governance processes, known as profiles, which can be further customized into projects. For this,
each DataBri-X tool will be registered in the DataBri-X tool repository. The registration process expects that
each tool provides a specification for the tool itself and for the services that the tool provides. The specification
contains the metadata needed for the integration of the tools to the JenPlane process to identify candidate
services to fulfil the activities in the project’s process and the metadata to optimize the services for, e.g., cost,
time, and energy footprint of the services. As part of the technical requirements, each DataBri-X tool will
provide a specification to DataBri-X. For details on the Data Governance Process, please see D2.2.
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2.2 Integration and Deployment

Integration
DataBri-X aims for a standard-based integration using a service-oriented architecture based on OpenAPI.

2.2.1.1 Service-oriented Architecture

The DataBri-X platform is designed to select tools from the tool repository to satisfy processing steps for
JenPlane projects. This selection of tools is done based on criteria of the project and metadata descriptions for
each tool. This flexible approach of assembling services to fulfil use cases benefits from a loose association of
tools with each other so that they can be modified or exchanged easily without affecting other tools in the
process. This architectural approach is known as a service-oriented architecture, which composes workflow
processes from loosely coupled services. For DataBri-X, this is the advised architecture to keep the tools and
services as independent as possible and thereby provide high flexibility for service composition.

2.2.1.2 OpenAPI Specification

A service-oriented architecture needs to define interfaces for the services to interact. A common standard for
services is to implement them as Web services based on W3C standards. This supports the loose coupling of
services and provides a flexible way of deploying, running and integrating them. An important point for loosely
coupled services is a clear description of the interfaces for integration of services, possibly with a semi-
automatic approach. For this, DataBri-X decides to use the OpenAPI Specification (OAS), a specification that
defines a standard, machine-readable language to define HTTP-based Web APIs. Descriptions are intended
for human readers as well as for programmatic consumption, thereby providing semi-automatic support for
service integration. DataBri-X tools will provide OpenAPI descriptions for all services provided to the
DataBri-X platform.

2.2.1.3 JenPlane Integration
For integration with JenPlane, every DataBri-X tool will provide a metadata specification based on the
JenPlane ontology.

2.2.1.4 IDS integration
The technical requirements for participating in a given data space depend on the IDS role of the participant.
These are outlined below in section 2.4.

Deployment
DataBri-X aims for an easy and standard-based deployment via Docker and related software.

2.2.2.1 Docker

Docker is a virtualisation technology that abstracts on operating system level and runs software as components,
called containers. These containers can be layered and build on each other. Containers are intended to run self-
contained services, thereby supporting paradigms like microservice architectures and continuous delivery.
Docker became a state of the art for running services in a standardized way. Other technologies, like
Kubernetes, build on the container concept and provide orchestration for automatic deployment and scaling on
top of it. DataBri-X tools will be delivered as Docker containers. Docker therefore provides a basis for
standardized deployment and provisioning within the DataBri-X platform.

2.2.2.2 Packaging and Documentation Requirements
DataBri-X tools Docker containers provide either

e adefault configuration to start up the tool without further manual steps needed
e oran installation manual that provide detailed information what to do to start up the tool via Docker
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Generally, running a DataBri-X tool via Docker should be possible without any further support needed, and as
automatically as possible.

2.2.2.3 Deployment and Workflow Management
On top of Dockerization for all tools, we introduce additional software to further support easy provisioning
within the DataBri-X platform. We discuss two candidates.

Helm is a package manager for Kubernetes. It uses a packaging format called charts, which are a collection of
files that describe a related set of Kubernetes resources. Charts are intended to be published to help to define,
install and upgrade the DataBri-X tools.

Argo is a toolset for Kubernetes to implement workflows and help with rollout and continuous deployment. It
also provides Charts for Helm. Argo is the candidate software to implement the tool governance for JenPlane
projects.

We note that Helm and Argo are candidates for extending Docker deployment with easy provisioning and
governance. The project members may decide to select alternatives based on future insights into the technical
requirements of the project.

2.2.2.4 Delivery
Discuss Docker registry and alternatives for delivery / auto-provisioning

Security Considerations
Security of the DataBri-X platform will be based on IDS principles using an ldentity Provider (here: CA and
DAPS, “Dynamic Attribute Provisioning Service™). In addition, each tool will provide assertions for data
confidentiality and integrity as part of the description of their functionality.

Datasets and Formats (IDS)
DataBri-X metadata is based on Semantic Web standards, like RDF and OWL, to describe the DataBri-X tools
for JenPlane. DataBri-X provides access to datasets based on IDS standards. The descriptions of these datasets
are also based on Semantic Web technologies. The actual provided data is heterogeneous and can range from
natural language to RDF-based resources.

2.3 Use Cases

DataBri-X implements 3 use cases, led by the partners NOVA, SIEMENS, and Wolters Kluwer (WKD)
respectively. These use cases will be implemented using a set of integrated tools as part of the toolbox governed
by the JenPlane methodology. In the following sections, as part of the requirements specification, we will
provide details about the individual tools and how they contribute to the fulfilment of the use case
requirements. We will also describe where further development of the tools will be able to cover a gap for use
case functionality as part of the DataBri-X project.

Use Case Overview
Table 2: Use case details, breakdown by scenario

Partner Use Case Scenario Description

NOVA ‘ uc1 ‘ SC1A  |Social Media

NOVA | uc1 | SC1B | Call Center

NOVA | uc1 | SC2A | Profiling / Network Alerts
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SIE | uc2 | SC1 |Simu|ation of an EC
SIE | uc2 | SCc2 | Onboarding

WKD | ucs | sCl  |DSNucleus

WKD | uc3 | SCc2 | Legal Data Analytics
WKD | uC3 | SC3 | Data Exchange

Databri-X toolbox and Use Case Contributions
The matching of tools to use case requirements was done as part of a requirements workshop to produce a use
case to tool matrix. Tools marked with X were identified to contribute to a use case. Tools marked with (X)
are seen to have potential for contributing, depending on the evolvement of the use case implementation and
their respective needs.

Table 3: Tools Platform and Use Case Contributions

Docker  OpenAPl JenPlane UC1 UC1 UC1 UC2 UC2 UC3 UC3 UC3
SC1A SC1B SC2A SC1 SC2 SC1 SC2 SC3

eBOS: Visualiser

X X X X X X X X
IMDEA:
Watermarking X X X X (X)
ARC: TwitHoard

X X X X
ARC: KnowDE

X X X X
ARC: TripleGeo

X X X X
ARC: SimSearch

X X X
ARC: LOCI

X X X X X X (X)
SIE: Siemens
BIFROST X X X X X
OST: RDFox

X X X X X X
TIB: ORKG

X X X

(X)
TIB: DataCite
Connector X X X
(X)

TIB: SDM-
RDFizer X X X (X)
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TIB: TRS
X X X
SWC: PoolParty
Semantic Suite X X X X X X X
GT: Basic KSI
(Data Integrity) X X X X (X) X
GT: RWD-E
X X X (X) (X)
LST: CostNous
X X X X
LST: NetNous
X X X
LST: Dataset
Anonymizer X X X X
DFKI: LER
X X X X
DFKI: TIMEX
X X X X
DFKI: DSR
X X X X X
DFKI: PBI (X)
X X X

The idea of the matrix is to have an initial assessment of which tool can contribute to a part of a given use case.
Following this assessment, we identified detailed requirements for the tools that are covered by their
functionality and gaps of functionality that would contribute to the use cases and are feasible to be developed
in the course of DataBri-X. In the following, we discuss for each of the 3 use cases the tools and their
requirements and we identify the functional and non-functional requirements that are covered or not (yet)
covered.
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2.4 1DS Framework

The International Data Spaces Association (IDSA) is the defining organisation of IDS standards, which aim to
bring data sovereignty to distributed data ecosystems. Specifically, IDS is addressing the following strategic
requirements:

e Trust — all participants and connectors in the given ecosystem are certified

o Data Sovereignty by Usage Control — data providers can decide about the use of their data via policies
e Ecosystem of Data — all data is provided in a decentralized approach

o Standardized Interoperability — use of knowledge representation standards

o Value Adding Apps — applications can be easily added to data connectors

o Data Markets — new business model providing data-driven services

Based on these goals, IDSA is defining a Reference Architecture Model (IDS-RAM) as a high-level abstraction
using layers to represent different levels of granularity. Based on IDS-RAM the IDS-Specification (IDS-G)
specifies components that participate in data ecosystems. Here, we will specifically address components that
we propose to be implemented to bring the DataBri-X platform to the IDS world and establish conformance
with IDS-RAM and IDS-G.

IDS uses a layered architectural model. On the top level, this is the business model and we identify the
following Core Participant roles to be addressed in DataBri-X:

Data Owner: defines Usage Contracts and Usage Policies and provides access to data
Data Provider: makes data available to Data Consumers; usually also the Data Owner
Data Consumer: receives data from a Data Provider

Data User: has the legal right to use the data; usually also the Data Consumer

App Provider: develop Data Apps to be used in the data space

As a summary, we have the Data Owner/Provider introducing data sources into the DataBri-X platform and
we have the Data Consumer/User being represented by DataBri-X tools. Consortium partners act as App
Providers, bringing their tools to the DataBri-X platform as IDS Data Apps.

Furthermore, we identify the following Intermediary roles needed for the DataBri-X platform:

Identity Provider: create, maintain, manage, monitor, and validate participant and connector identity
information

App Store Provider: responsible for managing information about Data Apps offered by App Providers;
should provide interfaces for publishing and retrieving Data Apps + metadata

The app store will be the central toolbox repository to provide tools for provisioning and the identity provider
will enable platform-wide secure operations.

These are the mandatory IDS roles envisioned for IDS compliance of the DataBri-X platform. Further IDS
roles might be introduced on demand.

DataBri-X Resource Connector

The Connector is the central technological building block of IDS. It allows participants to exchange, share and
process digital content. At the same time, the Connector ensures that the data sovereignty of the Data Owner
is always guaranteed by given usage control.
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Based on the IDS Connector, DataBri-X will provide a DataBri-X Resource Connector with the idea to
introduce data resources, like language resources, taxonomies and trained Al models, into the DataBri-X
platform that are needed as sources to operate the tools. The technical requirements are based on the IDS
Connector architecture of the IDS-RAM.

The requirements cover integrating the European Language Grid (ELG) into the DataBri-X platform and will
be verified by test and demonstration. Further 3 party data sources will be introduced based on the needs of

the use cases.

Finally, the DataBri-X Resource Connector needs to support the reuse of existing data source instead of
generating them newly, like for trained Al models, to enable energy efficient data management by reducing
the processing power needed.

As a summary, the requirements for the DataBri-X Resource Connector are:

e IDS Connector compliance
e Acts as a Data Provider, providing ELG as a data source to tools that act as Data Consumers

e Provides energy efficiency by reusing existing data
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IDS Connector and Connector Test Framework

In addition to the DataBri-X Resource Connector, we define the following technical requirements for DataBri-
X platform and tools:

e The DataBri-X platform acts as an App Store Provider for the DataBri-X tools.

o All partners act as App Providers, providing their tools as apps to the platform.

e The DataBri-X platform integrates with an Identity Provider.

o All tools use the Identity Provider to enable secure interaction within the platform.

o Specific tools act as Data Providers, introducing data sources to the platform. This is done for use case
specific sources needed to fulfil the use case.

o Specific tools act as Data Consumers. As with Data Providers, this is use case specific and only
implemented for tools which need mandatory data access to fulfil their role in the use case.

Gaia-X conformance

GAIA-X is an initiative of the European Union to create a federated European data infrastructure. Similar to
IDS, GAIA-X aims for data sovereignty of ecosystem participants. However, GAIA-X provides a more general
approach with the idea of federated services and does not focus on data spaces and nested service instances as
secure gateways (IDS Connector) in the same ways as IDS does.

While the DataBri-X platform is based on IDS standards, we will assess conformance with the current version
(2023) of the GAIA-X architecture, outline how components satisfy specific GAIA-X requirements and ensure
that DataBri-X is on a good basis to be introduced into GAIA-X.

DataBri-X tools are envisioned to be implemented as GAIA-X Services — based on the IDS Connector — within
the DataBri-X platform. To implement use cases, tools can be provisioned standalone or in relation to other
tools, thereby by turning them into more complex service networks as described by GAIA-X. The DataBri-X
platform acts as a GAIA-X Service Provider and the tools also act as GAIA-X Service Consumers. Tools
represent GAIA-X Service Instances when deployed on the platform.

Data sources of DataBri-X, like the ELG, are envisioned as GAIA-X Data Assets. Data Assets are exposed via
Services, which in this case provide their data as a service to the platform. Similar to IDS, GAIA-X speaks of
Provider, Consumer and Data Owner depending on the role in the data exchange. DataBri-X tools, as GAIA-
X Services, can thereby act as one of these roles for processing data as part of use cases.

We align DataBri-X tools with GAIA-X Self-Descriptions by fulfilling the properties of:

e Machine-readable and machine-evaluable

e Technology-agnostic

e Adhering to a generalized schema

¢ Interoperable, following standards in terms of format, structure, and included expressions

¢ Flexible, extensible, and future-proof in terms of adding new properties and property classes
e Expressive semantics, uniquely defined by a defined schema vocabulary

However, as part of the project we will not cover

¢ Navigable and uniquely referenceable from anywhere, in a decentralized fashion
e Accompanied by statements of proof

We note that these 2 properties can be reached on demand whenever the legal requirements are fulfilled.
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We note that GAIA-X alignment is a stretch goal, which is of high interest, but optional and dependent on the
progress of the project if reached.

25 TRLS8

Definition
A goal of the technical requirements is to bring all tools of DataBri-X up to Technology Readiness Level
(TRL) 8. However, there is no clear definition for TRLs. Originally developed by the NASA in the 1970 and
intended to specify maturity states for space crafts, TRLs were later adapted to apply to hardware and software
components, with the EU Horizon 2020 program using them consequently. We reviewed several sources for
TRL definitions, which are referred to below, and we define the TRL 8 for the DataBri-X project to be
implemented by all tools of DataBri-X.

e The Horizon 2020 defines TRLs at
https://ec.europa.eu/research/participants/data/ref/h2020/wp/2014 2015/annexes/h2020-wp1415-
annex-g-trl_en.pdf

e A high level description can be found at https://horizoneuropencpportal.eu/sites/default/files/2022-
11/trl-assessment-tool.pdf

o A detailed, though not official, description can be found at
https://www.researchgate.net/publication/285403347 642_Applying_Technical Readiness Levels t
0_Software New Thoughts_and Examples

We define TRL 8 as:

The level at which a software technology is fully functional, thoroughly debugged and integrated with
operational hardware and software systems. All functionality tested in simulated and operational scenarios.
All user documentation, training documentation, and maintenance documentation completed.

Fully functional (regarding D3.1)

Tested in simulated and operational scenarios

Integrated with all operational software systems (JenPlane, toolbox, IDS)
Installation/deployment documentation and user documentation

2.6 Technical Requirements Specification per Tool

After determining the general requirements regarding the data governance process (WP2) and integration and
deployment (WP4) and analysing the contributions of each tool to the 3 use cases (WP5), we now describe
these requirements from the view of each tool in the DataBri-X toolbox. The description of each tool will be
the basis to further develop the tool towards meeting the technical requirements and to determine the roadmap
for the 3 years of the project.

For each tool, we describe:
¢ General metadata: name, provider, TRL and description.
¢ The functionality the tool already provides to the 3 use cases in its current version.

e The gap the tool currently has regarding functionality that is needed for the 3 use cases. This gap will
be bridged by development in the project over the 3 years.

e The functional requirements present a list of functionalities that have to be implemented as part of
the roadmap along the project’s 3 years plan. Here, we only list requirements that are not yet covered
by the tool.
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o Similar, the non-functional requirements have yet to be implemented as part of the roadmap.

¢ Risks & Mitigations list potential problems that might arise during the development and proposes
actions to mitigate these risks.

In the following, we present the list of DataBri-X Tools provided as part of the toolbox and describe the
technical requirements in detail.

eBOS Visualiser

Provider

EBOS TECHNOLOGIES LIMITED (EBOS)
TRL

6

Description

The DataViz (eBOS) tool empowers users to harness the full potential of their data. By providing a
comprehensive suite of data visualization and analysis tools, users can apply filtering, grouping, and sorting
options to focus on specific subsets of data and gain insights into different segments of their business or
operations, thus transforming complex data into actionable insights to make informed decisions and drive
significant business value.

Table 4: Functionalities, gaps, functional/non-functional requirements and risks & mitigations of the eBOS Visualiser

Provides

Use Case Tool provides functionality

Use Case 1 Scenario 1 — Once data (dataset from Twitter) has been processed by the various tools
(semantic analyses, etc.) in the DataBri-X toolset, the DataViz tool will provide the data
visualization to more easily identify trends, hotspots, influencers, etc.

Scenario 2 — Once data (Network alerts & logs) have been processed by the various tools
(semantic analyses, etc.) in the DataBri-X toolset, the DataViz tool will provide the data
visualization to identify patterns, to better predict failures before they happen, identify
potential parts of the network infrastructure that act as a bottleneck or are damaging the
overall performance of the system, identify customer usage of the network and help
develop individual profiles to tailor the offerings to each customer, based on their needs
and other KPIs.

Use Case 2 Scenario 1 — Once data (EC provider data, EC-participant info, Weather Data, energy
market data, etc.) has been processed by the various tools (semantic analyses, etc.) in the
DataBri-X toolset, the DataViz tool will provide the data visualization to assist with
verifying a community’s economic and technical feasibility during the design phase,
illustrate what participation within such a community would mean for the stakeholders
(especially the community initiator) and prepare the required data sources and services
for implementing the simulation and consecutively the onboarding of the EC and other
KPlIs.

Scenario 2 — The DataViz tool will be used to visualise EC onboarding information and
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configuration of the assets & services required for its operation and various KPIs.

Use Case 3 Once data (legal data) has been processed by the various tools (semantic analyses, etc.)
in the DataBri-X toolset, the DataViz tool will enable stakeholders and users to execute
basic graph data analytics tasks and realize the specifics of the legal domain.

Gaps

Use Case Gap - What is the Tool missing?

Use Case 1 The DataViz (eBOS) tool is currently in the development phase and is not yet available
for use. To provide more detailed information about the tool, we require the availability
of relevant data sources. These data sources will serve as the foundation for data
processing and visualization within the tool. Furthermore, understanding the specific
requirements for data visualization is crucial to provide comprehensive information about
the tool's features and functionalities.

Use Case 2 The DataViz (eBOS) tool is currently in the development phase and is not yet available
for use. To provide more detailed information about the tool, we require the availability
of relevant data sources. These data sources will serve as the foundation for data
processing and visualization within the tool. Furthermore, understanding the specific
requirements for data visualization is crucial to provide comprehensive information about

the tool's features and functionalities.

Use Case 3 The DataViz (eBOS) tool is currently in the development phase and is not yet available
for use. To provide more detailed information about the tool, we require the availability
of relevant data sources. These data sources will serve as the foundation for data
processing and visualization within the tool. Furthermore, understanding the specific
requirements for data visualization is crucial to provide comprehensive information about

the tool's features and functionalities.

Functional Requirements

ID Title Description Priority
FR-VZ-01 Secure Access The DataViz tool should provide the ability for safe access | High
(user authentication) to the DataBri-X platform. Ability to
revoke access as well.
FR-VZ-02 Dockerization/ | The DataViz tool should be available as a deployable | High
Containerisation | docker container image.
FR-VZ-03 OpenAPI The DataViz tool should provide an OpenAPl 3| High
specification specification (in JSON format).
FR-VZ-04 JenPlane The DataViz tool should provide a JenPlane specification | High
specification (in TTL format) for integration in the DataBri-X toolbox.
FR-VZ-05 Data import and | The DataViz tool should be able to import data from | High
export different sources, including but not limited to, CSV files,
XLSX files, databases, APIs, and cloud storage platforms.
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FR-VZ-06 Data processing | The DataViz should be capable of processing and | High
transforming the data to create meaningful visualizations.
FR-VZ-07 Interactive The DataViz should enable users to interact with the | High
features visualizations, including zooming, panning, and filtering.
FR-VZ-08 Real-time The DataViz should provide real-time updates to the | High
updates visualizations when new data is added or when the data
changes.
FR-VZ-09 Integration The DataViz should be able to integrate with other tools in | High
the DataBri-X toolset perform data retrieval, processing,
and analytics.

Non-functional Requirements

ID Title Description Priority

NFR-VZ-1 Performance The tool should be able to handle large datasets and create | Medium
visualizations quickly and efficiently.

NFR-VZ-2 Scalability The tool should be scalable to accommodate growing Medium
datasets and increasing user demand.

NFR-VZ-3 Security The tool should have robust security measures in place to | High
protect the data and prevent unauthorized access.

NFR-VZ-4 Ease of use The tool should be user-friendly and easy to learn, with | Medium
intuitive interfaces and clear documentation.

NFR-VZ-5 Compatibility The tool should be compatible with different operating | High
systems, browsers, and devices.

NFR-VZ-6 Accessibility The tool should be accessible to users with disabilities, | High
conforming to accessibility standards and guidelines.

NFR-VZ-7 Reliability The tool should be reliable, with minimal downtime and | Medium
accurate results.

Risks & Mitigations

Risk Mitigation

None identified. |
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IMDEA Watermarking

Provider

FUNDACION IMDEA NETWORKS (IMDEA)
TRL

4

Description

Watermarking and Data Provenance OpenAPI

The Data Provenance API tool allows an entity to prove its ownership of a certain dataset, shared or exchanged,
thus safeguarding data ownership and providing accountability. To this end, the tool watermarks a given
dataset by embedding a secret, called watermarking secret, producing a watermarked version of the original
datasets by running a watermark generating algorithm. Later on, to prove ownership of the (suspected) dataset
(or identification of the infringer), the tool computes the watermarking detection algorithm based on the same
watermarking secret(s).

Table 5: Functionalities, gaps, functional/non-functional requirements and risks & mitigations of the IMDEA
Watermarking

Provides

Use Case Tool provides functionality

Use Case 1 None identified

Use Case 2 Watermarking tool protects ownership rights upon copying and unauthorized distribution
of a certain dataset. Watermarking tool consists of two main algorithms: watermark
generation and watermark detection. The generation allows an owner to embed an invisible
(or visible) watermark into their data using a high entropy (watermarking) secret and
produces a watermarked version of the data introducing tolerable distortion without
degrading the data utility.

During the detection algorithm, the owner proves its ownership on the suspected data (even
if it is modified) using the same watermarking secret generated during the watermark
generation. If the result of the detection is 1 (or accept), the owner can use it to prove their
ownership on the (suspected) watermarked data.

A watermarking scheme is assumed to be secure against the guess attack (where an attacker
tries to expose the watermarking secret) and robust against (un)intentional
alterations/modifications. For Use Case 2, the dataset generated by active power grids will
be watermarked based on the distortion requirement given as an input parameter (e.g., the
similarity between the original dataset and the watermarked dataset must be at least 90%).
Later, a (suspected) dataset can be checked if it is watermarked by the partner to prove the
ownership as well as for identifying the party who violates the copyright agreement.

Use Case 3 None identified

Gaps
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Use Case

Gap - What is the Tool missing?

Use Case 1

Use Case 2

Use Case 3

None identified

The tool is tested against synthetic datasets as well as real world datasets. However, it has
not been tested for the datasets introduced by Use Case 2. Currently, what data type and
data requirements are needed is being investigated. The tool will be integrated into the
Use Case 2 pipeline eventually with respect to its input, output, and distortion
parametrization. The watermarking service will be called on a dataset to generate
watermarking as well as detecting a watermark on a given dataset with a given
watermarking secret(s).

None identified

Functional Requirements

ID

FR-WM-01

FR-WM-02

FR-WM-03

FR-WM-04

FR-WM-05

FR-WM-06

Title Description Priority

Dockerization The Watermarking tool should be available as a deployable | High
docker container image.

OpenAPI The Watermarking tool should provide an OpenAPI 3| High
specification specification (in JSON format).

JenPlane The Watermarking tool should provide a JenPlane | High
specification specification (in TTL format) for integration in the

DataBri-X toolbox.

Data fetch Data type is important. The intended party sends its dataset | High
for watermarking.

Watermarked Necessary steps are taken in order to watermark a given | High
data generation | dataset such as key generation, preprocessing of the dataset
(if any), watermarked dataset generation, and secret
storage.

Watermarked Verify if a given watermarked dataset is watermarked by a | Medium
data verification | (given) secret(s).

Non-functional Requirements

ID

None identified. |

Title Description Priority

Risks & Mitigations

Risk

Mitigation
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Data type can be challenging to watermark. Implement an alternative watermarking algorithm
more suitable to the characteristics of the data.

ARC TwitHoard

Provider

ATHINA-EREVNITIKO KENTRO KAINOTOMIAS STIS TECHNOLOGIES TIS PLIROFORIAS, TON
EPIKOINONION KAI TIS GNOSIS (ARC)

TRL
7
Description

TwitHoard collects thematically linked tweets in accordance with user-defined and adaptive collection criteria.
Furthermore, TwitHoard analyzes short texts and users of thematic tweets to facilitate assessment of public
opinion on a subject.

Table 6: Functionalities, gaps, functional/non-functional requirements and risks & mitigations of the ARC TwitHoard

Provides

Use Case Tool provides functionality

Use Case 1 Functionality 1:

TwitHoard provides a summarization service, which operates on a set of thematically
linked tweets and produces a summary of the tweets, i.e., a subset of the tweets that
succinctly represents the input set. The summary produced by the summarization process
has a specified size, that is defined as a parameter, and specified diversity (reverse
similarity), that is also defined as a parameter, among the tweets included in the summary.
The summarization process will be used as a service within the pipeline of Use Case 1. In
Use Case 1 the thematical link for the tweets used will be NOVA and NOVA services.
Summarization currently operates on tweets that TwitHoard fetches from the Twitter API
and stores in TwitHoard’s database.

Functionality 2:

TwitHoard provides an influential users discovery service, which operates on a set of
thematically linked tweets. The tweets used as input come from the database where they
have been stored after being fetched using the Twitter API. The service uses Twitter API
to get Twitter user data involving users related to the tweets. The influential users
discovery service produces a ranking of the users, in accordance with their influence. The
influential users discovery service will be used in Use Case 1 to discover influential users
related to tweets referencing NOVA and NOVA services.

Use Case 2 None identified

Use Case 3 None identified
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Gaps

Use Case Gap - What is the Tool missing?

Use Case 1 Functionality 1:

TwitHoard’s summarization service currently operates on tweet data from the database
and the summary is produced and displayed to the user on-the-fly, without persistence.
The summarization process is, thus, intertwined with the tweet collection process and user
interaction. To apply summarization to Use Case 1, summarization functionality should
be isolated from TwitHoard and adapted to file-like input and output. Furthermore,
summarization should be provided as a standalone service, suitable for integrating into the
Use Case 1 pipeline, with respect to input, output, and process parameterization. The
summarization service will eventually be able to receive a tweet dataset and the
summarization parameters as input and provide a tweet dataset, the summary, as output.

Functionality 2:

TwitHoard’s influential users discovery service currently operates on tweet data from the
database and Twitter user data that TwitHoard fetches via the Twitter API on a need-to-
have basis. Since Twitter APl operations are rate-limited, Twitter user data acquisition
takes time. Influential users discovery, subsequently, takes hours or even days to complete.
The result of the process is, eventually, persisted to the database for subsequent viewing.
The influential users discovery process is, thus, currently intertwined with the tweet
collection process and the interaction with the Twitter API. To apply influential users
discovery to Use Case 1, the influential users discovery functionality should, on the one
hand, be isolated from TwitHoard and, on the other hand, be adapted to file-like input and
output, regarding both tweet and user data. Tweet and user data should, therefore, be
acquired in advance, before the service runs. Furthermore, influential users discovery
should be provided as a standalone service, suitable for integrating into the Use Case 1
pipeline, with respect to input, output, and process parameterization.

Use Case 2 None identified

Use Case 3 None identified

Functional requirements

ID Title Description Priority
FR-TH-01 Dockerization The TwitHoard tool should be available as a deployable | High
docker container image.

FR-TH-02 OpenAPI The TwitHoard tool should provide an OpenAPl 3| High
specification specification (in JSON format).

FR-TH-03 JenPlane The TwitHoard tool should provide a JenPlane specification | High
specification (in TTL format) for integration in the DataBri-X toolbox.

FR-TH-04 Isolation of | The summarization functionality should be available as a | High
summarization library, for versatility and potential for integration in a
functionality into | higher-level tool/service.
a library
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FR-TH-05

FR-TH-06

FR-TH-07

FR-TH-08

FR-TH-09

FR-TH-10

Implementation
of the
summarization
service/API

Summarization
parameterization

Improved
summarization

Isolation of
influential users
discovery

functionality into
a library

Implementation
of the influential
users discovery
service/API

Influential
discovery
parameterization

users

Non-functional requirements

ID

NFR-TH-01

Title

Summarization
quality

Risks & Mitigations

Risk Mitigation

FR-TH-07 and NFR-TH-01 language assets are not

available or cannot be integrated.

ARC KnowDE

Provider

The summarization tool should utilize the summarization
library, implementing a service that receives summarization
parameters and file input, and returns file output, through
the service API.

Control summarization parameters.

Utilize stemming, conjugation data, and synonyms for
improved summarization.

The influential users discovery functionality should be
available as a library, for versatility and potential for
integration in a higher-level tool/service, and be able to
receive tweet data and Twitter user data as file input.

The influential users discovery service/API should utilize
the influential users discovery library, implementing a
service that receives influential users discovery parameters
and file input, and returns file output, through the service
API.

Control influential users discovery parameters.

Description

= )ataBri-X

High

Medium

Low

High

High

Medium

Priority

Summarization, to be more meaningful, should accurately | Medium

estimate similarity/diversity of input elements according to
specified metrics.

Simple stemming can significantly
similarity/diversity calculation.

improve
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ATHINA-EREVNITIKO KENTRO KAINOTOMIAS STIS TECHNOLOGIES TIS PLIROFORIAS, TON
EPIKOINONION KAI TIS GNOSIS (ARC)

TRL

~

Description

KnowDE uses knowledge graphs to tackle the data exploration problem in the light of generating efficient
knowledge-based and data-based recommendations and providing relevant data insights to the user about a
data repository.

Table 7: Functionalities, gaps, functional/non-functional requirements and risks & mitigations of the ARC KnowDE

Provides
Use Case Tool provides functionality
Use Case 1 None identified
Use Case 2 None identified
Use Case 3 KnowDE’s query recommendation service facilitates searching in indexed documents
using knowledge graphs. It uses taxonomies from ConceptNet and DBpedia, via their
corresponding APIs, together with an inverted index that maps terms and n-grams to
entities involving the indexed documents. Given a search query, consisting of search terms
and/or n-grams, as a parameter, KnowDE can suggest more general and more specific
terms/n-grams, to assist the user with refining the query to get better search results. These
recommended terms/n-grams are present in the taxonomies used, as well as in the indexed
documents. KnowDE’s recommendation service will be used in Use Case 3 for assisting
with querying in data analytics for legal documents.
Gaps
Use Case Gap - What is the Tool missing?
Use Case 1 None identified
Use Case 2 None identified
Use Case 3 For KnowDE to be used in Use Case 3, a legal taxonomy and content from legal

documents will need to be used. For that, KnowDE should be parameterizable with respect
to the taxonomies and the document index used. Setting up and using the recommendation
service should also be clearly separated and exported, as operations. The recommendation
service should provide one endpoint to set up the recommendation system and another
endpoint to submit the search query and receive recommendations. Setting up the
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recommendation mechanism will require one or more taxonomies and the keys of the
inverted index, in the form of files, as input. KnowDE currently makes use of external
knowledge graph APIs (ConceptNet and DBpedia). To support custom taxonomies,
KnowDE should be able to support local taxonomies, without relying to external API calls.

Functional requirements

ID

FR-KDE-01

FR-KDE-02

FR-KDE-03

FR-KDE-04

FR-KDE-05

FR-KDE-06

FR-KDE-07

FR-KDE-08

FR-KDE-09

FR-KDE-10

Title

Dockerization

OpenAPI
specification

JenPlane
specification

Isolation of
query
recommendation
functionality into
a library

Query
recommendation
service/API
implementation

Support for extra
taxonomies

Support for local
taxonomies

APl for setting
up the query-
recommendation
service

APl for getting
query
recommendation
S

Query
recommendation

parameterization

Description

The KnowDE tool should be available as a deployable
docker container image.

The KnowDE tool should provide an OpenAPl 3
specification (in JSON format).

The KnowDE tool should provide a JenPlane specification
(in TTL format) for integration in the DataBri-X toolbox.

The query recommendation functionality should be
available as a library for versatility.

The query recommendation service/API should utilize the
query recommendation library, implementing a service that
receives the initial query as input, and returns
recommendations, through the service API.

The query recommendation tool should be able to use extra
taxonomies (available locally or via an external API)
according to use case specifications (e.g., be able to use a
legal taxonomy).

The tool should be able to use locally available taxonomies
(in local filesystem and/or database), rather than rely on
calling external knowledge graph APIs.

The tool should have an API endpoint for setting up the
guery-recommendation service, that receives one or more
taxonomies and the keys of the inverted index as input.

The tool should have an API endpoint for getting query
recommendations, that receives the search query (terms/n-
grams) as input and returns query recommendations
(candidate terms/n-grams for refining the search query) as
output.

The query recommendation tool should allow configuring
of recommendation parameters.

Priority

High

High

High

High

High

High

Medium

Medium

High

Medium
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FR-KDE-11 Unified The query recommendation tool should unify all|Low
asset/taxonomy | assets/taxonomies internally for a single view of all
integration assets/taxonomies.

Non-functional requirements

ID Title Description Priority

NFR-KDE-01 Query The recommendation service should produce a response in | Medium
recommendation | a timely manner given a request.
responsiveness

NFR-KDE-02 Asset integration | The recommendation service should produce simple, | Medium
coherence coherent, and self-explicatory responses with respect to the
disparate taxonomies used.

Risks & Mitigations

Risk Mitigation

FR-KDE-05 certain external assets are too | Integrate a meaningful subset of each asset in
cumbersome to fully integrate locally because of size. | question or rely on using an external API to access the
asset.

NFR-KDE-02 certain external assets are too | Provide a separate view to the user for incompatible
cumbersome to fully integrate in a unified fashion | types of assets and leave the interpretation to the user.
because of asset disparity.

ARC TripleGeo

Provider

ATHINA-EREVNITIKO KENTRO KAINOTOMIAS STIS TECHNOLOGIES TIS PLIROFORIAS, TON
EPIKOINONION KAI TIS GNOSIS (ARC)

TRL

ol

Description

TripleGeo constructs a geospatial Knowledge Graph. It extracts features from geospatial files and databases
and transforms them into RDF triples.
https://github.com/SLIPO-EU/TripleGeo
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Table 8: Functionalities, gaps, functional/non-functional requirements and risks & mitigations of the ARC TripleGeo

Provides

Use Case

Tool provides functionality

Use Case 1 None identified

Use Case 2 TripleGeo’s transformation function can perform transformation of geospatial datasets to
RDF. TripleGeo is used as a command-line application. TripleGeo will be used in Use
Case 2 to transform the geospatial coordinates (longitude/latitude) of an Energy
Community member to RDF, which will subsequently be used to find suitable data-sources
in the dataspace.

Use Case 3 None identified

Gaps

Use Case

Gap - What is the Tool missing?

Use Case 1 None identified

Use Case 2 The functionality of TripleGeo will need to be adapted regarding input/output (data and
schemas), to be used in Use Case 2. Furthermore, a service wrapping the core
functionality, allowing usage through an API, needs to be developed, in accordance with
the specifications of the Use Case 2 pipeline.

Use Case 3 None identified

Functional requirements

ID Title Description Priority
FR-TG-01 Dockerization The TripleGeo tool should be available as a deployable | High
docker container image.

FR-TG-02 OpenAPI The TripleGeo tool should provide an OpenAPI 3 | High
specification specification (in JSON format) for the tool functionality.

FR-TG-03 JenPlane The TripleGeo tool should provide a JenPlane | High
specification specification (in TTL format) for integration in the

DataBri-X toolbox.

FR-TG-04 Isolation of | The functionality of TripleGeo that implements the | High
geospatial to | transformation of geospatial datasets from various
RDF conventional formats into RDF data should be isolated
functionality from TripleGeo.

FR-TG-05 Implementation | The TripleGeo tool should utilize the geospatial to RDF | High
of the Geo-to- | functionality and provide a service/function with an API
RDF service/API | endpoint that receives geospatial data as input and
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produces RDF data as output.

FR-TG-06 Enhancement of | The geospatial to RDF service/function should support | Medium
the geospatial to | more execution parameters and input types through the
RDF service provided API.

FR-TG-07 RDF to | The TripleGeo tool should, through the tool’s API, | Medium
geospatial provide  functionality = regarding the  reverse
functionality transformation of RDF data into de facto geospatial

formats (e.g., CSV files).

Non-functional requirements

ID Title Description Priority
NFR-TG-01 Container The docker container image should be as small as possible. | Medium
image
optimization

Risks & Mitigations

Risk Mitigation

Certain functionalities/transformations (e.g., database | Employ alternative usage based on suitable
input/output) are not suitable for an API-based tool. | approaches (e.qg., file input/output).

ARC SimSearch

Provider

ATHINA-EREVNITIKO KENTRO KAINOTOMIAS STIS TECHNOLOGIES TIS PLIROFORIAS, TON
EPIKOINONION KAI TIS GNOSIS (ARC)

TRL
4
Description

SimSearch is a tool that simplifies data exploration by enabling top-k similarity search over large collections
of entities involving multiple heterogeneous attributes from different sources.

Table 9: Functionalities, gaps, functional/non-functional requirements and risks & mitigations of the ARC SimSearch

Provides
Use Case Tool provides functionality

Use Case 1 | None identified
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Use Case 2 ‘ None identified
Use Case 3 | None identified
Gaps
Use Case Gap - What is the Tool missing?
Use Case 1 | None identified
Use Case 2 | None identified

Use Case 3 | None identified

Functional requirements

ID Title Description Priority
FR-SIMS-01 Dockerization The SimSearch tool should be available as a deployable | High
docker container image.
FR-SIMS-02 OpenAPI The SimSearch tool should provide an OpenAPI 3 | High
specification specification (in JSON format). This can be developed
from the existing OpenAPI 2 specification as a starting
point.
FR-SIMS-03 JenPlane The TripleGeo tool should provide a JenPlane | High
specification specification (in TTL format) for integration in the
DataBri-X toolbox.

Non-functional requirements

ID Title Description Priority

None identified. | | |

Risks & Mitigations

Risk Mitigation

None identified. |

ARC LOCI

Provider
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ATHINA-EREVNITIKO KENTRO KAINOTOMIAS STIS TECHNOLOGIES TIS PLIROFORIAS, TON
EPIKOINONION KAI TIS GNOSIS (ARC)

TRL
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Description

LOCI analyzes, mines, and visualizes spatial (Points and Areas of Interest) and temporal data (time series).
https://github.com/smartdatalake/loci

Table 10: Functionalities, gaps, functional/non-functional requirements and risks & mitigations of the ARC LOCI

Provides

Use Case Tool provides functionality

Use Case 1 LOCI can operate on time series, providing insights into properties of time series. A
specific functionality of LOCI that will be used in Use Case 1 is change point detection,
that is detection of the moment within the time series that the distribution of the values
notably changes. Change point detection will be performed on NOVA call center activity
data, to pinpoint changes in the distribution of the calls and, by extension, the usage of the
call center. The LOCI library function receives the time series and analysis parameters as
arguments and produces the change points in time on a chart.

Use Case 2 LOCI can operate on time series, providing insights into properties of time series. A
specific functionality of LOCI that will be used in Use Case 2 is change point detection,
that is detection of the moment within the time series that the distribution of the values
notably changes. Change point detection will be performed on the time series that
constitutes the result of the Energy Community simulation, to pinpoint/annotate
moments/events that could be of interest to the simulation user. The LOCI library function
receives the time series and analysis parameters as arguments and produces the change
points in time on a chart.

Use Case 3 None identified

Gaps

Use Case Gap - What is the Tool missing?

Use Case 1 LOCI is essentially a Python library, so wrapping the required functionality in an
application conforming to the requirements of DataBri-X and Use Case 1 is needed. More
specifically, an application/tool, standalone and in the form of a service, using the LOCI
library to perform parameterizable change point detection on a file that contains time series
data and output change points is required. Furthermore, LOCI’s aim is to visualize the
result of each functionality LOCI provides. The visualization part of each functionality
should be separated from the calculation feeding the visualization, so that LOCI is better
suited for use with an API.

Use Case 2 LOCI is essentially a Python library, so wrapping the required functionality in an
application conforming to the requirements of DataBri-X and Use Case 2 is needed. More
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specifically, an application/tool, standalone and in the form of a service, using the LOCI
library to perform parameterizable change point detection on a file that contains time series
data and output change points is required. Furthermore, LOCI’s aim is to visualize the
result of each functionality LOCI provides. The visualization part of each functionality
should be separated from the calculation feeding the visualization, so that LOCI is better

suited for use with an API.

None identified

Functional requirements

ID Title Description Priority
FR-LOCI-01 Dockerization The LOCI tool should be available as a deployable docker | High
container image.
FR-LOCI-02 OpenAPI The LOCI tool should provide an OpenAPI 3 specification | High
specification (in JSON format) for the tool functionality.
FR-LOCI-03 JenPlane The LOCI tool should provide a JenPlane specification (in | High
specification TTL format) for integration in the DataBri-X toolbox.
FR-LOCI-04 Isolation of | The change point detection calculation functionality should | High
change point | be isolated from the LOCI library implementation and
detection separated from visualization.
functionality
FR-LOCI-05 Implementation | The LOCI tool should utilize the change point detection | High
of the change | functionality and provide a service/function with an API
point detection | endpoint that receives the time series as input and produces
service/API the change points as output.
FR-LOCI-06 Enhancement of | The change point detection service should support change | Medium
the change point | point detection parameters through the provided API.
detection service
FR-LOCI-07 Temporal The LOCI tool should, through the tool’s API, provide | Medium
functionality functionality regarding temporal operations that the LOCI
library provides (e.g., seasonal decomposition, set
evolution).
FR-LOCI-08 Spatial The LOCI tool should, through the tool’s API, provide | Medium
functionality functionality regarding spatial operations that the LOCI
library provides (e.g., heatmaps, POI clusters).
Non-functional requirements
ID Title Description Priority
NFR-LOCI-01 | Container image | The docker container image should be as small as possible. | Medium
optimization
Grant Agreement: 101070069 -40-
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Risks & Mitigations

Risk Mitigation

A certain functionality cannot be divided into separate | Provide an API implementation with a response that
calculation and visualization parts, or functionality is | contains an image graph/chart, that the receiver can
essentially visualization. directly display, instead of data.

SIE BIFROST

Provider
SIEMENS AKTIENGESELLSCHAFT OESTERREICH (SIE)
TRL

~

Description

BIFROSTI1] is a tool for exploring, building and presenting stories about settlements, communities and
quarters pushing to adapt to the climate crisis. It offers simulation orchestration and creative tools to quickly
explore variegated scenarios, with the ultimate goals of reducing complexity and presenting technological
solutions[2-3]. It fosters engagement in decision processes, and enables integrative discussions across a range
of expertise levels. Demo and tutorial of BIFROST are available at https://bifrost.siemens.com/en.

Note that the previously proposed tool Navigator is a discontinued product at Siemens, therefore a substitute
tool BIFROST, which is relevant for the design of energy communities, was chosen as a Databri-X tool instead.

Table 11: Functionalities, gaps, functional/non-functional requirements and risks & mitigations of the SIE BIFROST

Provides
Use Case 1 | None identified
Use Case 2 | Simulation and visualization of electrical grid and energy communities.
Use Case 3 | None identified
Gaps
Use Case 1 | None identified

Use Case 2 Ability to integrate resources from data-space(s) — resource discovery process - accepting
RDF as input — providing RDF as output —dependency check regarding availability of
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| input modules required in the context of a specified simulation scenario.

Use Case 3 | None identified

Functional requirements

ID Title Description Priority
FR-BF-01 Dockerization BIFROST should be available as a deployable docker | High
container image.

FR-BF-02 OpenAPI OpenAPI descriptions for BIFROST REST API. High
specification

FR-BF-03 JenPlane JenPlane specification (in TTL format) for integration in the | High
specification DataBri-X toolbox.

FR-BF-04 UC2-Data Space | BIFROST should be extended to support the integration of | High
Extension data-sources and models located in data-spaces.

FR-BF-05 UC2-RDF BIFROST should support RDF as data input/output format. | High
Extension

Non-functional requirements

ID Title Description Priority

NFR-BF-01 Container image | The docker container image should be as small as possible. | Medium
optimization

NFR-BF-02 Concurrent Allow concurrent simulations of different scenarios. High
simulations

Risks & Mitigations

Risk Mitigation

NFR-BF-01 efforts to high | Workaround via multiple instances

FR-BF-04 efforts too high / too difficult to integrate | Workaround via proxies / development and test via

TRUSTS

OST RDFox

Provider
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OXFORD SEMANTIC TECHNOLOGIES LIMITED (OST)
TRL

©

Description

RDFox is a high-performance graph database and automated reasoner.
It allows users to store data flexibly as a graph and to apply logical rules to such data in order to augment,
validate, and in a declarative way.

RDFox was first conceived at the University of Oxford by leading professors in the field of semantic reasoning.
Due to its usefulness, it soon became popular with many industry partners of the University, leading to ist
spinning out as a separate company.

Documentation is available at docs.rdfox.com.
Table 12: Functionalities, gaps, functional/non-functional requirements and risks & mitigations of the OST RDFox

Provides

Use Case Tool provides functionality

Use Case 1/2/3 | Provision of a graph database and reasoning for the JenPlane tool.
Use Case 1 Provide the graph database underpinning PoolParty.

Use Case 2 General purpose graph database in which community networks can be modelled.
Reasoning to support calculations across these networks. SHACL to support constraint
validation of data. Different levels of access rights, REST API.

Use Case 3 Graph database in which the use case knowledge and data is stored: REST API, upload of
data, different levels of access rights, batch input, high performance at load and query.

Gaps

Use Case Gap - What is the Tool missing?

Use Case 1/2/3 | Administration and integration API to support JenPlane.

Use Case 1 Close integration with PoolParty.

Use Case 2 Improved SHACL support aligned to BIFROST. Improved explanations. Enhances data
access control. Iterative interactions with the graph whilst building the community
proposals.

Use Case 3 Enhancements to semantic search and recommendation. Improved text indexing. Closer
integration with PoolParty to support search and recommendations.

Functional requirements
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ID

FR-RDFOX-01

FR-RDFOX-02

FR-RDFOX-03

FR-RDFOX-04

FR-RDFOX-05

FR-RDFOX-06

FR-RDFOX-07

Title

OpenAPI
specification

JenPlane
specification

UC1-PoolParty
Integration

UC2-SHACL

UC2-Geo

UC3-Search and
Recommendatio
n

UC3-Text
Search

Non-functional requirements

ID

NFR-RDFOX-
01

Title

ucCz-

Concurrency

Risks & Mitigations

Risk Mitigation

FR-RDFOX-05 use case may need Geospatial
indexing with effort too high for this project.

FR-RDFOX-07 efforts too high.

Extent of SHACL validation required by UC2 is not

yet known.

TIB ORKG

Provider

Description

OpenAPI descriptions for RDFox REST API.

JenPlane PoolParty descriptions.

Use case specific integration with PoolParty.

Improvements to SHACL validation to support the use case.

Geospatial data type support.

Tighter integration with PoolParty to support search and
recommendation.

Improved text indexing.

Description

Concurrent read write support for improved interactions
with the graph.

work around this limitation.

Workaround using PoolParty capability.

Needs further investigation and design.

TECHNISCHE INFORMATIONSBIBLIOTHEK (TIB)

TRL

=Data Bri-X

Priority

High

High

High

Medium

Low

Medium

Medium

Priority

High

Using external libraries within the overall solution to
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oo

Description

Open Research Knowledge Graph (ORKG) is a web-based application able to extract the content of scientific
papers and organize them in the form of knowledge graphs.

Table 13: Functionalities, gaps, functional/non-functional requirements and risks & mitigations of the TIB ORKG

Provides
Use Case Tool provides functionality
Use Case 1 | None identified
Use Case 2 | None identified
Use Case 3 | None identified
Gaps
Use Case Gap - What is the Tool missing?
Use Case 1 | None identified
Use Case 2 | None identified

Use Case 3 | None identified

Functional requirements

ID Title Description Priority

FR-ORKG-01 | Dockerization Dockerization of ORKG. High

FR-ORKG-02 | OpenAPI OpenAPI 3 descriptions for ORKG Web API. High
specification

FR-ORKG-03 | JenPlane JenPlane's specification of ORKG. High
specification

FR-ORKG-04 | Cluster Podify the ORKG containers and test deploy them on the | High
deployment runtime system (Kubernetes cluster).

Non-functional requirements

ID Title Description Priority
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None identified. | | |

Risks & Mitigations

Risk Mitigation

None identified. |

TIB DataCite Connector

Provider
TECHNISCHE INFORMATIONSBIBLIOTHEK (TIB)
TRL

I

Description
A library to programmatically access the DataCite APIs.

Table 14: Functionalities, gaps, functional/non-functional requirements and risks & mitigations of the TIB DataCite
Connector

Provides
Use Case 1 | None identified
Use Case 2 | None identified
Use Case 3 | None identified
Gaps
Use Case Gap - What is the Tool missing?
Use Case 1 | None identified
Use Case 2 | None identified

Use Case 3 | None identified

Functional requirements

ID Title Description Priority
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FR-DCC-01 Dockerization Dockerization of DCC. High

FR-DCC-02 OpenAPI OpenAPI 3 descriptions for DCC Web API. High
specification

FR-DCC-03 JenPlane JenPlane's specification of DCC. High
specification

FR-DCC-04 Cluster Podify the DCC containers and test deploy them on the | High
deployment runtime system (Kubernetes cluster).

Non-functional requirements

ID Title Description Priority

None identified. | | |

Risks & Mitigations

Risk Mitigation

None identified. |

T1B SDM-RDFizer

Provider
TECHNISCHE INFORMATIONSBIBLIOTHEK (TIB)
TRL

(6}

Description
A collection of libraries able to apply semantic annotations to various data structures.

Table 15: Functionalities, gaps, functional/non-functional requirements and risks & mitigations of the TIB SDM-

RDFizer
Provides
Use Case 1 | None identified
Use Case 2 | None identified

Use Case 3 | None identified
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Gaps
Use Case Gap - What is the Tool missing?
Use Case 1 | None identified
Use Case 2 | None identified

Use Case 3 | None identified

Functional requirements

ID Title Description Priority

FR-SDM-01 Dockerization Dockerization of SDM. High

FR-SDM-02 OpenAPI OpenAPI 3 descriptions for SDM Web API. High
specification

FR-SDM-03 JenPlane JenPlane's specification of SDM. High
specification

FR-SDM-04 Cluster Podify the SDM containers and test deploy them on the | High
deployment runtime system (Kubernetes cluster).

Non-functional requirements

ID Title Description Priority

None identified. | | |

Risks & Mitigations

Risk Mitigation

None identified. |

TIB TRS

Provider
TECHNISCHE INFORMATIONSBIBLIOTHEK (TIB)
TRL

(6}

Description

Grant Agreement: 101070069 -48-
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TRS provides access to the TIB's terminology server as well as the available terminologies. The Terminology
Service is a repository for terminological resources based on semantic W3C standards like the Web Ontology
Language (OWL 2). The Terminology Service of TIB — Leibniz Information Centre for Science and
Technology and University Library is a single-point-of-entry web-service providing access to terms from
generic and domain-specific controlled vocabularies and ontologies. TIB Central Terminology Service is the
backbone of all the Terminology Services presented by TIB. It hosts and stores the terminologies of various
research communities mainly through this web site.

Table 16: Functionalities, gaps, functional/non-functional requirements and risks & mitigations of the TIB TRS

Provides

Use Case Tool provides functionality

Use Case 1 | None identified

Use Case 2 | None identified

Use Case 3 | None identified

Gaps

Use Case Gap - What is the Tool missing?
Use Case 1 | None identified

Use Case 2 | None identified

Use Case 3

| None identified

Functional requirements

ID Title Description Priority

FR-TRS-01 Dockerization Dockerization of TRS. High

FR-TRS-02 OpenAPI OpenAPI 3 descriptions for TRS Web API. High
specification

FR-TRS-03 JenPlane JenPlane's specification of TRS. High
specification

FR-TRS-04 Cluster Podify the TRS containers and test deploy them on the | High
deployment runtime system (Kubernetes cluster).

Non-functional requirements
ID Title Description Priority
Grant Agreement: 101070069 -49-
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None identified. | | |

Risks & Mitigations

Risk Mitigation

None identified. |

SWC PoolParty

Provider

SEMANTIC WEB COMPANY GMBH (SWC)
TRL

9

Description

PoolParty Semantic Suite is the most complete and advanced semantic middleware platform on the global
market. As a middleware, PoolParty serves as the powerful “glue” between customer databases and
applications so that customer knowledge models can continuously evolve in a stable, interconnected
environment.

https://www.poolparty.biz/

Table 17: Functionalities, gaps, functional/non-functional requirements and risks & mitigations of the SWC PoolParty

Provides
Use Case Tool provides functionality
Use Case 1 Annotate call center transcripts based on vocabularies.
Classifier for different categories.
Use Case 2 Check if input data conforms to constraints via RDFox SHACL DPU.
Use Case 3 Vocabulary hub for TRUSTS platform for legal data space.
Annotate documents based on vocabularies.
Gaps

Use Case Gap - What is the Tool missing?

Use Case 1 Sentiment analysis for greek for Extractor.
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Use Case 2 Improved SHACL support for PoolParty platform. We investigate how to model
regulations for Bifrost as SHACL shapes. Furthermore, we aim for providing statistical
analysis for outliers in sensor data, which indicate invalid values. For this, we also research
how to identify root causes of data problems and potentially provide explanations as well.

Use Case 3 PoolParty takes the role of an IDS Vocabulary hub in the system architecture.

We look into solutions for document splitting (DFKI, Cermine, ...) and integrate at least
one of them into the PoolParty Extractor.

Functional requirements

ID Title Description Priority

FR-PP-01 Dockerization Dockerization of PoolParty platform. High

FR-PP-02 OpenAPI OpenAPI 3 descriptions for PoolParty Web API. High
specification

FR-PP-03 JenPlane JenPlane PoolParty descriptions. High
specification

FR-PP-04 UC1-Extraction | Semantic Annotation of tweets via Extractor in greek | High
for Greek language.

FR-PP-05 UC1-Sentiment | Sentiment analysis for greek for Extractor. Medium
for Greek

FR-PP-06 UC2-Bifrost Regulations for Bifrost as SHACL shapes and statistical | Medium
SHACL analysis for outliers.

FR-PP-07 UC2-Bifrost Identify root cause of problem + explanation for problems | Low
Explanations based on SHACL.

FR-PP-08 UC3-Document | Integrate document splitting into Extractor. High
Splitting

FR-PP-09 uCs- PoolParty as an IDS Vocabulary hub. Medium

Vocabulary Hub

Non-functional requirements

ID Title Description Priority

NFR-PP-01 Sentiment The quality for sentiment analysis has to be sufficient for | Medium
quality UCL.

NFR-PP-02 Extraction Quality metric DPU for Extractor annotation coverage. ‘ High
quality
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Risk Mitigation

FR-PP-05 solution not of sufficient gality

FR-PP-06 statistical analysis too difficult to integrate

FR-PP-07 failing to determine root causes

FR-PP-08 document splitting not working well

FR-PP-09 efforts too high

FR-PP-10 efforts too high

GT Data Integrity

Provider
GUARDTIME OU (GT)
TRL

8

Description

Workaround using concept annotations + possibly
rules.

Default to interval checks. Likely to have lower
quality.

Downgrade to simpler solution, e.g. working on the
textual content directly and not on the page layout.

Use existing solution from TRUSTS.

Workaround using export.

Guardtime Data Integrity is a technology based on Blockchain which can be used for timestamping or integrity
verification. Data will be signed and the signature is linked to the Blockchain, later the signature can be verified
alongside the data to prove the data has not changed. Signatures can also be used for timestamping.

Table 18: Functionalities, gaps, functional/non-functional requirements and risks & mitigations of the GT Data Integrity

Provides

Use Case Tool provides functionality

Use Case 1 None identified

Use Case 2

Use Case 3

Verification of signed datasets before using them in a simulation; signing outcomes of
simulation before storing or sharing them; verification of previous simulation outcomes.

In scenario 3, signing of a created artefact (a tailored dataset, language model, etc) to
ensure the received artefact is the correct one to provide quality assurance. Integrity of the
shared artefact can be verified by the party intending to use it.

Grant Agreement: 101070069
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Ensure verification tool can be accessed by all parties that require to verify integrity of the

Gaps
Use Case Gap - What is the Tool missing?
Use Case 1 None identified
Use Case 2 No gaps identified at the moment.
Use Case 3
received information.

Functional requirements

ID Title Description Priority

FR-DI-01 Dockerization Dockerization of the Data Integrity tool. High

FR-DI-02 OpenAPI OpenAPI 3 description of the Data Integrity tool. High
specification

FR-DI-03 JenPlane JenPlane description of the Data Integrity tool. High
specification

FR-DI-04 uUC2, Ucs Credentials and access to interact with the Data Integrity | High

tool.
Non-functional requirements
ID Title Description Priority

None identified. |

Risks & Mitigations

Risk

Mitigation

First iterations of the platform might have limited
support for sharing custom credentials and having
KSI Gateway at client’s premises.

Link between signed data and signature is not
maintained and therefore data integrity cannot be
verified later.

Credentials could be hardcoded for the first iteration
and the KSI Gateway will be hosted by GT for the
first integration phase. Further discussions are
planned to create a suitable plan for the next
iterations.

Emphasizing in documents the importance of
keeping the link between the signed data and its
signature.
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GT RWD-E

Provider
GUARDTIME OU (GT)
TRL

(6}

Description

RWD-E is a tool for obtaining results for questions from different datasets that are using the same subject IDs.
This tool is used for cases where databases cannot be linked by traditional methods due to data privacy
limitations. The tool uses encryption and MPC, it is GDPR compliant and can give a numerical answer to
guestions.

Table 19: Functionalities, gaps, functional/non-functional requirements and risks & mitigations of the GT RWD-E

Provides
Use Case 1 None identified
Use Case 2 None identified
Use Case 3 None identified
Gaps
Use Case 1 None identified
Use Case 2 None identified
Use Case 3 None identified

Functional requirements

ID Title Description Priority

FR-RWDE-01 | Dockerization Tool dockerization, implementation validation and

adjustments as needed.

High
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FR-RWDE-02 | OpenAPI OpenAPI descriptions for endpoints. High
specifications
FR-RWDE-03 | JenPlane JenPlane descriptions for RWD-E. High
specifications
Non-functional requirements
ID Title Description Priority

None identified. | | |

Risks & Mitigations

Risk Mitigation

Custom adapter module needed for each data source | Additional resource needs to be allocated for set-up
in order to use RWD-E. of a new data source connection.

TRL 8 might be difficult to achieve due to not having
a suitable use case.

Continue working with partners to use different
datasets for internal development.

LST CostNous

Provider
LSTECH ESPANA SL (LST)
TRL

ol

Description

CostNous is a tool capable of performing service usage forecasting in order to give insights that will help
developing strategies on service provision. It can ingest time series data and it outputs the future time series
with the forecast data.

Table 20: Functionalities, gaps, functional/non-functional requirements and risks & mitigations of the LST CostNous

Provides
Use Case Tool provides functionality
Use Case 1 The CostNous tool is designed to forecast service usage for any kind of ordered data. That
functionality can be used in Use Case 1 in order to forecast network resource usage and
provide insights about future usage and to the user so they can predict malfunctions, plan
maintenance and upgrades of the infrastructure etc.
Use Case 2 None identified
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Use Case 3

Gaps

Use Case

‘ None identified

Gap - What is the Tool missing?

=Data Bri-X

Use Case 1

Use Case 2

Use Case 3

The tool should be polished from bugs, have proven reliability, and be correctly
integrated into the toolbox. Having addressed that, conforming to the requirements of
DataBri-X and Use Case 1 is needed.

None identified

None identified

Functional requirements

ID

FR-CNOUS-1

FR-CNOUS-2

FR-CNOUS-3

FR-CNOUS-4

FR-CNOUS-5

Title

Dockerization

OpenAPI
specification

JenPlane
specification

DataBri-X
toolbox
Connection
Infrastructure

Test integration

Non-functional requirements

ID

Title

NFR-CNOUS-1 | Tool

responsiveness

Description

The tool should be containarized in order to address the
requirements of the toolbox.

The OpenAPI specification for the tool should be
provided.
The JenPlane specification for the tool should be provided.

The tool should be integrated into the DataBri-X toolbox.

The integration should be tested with the relevant use
cases for bug fixing and reliability.

Description

Priority

High

High

High

Medium

Low

Priority

The service should produce a response in a timely manner | Medium

given a request, although speed is not critical. No real-time

processing is usually needed.

NFR-CNOUS-2 | Tool reliability | The output data should be consistent with the input data. | Medium

Risks & Mitigations
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Risk Mitigation

Containarization not possible. | Adapting the algorithm in order to be containarized.

Data reliability not reached. Connecting with use case partners in order to adapt

the algorithm to the typical data of the use case.

LST NetNous

Provider

LSTECH ESPANA SL (LST)
TRL

)

Description

NetNous is a tool capable of performing anomaly detection on big datasets. Allowing for rapid detection and
response on flow-tracing tool malfunctions, careless clients, poorly-built apps, or malevolent attacks.

Table 21: Functionalities, gaps, functional/non-functional requirements and risks & mitigations of the LST NetNous

Provides
Use Case 1 | None identified
Use Case 2 | N/A
Use Case 3 | N/A

Gaps
Use Case 1 | None identified
Use Case 2 | None identified

Use Case 3 | None identified

Functional requirements

ID Title Description Priority

The tool should be containarized in order to address the
requirements of the toolbox.

FR-NTNOUS-1 ‘ Dockerization High
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FR-NTNOUS-2 | OpenAPI The OpenAPI specification for the tool should be | High
specification provided.

FR-NTNOUS-3 | JenPlane The JenPlane specification for the tool should be provided. | High
specification

FR-NTNOUS-4 | DataBri-X The tool should be integrated into the DataBri-X toolbox. | Medium
toolbox
Connection
Infrastructure

FR-NTNOUS-5 | Test integration | The integration should be tested with the relevant use | Low
cases for bug fixing and reliability.

Non-functional requirements

ID Title Description Priority

NFR- Tool The service should produce a response in a timely manner | Medium

NTNOUS-1 responsiveness | given a request.
NFR- Tool reliability | The output data should be consistent with the input data | Medium
NTNOUS-2 and have proven detection of anomalies.

Risks & Mitigations

Risk Mitigation

Containarization not possible. | Adapting the algorithm in order to be containarized.

Data reliability not reached. Connecting with use case partners in order to adapt

the algorithm to the typical data of the use case.

LST Data Anonymizer

Provider
LSTECH ESPANA SL (LST)
TRL

~

Description

The Data Anonymizer (DA) tool enables data owners to perform two important processes on their data:
aggregation and anonymization. The DA tool resides on the data owner’s side. It takes as input the raw data
that is available through the initial sources (telco data, sensor data, etc.) transformed into a predefined
schema/metadata model. The output is the processed (aggregated/anonymized) data that can be exported
through an API that the module provides.
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Table 22: Functionalities, gaps, functional/non-functional requirements and risks & mitigations of the LSTECH Data
Anonymizer

Provides

Use Case Tool provides functionality

Use Case 1 The anonymization tool is designed to mask critical information for any kind of ordered
data. That functionality can be used in Use Case 1 in order to preserve anonymity through
the entire process.

Use Case 2 The anonymization tool is designed to mask critical information for any kind of ordered
data. That functionality can be used in Use Case 2 in order to preserve anonymity through
the entire process.

Use Case 3 None identified

Gaps

Use Case Gap - What is the Tool missing?

Use Case 1 The tool should be polished from bugs and correctly integrated into the toolbox. Having
addressed that, conforming to the requirements of DataBri-X and Use Case 1 is needed.

Use Case 2 The tool should be polished from bugs and correctly integrated in the toolbox. Having
addressed that, conforming to the requirements of DataBri-X and Use Case 2 is needed.

Use Case 3 None identified

Functional requirements

ID Title Description Priority

FR-DANON-1 Dockerization | The tool should be containarized in order to address the | High
requirements of the toolbox.

FR-DANON-2 OpenAPI The OpenAPIl specification for the tool should be | High
specification provided.

FR-DANON-3 JenPlane The JenPlane specification for the tool should be | High
specification provided.

FR-DANON-4 DataBri-X The tool should be integrated into the DataBri-X toolbox. | Medium
toolbox
Connection
Infrastructure

FR-DANON-5 Test integration | The integration should be tested with the relevant use | Medium
cases for bug fix and reliability.

Non-functional requirements
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ID Title Description Priority

NFR-DANON-1 | Tool The service should produce a response in a timely | Medium
responsiveness | manner given arequest, but speed is not critical, since the
processing is not required to be in real-time.

NFR-DANON-2 | Tool reliability | The output data should be consistent with the input data, | Medium
the output should be always efficient to prevent de-
anonymization.

Risks & Mitigations

Risk Mitigation
Containarization not possible. | Adapting the algorithm in order to be containarized.
DFKI LER
Provider

DEUTSCHES FORSCHUNGSZENTRUM FUR KUNSTLICHE INTELLIGENZ GMBH (DFKI)
TRL

ol

Description

The objective of this tool is the recognition of legal named entities in text documents, and the enrichment of
the documents with information about these entities (entity type) in linked data format (RDF). The full
description of this tool can be found in [4-5].

Table 23: Functionalities, gaps, functional/non-functional requirements and risks & mitigations of the DFKI LER

Provides

Use Case 1 | None identified

Use Case 2 | None identified

Use Case 3 | Recognition of fine-grain entities in the legal domain.
Gaps

Use Case Gap - What is the Tool missing?

Use Case 1 | None identified
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Use Case 2 | None identified

Use Case 3 | Expand the amount and type of entities recognized for the use case.

Functional requirements

ID Title Description Priority
FR-LER-01 Dockerization | Dockerization of LER. High
FR-LER-02 OpenAPI OpenAPI 3 descriptions for LER. High
specification
FR-LER-03 JenPlane JenPlane LER descriptions. High
specification
FR-LER-04 Integration Implement access through HTTP REST API adapted to | High
DataBri-X.
FR-LER-05 Deployment Implement necessary modules to integrate it into the | High
DataBri-X Toolbox.
FR-LER-06 Input format Increment the accepted input formats to adapt them to use | High
case 3.
FR-LER-07 Output format | Adapt output format to DataBri-X requirements. High
FR-LER-08 Data annotation | Annotate data including new entity types Medium
FR-LER-09 Training Training new models including new entity types, | Medium
models depending on use case 3 requirements.

Non-functional requirements

ID Title Description Priority
NFR-LER-1 Recognition ‘ Quality of recognition of new entity types. ‘ Medium
quality

Risks & Mitigations

Risk Mitigation

None identified. |
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DFKI TIMEX

Provider
DEUTSCHES FORSCHUNGSZENTRUM FUR KUNSTLICHE INTELLIGENZ GMBH (DFKI)
TRL

(6}

Description

The objective of this tool is the recognition and normalization of temporal expressions in text documents and
the enrichment of the documents with information about these entities (entity type) in linked data format
(RDF). The full description of this tool can be found at: https://aclanthology.org/W19-2207/.

Table 24: Functionalities, gaps, functional/non-functional requirements and risks & mitigations of the DFKI TIMEX

Provides

Use Case 1 | None identified

Use Case 2 | None identified

Use Case 3 | Recognition and normalization of temporal expressions in documents of the legal domain.
Gaps

Use Case 1 None identified

Use Case 2 None identified

Use Case 3 The type of temporal expressions and their normalization value must be adapted to the use

case.

Functional requirements

ID Title Description Priority
FR-TIMEX-01 | Dockerization | Dockerization of TIMEX. High
FR-TIMEX-02 | OpenAPI OpenAPI 3 descriptions for TIMEX. High

specification
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FR-TIMEX-03 | JenPlane JenPlane TIMEX descriptions. High
specification
FR-TIMEX-04 | Integration Implement access through HTTP REST API adapted to | High
DataBri-X.
FR-TIMEX-05 | Deployment Implement necessary modules to integrate it into the | High

DataBri-X Toolbox.

FR-TIMEX-06 | Input format Increment the accepted input formats to adapt them to use | High
case 3.

FR-TIMEX-07 | Output format | Adapt output format to DataBri-X requirements. High

FR-TIMEX-08 | Rules definition | Definition of new rules to recognize new temporal | Medium
expressions for use case 3.

FR-TIMEX-09 | Normalization | Implementation of normalization rules for new temporal | Medium
values expression types for use case 3.

Non-functional requirements

ID Title Description Priority
NFR-TIMEX-01 | Recognition ‘ Quality of recognition of new temporal expressions. ‘ Medium
quality

Risks & Mitigations

Risk Mitigation

None identified. |

DFKI DSR

Provider
DEUTSCHES FORSCHUNGSZENTRUM FUR KUNSTLICHE INTELLIGENZ GMBH (DFKI)
TRL

ol

Description

The objective of this tool is the recognition of the structure of documents, especially identifying its various
parts (sections and titles). A second functionality is the classification of the parts in predefined section/part
types, i.e, the conclusions in a scientific paper could be named in many different ways, such as ‘Conclusions’,
‘Conclusions and Future Work’, ‘Discussion’, etc.
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Table 25: Functionalities, gaps, functional/non-functional requirements and risks & mitigations of the DFKI DSR

Provides

Use Case

Use Case 1
Use Case 2

Use Case 3

Gaps

Use Case

Tool provides functionality

| None identified

| None identified

| Recognition of the structure of documents in the legal domain.

Use Case 1

Use Case 2

Use Case 3

Gap - What is the Tool missing?

| None identified

| None identified

Functional requirements

ID

FR-DSR-01

FR-DSR-02

FR-DSR-03

FR-DSR-04

FR-DSR-05

FR-DSR-06

FR-DSR-07

FR-DSR-08

FR-DSR-09

Title
Dockerization

OpenAPI
specification

JenPlane
specification

Integration

Deployment

Input format

Output format

Data annotation

Training models

Description
Dockerization of DSR.

OpenAPI 3 descriptions for DSR.

JenPlane DSR descriptions.

Implement access through HTTP REST API adapted to
DataBri-X.

Implement necessary modules to integrate it into the
DataBri-X Toolbox.

Increment the accepted input formats to adapt them to use
case 3.

Adapt output format to DataBri-X requirements.

Annotate documents including new section types specific
to use case 3.

Training new models including new section types,
depending on use case 3 requirements.

| Adaptation of the recognition module for the concrete type of documents in the use case.

Priority
High

High

High

High

High

High

High

High

High
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Non-functional requirements

ID Title Description Priority

NFR-DSR-01 | Recognition Quality of recognition of document structure. Medium
quality

NFR-DSR-02 | Classification Quality of classification of document sections. ‘ Medium
quality

Risks & Mitigations

Risk Mitigation

None identified. |

DFKI PBI

Provider
DEUTSCHES FORSCHUNGSZENTRUM FUR KUNSTLICHE INTELLIGENZ GMBH (DFKI)
TRL

I

Description

The objective of this tool is the identification of political bias (extreme left, left, neutral, right, extreme right)
in news texts.

Table 26: Functionalities, gaps, functional/non-functional requirements and risks & mitigations of the DFKI PBI

Provides
Use Case 1 | None identified
Use Case 2 | None identified
Use Case 3 | None identified
Gaps
Use Case Gap - What is the Tool missing?

Use Case 1 | None identified
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Use Case 2

Use Case 3

| None identified

| None identified

Functional requirements

ID

FR-PBI-01

FR-PBI-02

FR-PBI-03

Title
Dockerization

OpenAPI
specification

JenPlane
specification

Non-functional requirements

ID

NFR-PBI-01

Title

Identification
quality

Risks & Mitigations

Risk

Description Priority
Dockerization of PBI. High
OpenAPI 3 descriptions for PBI. High
JenPlane PBI descriptions. High
Description Priority
Quality of political bias identification. Low

Mitigation

None identified.

2.7 General Risks & Mitigations for all Tools

Risk

Mitigation

Incomplete or ambiguous requirements can lead to
misunderstandings, misalignment, and ultimately, a
solution that does not meet the intended needs.

Conduct thorough stakeholder interviews
and workshops to ensure all requirements are
captured.

Use visual aids, such as mock-ups or
prototypes, to clarify requirements and
validate understanding.

Employ requirement validation techniques,
such as reviews and walkthroughs, to
identify any ambiguities or gaps.
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Failing to manage and control requirement changes
can result in scope creep, project delays, and
increased costs.

Stakeholders may have different perspectives,
priorities, or conflicting interests, leading to
difficulties in reaching a consensus and obtaining
consistent requirements.

Lack of partner involvement or engagement.

Insufficient Domain Knowledge. Lack of domain
knowledge by the requirements gathering team can
lead to a shallow understanding of the problem
domain, resulting in incomplete or irrelevant
requirements.

Setting unrealistic expectations regarding project
scope, timeline, or budget can lead to dissatisfaction
and project failure.

= )ataBri-X

Establish a robust change management
process to evaluate and approve requirement
changes.

Regularly communicate and engage with
stakeholders to keep them informed of any
changes and their impact.

Prioritize requirements and freeze the scope
to minimize unnecessary changes.

Facilitate  collaborative  sessions to
encourage stakeholders to express their
viewpoints and reach a consensus.

Identify key user representatives and involve
them throughout the requirements gathering
process.

Conduct user interviews, focus groups, or
usability testing to understand user needs and
gather feedback.

Regularly validate requirements with users
to ensure their expectations are being met.

Involve subject matter experts and domain
specialists during the requirements gathering
process.

Conduct research and knowledge transfer
sessions to enhance the team's understanding
of the domain.

Collaborate closely with the domain experts
to validate and refine the requirements.

Set clear and realistic expectations regarding
project scope, timeline, and budget from the
beginning.

Educate stakeholders about the constraints
and limitations of the project to manage their
expectations.

Provide transparent assessments of what can
be realistically achieved.
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3 Development Roadmaps

In the following, we present the development roadmaps for all Tools for the 3 years of the project. The
roadmaps are based on the provided requirements for each Tool and define an incremental development in 3
steps that is also aligned with general requirements coming from data governance process (WP2) and
integration and deployment (WP4). After the 3 years of DataBri-X, the Tools will not only satisfy these
requirements, but also can implement the 3 Use Cases based on (WP5).

eBOS Visualiser

Table 27: eBOS Visualiser development roadmap

Year Requirements ID  Notes
1 FR-VZ-01 Development
FR-VZ-02
FR-VZ-03
2 FR-VZ-04 Development/Integration
FR-VZ-05
FR-VZ-06
FR-VZ-07
FR-VZ-08
3 FR-VZ-09 Deployment

IMDEA Watermarking
Table 28: IMDEA Watermarking development roadmap

Year Requirements ID  Notes
1 FR-WM-01
FR-WM-02 Development/Deployment
FR-WM-03
2 FR-WM-04 Deployment/Integration
3 FR-WM-05 Deployment
FR-WM-06
ARC TwitHoard

Table 29: ARC TwitHoard development roadmap

Requirements ID Notes

1 FR-TH-01 Deployment
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FR-TH-02
FR-TH-03
FR-TH-04
FR-TH-05

2 FR-TH-08
FR-TH-09
NFR-TH-01

3 FR-TH-06
FR-TH-07
FR-TH-10

ARC KnowDE

Integration
Integration
UC1
UC1

uC1
uC1
uC1

uC1
uC1
uC1

Table 30: ARC KnowDE development roadmap

=Data Bri-X

Year Requirements ID  Notes

1 FR-KDE-01
FR-KDE-02
FR-KDE-03
FR-KDE-04
FR-KDE-05

2 FR-KDE-06
FR-KDE-07
FR-KDE-08
FR-KDE-09

3 FR-KDE-10
FR-KDE-11
NFR-KDE-01
NFR-KDE-02

ARC TripleGeo

Deployment
Integration
Integration
uUC3

uUC3

ucC3
ucCs
UCs3
ucC3

ucC3
ucC3
ucCs
ucCs

Table 31: ARC TripleGeo development roadmap

Year Requirements ID  Notes

1 FR-TG-01
FR-TG-02
FR-TG-03
FR-TG-04
FR-TG-05

2 FR-TG-06

3 FR-TG-07

Deployment
Integration
Integration
ucC2

uC2

ucC2

Enhancement
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NFR-TG-01

ARC SimSearch

Enhancement

Table 32: ARC SimSearch

Requirements ID  Notes

=Data Bri-X

FR-SIMS-01
FR-SIMS-02
FR-SIMS-03

ARC LOCI

No developments

No developments

Deployment
Integration
Integration

No developments

No developments

Table 33: ARC LOCI development roadmap

Year

Requirements ID  Notes

1

Year

FR-LOCI-01
FR-LOCI-02
FR-LOCI-03
FR-LOCI-04
FR-LOCI-05

FR-LOCI-06
FR-LOCI-07

FR-LOCI-08
NFR-LOCI-01

SIE BIFROST

Deployment
Integration
Integration
UC1, Uc2
UC1, Uc2

UC1, ucC2
UC1, ucC2

Enhancement
Enhancement

Table 34: SIE BIFROST development roadmap

Requirements ID  Notes

FR-BF-01
FR-BF-02
FR-BF-03

FR-BF-04
NFR-BF-01

Integration/Test
Integration/Test

Development

Development
Optimization
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3 FR-BF-05 Development
NFR-BF-02 Development
OST RDFox

Table 35: OST RDFox development roadmap

Year Requirements ID  Notes

1 FR-RDFOX-01 Integration
FR-RDFOX-02 Integration
NFR-RDFOX-01 | Development

2 FR-RDFOX-03 Integration
FR-RDFOX-04 Development
FR-RDFOX-06 Integration

3 FR-RDFOX-05 Development

FR-RDFOX-07 Development

TIB ORKG
Table 36: TIB ORKG development roadmap

Year Requirements ID  Notes
1 FR-ORKG-01 Dockerization, OpenAPI 3 descriptions and JenPlane software
FR-ORKG-02 specification.
FR-ORKG-03
2 FR-ORKG-04 Deployment on Cluster environments and on-premise
deployment.
3 No developments | No developments

TIB DataCite Connector
Table 37: TIB DataCite Connector

Year Requirements ID  Notes

1 FR-DCC-01 Dockerization, OpenAPI 3 descriptions and JenPlane software
FR-DCC-02 specification.
FR-DCC-03

2 | FR-DCC-04 | Podifying and cluster deployment testing.
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3 N/A No developments

TIB SDM-RDFizer
Table 38: TIB SDM-RDFizer development roadmap

Requirements ID  Notes

1 FR-SDM-01 Dockerization, OpenAPI 3 descriptions and JenPlane software
FR-SDM-02 specification.
FR-SDM-03
2 FR-SDM-04 Podifying and cluster deployment testing.
3 No developments | No developments
TIBTRS

Table 39: TIB TRS development roadmap

Year Requirements ID  Notes

1 FR-TRS-01 Dockerization
FR-TRS-02 OpenAPI 3 descriptions and JenPlane software specification.
FR-TRS-03

2 FR-TRS-04 Podifying and cluster deployment testing.

3 No developments | No developments

SWC PoolParty Semantic Suite
Table 40: SWC PoolParty Semantic Suite development roadmap

Year Requirements ID  Notes

1 FR-PP-01 Integration and deployment
FR-PP-02 Data governance process
FR-PP-03 UCl1
FR-PP-04 ucs

2 FR-PP-05 uc1
FR-PP-08 ucCs

3 FR-PP-06 uc2
FR-PP-07 uc2
FR-PP-09 ucs
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GT Basic KSI (Data Integrity)

Table 41: GT Basic KSI (Data Integrity) development roadmap

Year Requirements ID  Notes
1 FR-DI-02 OpenAPI and JenPlane description, tool development to fulfil
FR-DI-03 each use case functional needs.
2 FR-DI-01 Tool containerization and integration in use cases.
FR-DI-04
3 No developments | No developments
GT RWD-E
Table 42: GT RWD-E development roadmap
Year Requirements ID  Notes
1 FR-RWDE-01 Tool development and containerization.
FR-RWDE-02 Already implemented.
2 FR-RWDE-03 JenPlane description.
3 No developments | No developments
LST CostNous
Table 43: LST CostNous-Tool development roadmap
Year Requirements ID  Notes
1 FR-CNOUS-1 Reaching TRL=6
FR-CNOUS-2
FR-CNOUS-3
2 FR-CNOUS-4 Reaching TRL=7
3 FR-CNOUS-5 Reaching TRL=8
NFR-CNOUS-1
NFR-CNOUS-2

Year

LST NetNous

Table 44: LST NetNous-Tool development roadmap

Requirements ID  Notes
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1 FR-NTNOUS-1 Reaching TRL=6
FR-NTNOUS-2
FR-NTNOUS-3

2 FR-NTNOUS-4 Reaching TRL=7

3 FR-NTNOUS-5 Reaching TRL=8
NFR-NTNOUS-1
NFR-NTNOUS-2

LST Dataset Anonymizer

Table 45: LST Dataset Anonymizer development roadmap

Year Requirements ID Notes

1 FR-DANON-1 TRL=7
FR-DANON-2
FR-DANON-3

2 FR-DANON-4 TRL=7

3 FR-DANON-5 Reaching TRL=8
NFR-DANON-1
NFR-DANON-2

DFKI LER
Table 46: DFKI LER development roadmap

Year Requirements ID  Notes

1 FR-LER-01 Reaching TRL=6
FR-LER-02
FR-LER-06
FR-LER-07
FR-LER-08
FR-LER-09

2 FR-LER-03 Reaching TRL=7
FR-LER-04
FR-LER-05

3 NFR-LER-01 Reaching TRL=8

DFKI TIMEX
Table 47: DFKI TIMEX development roadmap

Year Requirements ID  Notes

=Data Bri-X
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1 FR-TIMEX-01 Reaching TRL=6
FR-TIMEX-02
FR-TIMEX-06
FR-TIMEX-07
FR-TIMEX-08
FR-TIMEX-09

2 FR-TIMEX-03 Reaching TRL=7
FR-TIMEX-04
FR-TIMEX-05

3 NFR-TIMEX-01 Reaching TRL=8

DFKI DSR
Table 48: DFKI DSR development roadmap

Year Requirements ID  Notes

1 FR-DSR-01 Reaching TRL=6
FR-DSR-02
FR-DSR-06
FR-DSR-07
FR-DSR-08
FR-DSR-09

2 FR-DSR-03 Reaching TRL=7
FR-DSR-04
FR-DSR-05

3 NFR-DSR-01 Reaching TRL=8

DFKI PBI
Table 49: DFKI PBI development roadmap

1 FR-PBI-01 Reaching TRL=5,6
FR-PBI-02

2 FR-PBI-03 Reaching TRL=7

3 NFR-PBI-01 Reaching TRL=8
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4 Conclusions

This document provides the Technical Requirements Specification and Development Roadmaps for all Tools
in DataBri-X. We discussed the general requirements that all Tools must satisfy, which are integration into the
Data Governance Process and the DataBri-X platform Integration and Deployment. We also specified the
DataBri-X Resource Connector requirements and the conformance regarding IDS and GAIA-X. Finally, we
specified TRL 8, which all Tools must reach after the 3 years of development, for the context of DataBri-X.

We list every Tool of the DataBri-X platform and specify the detailed requirements it already satisfies or will
satisfy in the course of the development in the project. Here we also address how each of the Tools contribute
to the 3 use cases.

Finally, we provide development roadmaps for all Tools of DataBri-X and specify which of the previously
defined requirements will be implemented in which year of the project. This provides DataBri-X with a detailed
plan how to establish the DataBri-X toolbox as a standardized and process-driven platform and how to
implement all 3 defined use cases of DataBri-X.

We note that at the time of writing, some technical details regarding how the Tools will be operated as part of
the DataBri-X platform and how far they will contribute to serving the use cases are still unknown. Once this
information becomes more concrete over the course of the project, we will provide the related specification
updates in upcoming deliverables.
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