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Executive summary 

 

This document provides the Data Management Plan (DMP) in the DataBri-X project. It provides information 

on DataBri-X data management policy and key information on all datasets to be produced and processed within 

the project.  

 

The DMP specifies (i) what data, formats and metadata will be collected, processed and/or generated; (ii) 

which methodology and standards will be applied for the project’s data management and -processing; (iii) 

when and how data will be made openly accessible; (iv) how relevant data will be collected and distributed / 

made available via a DataBri-X data catalogue; and thereby (v) how data reusability will be fostered; and (vi) 

how data security will be preserved, in accordance with Regulation (EU) 2016/679.  

 

In summary, the management of data in the DataBri-X project is based on the following rules:  

 

• Provide a maximum level of security for sensitive data and personal data, including the exchange of 

personal and/or sensitive data between selected partners. 

• Use well-known, established repositories for publishing and archiving non-sensitive research data. 

• Encourage data providers – where possible – to make non-sensitive data available using Creative 

Commons licences, e.g., CC-BY1. 

• Raise awareness among researchers, companies, and public stakeholders for the importance of 

making non-sensitive research data available to the public. 

 

 

This document at hand (i) starts with an introduction section, including a mapping of the project’s scope and 

objectives with the project outputs, followed by (ii) a section explaining the used methodology for the DMP, 

(iii) a section providing information about practises and laws of relevancy, followed by (iv) the data inventory 

by partner section, providing information and insights of data, formats and standards used, data policies in 

place and the approaches for the management of personal identifiable information (PII). (v) The approach of 

the DataBri-X Data Catalogue is explained, where relevant project data will be stored to enable project team 

access and efficient re-use of data (also after the project), followed by (vi) a section about the DMP monitoring 

function – information about DMP monitoring over the project duration with some detail elements, and finishes 

(vii) with a conclusion section. 

 

  

 
1 Attribution 3.0 Unported (CC BY 3.0), see: https://creativecommons.org/licenses/by/3.0/ 
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1. Introduction 

The Data Management Plan (DMP) contains information related to the types and other attributes of data the 

DataBri-X project will generate / collect (including personal data), the data standards to be used and how 

partners might exploit the data, thus setting robust procedures and supporting GDPR compliance. A strong 

focus of the DMP is on (reusable) vocabularies, taxonomies, language resources and AI models. All project 

partners have contributed to this Data Management Plan (DMP) of DataBri-X. 

 

The deliverable is the first report produced and it aims to capture a preliminary registry of data by the partners 

even at the early stage as well as lay out the rules and recommendations as to how the data needs to be managed 

within the scope of the project and all relevant practises and regulations concerning the work. As per GA 

requirement the DMP will be continuously updated to match progress and ongoing developments ensuring that 

adherence to data management rules remains till the project end. 

 

1.1 DataBri-X scope and objectives: mapping project’s outputs 

The purpose of this section is to map DataBri-X Grand Agreement (GA) commitments, both within the formal 

Deliverable and Task description, against the project’s respective outputs and work performed. This mapping 

is shown in Table 1. 

Table 1: Adherence to DataBri-X GA Deliverable and Task(s) descriptions.  

DataBri-X Task 

Respective 

document 

chapter(s) 

Justification 

Task T1.3 – Data & Innovation Management, 

IPR Management  

 

T1.3 will prepare and monitor the 

implementation of the Data Management Plan 

(DMP). The DMP will contain information 

related to the types and other attributes of data 

the project will generate / collect (including 

personal data), the data standards to be used and 

how partners might exploit the data, thus setting 

robust procedures and supporting GDPR 

compliance. A strong focus of the DMP is on 

(reusable) vocabularies, taxonomies, language 

resources and AI models. SWC will also 

identify and manage innovation from the 

project, advising partners on the scope and 

potential of the innovations arising and paying 

attention to discerning IPR at regular 

checkpoints. To ensure ssustainability, 

exploitation and marketability of the project’s 

results, SWC designs the IPR protection 

strategy and manages associated activities with 

partners. SWC also ensures that confidentiality 

agreements and all the partners’ foreground and 

background IP in the Consortium Agreement 

are respected. 

Chapters in the 

document that 

address the 

described task. 

 

Chapters 2 to 6   

 

Justification of how the respective 

section(s) addresses the task 

requirements.  

 

  

 

-Chapter 2 outlines the 

methodology to be followed 

including IPR management 

-Chapter 3 analyses the laws for 

relevancy 

-Chapter 4 describes the data to 

be processed by partner as 

foreseen at this stage of the 

project 

-Chapter 5 lays out the data 

catalogue of Databri-X 

-Chapter 6 discusses the 

monitoring function and how this 

will be engaged  
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2. Methodology 

The overall methodology used for the development of the DMP is two-fold: A) desk research about the relevant 

methodologies and standards for state-of-the-art data management in an Innovation Action (IA), and B) an 

online survey carried out together with all project partners to collect respective organisational data 

management practises and policies, data to be collected, used formats and standards, and policies in place 

related to the management and processing of personal data (if any). 

As follows we present the approach of DataBri-x for (i) research data management, (ii) security, and (iii) IPR 

management. 

Approach for Research data management 

 

Types of data/research outputs: DataBri-X utilizes existing data and data sets from partners, UC partners as 

well as experimental, demonstration and industrial data collected/generated throughout the project duration 

during technology development, demonstrators, D&C activities. Data sources include existing data sets, 

existing and new vocabularies, AI models and language resources, etc. Final data sets will be available in 

various industry standard file formats in the case of measured/simulated/generated data, and other formats for 

other data types (e.g. .docx, .pdf, etc.). 

 

DataBri-X follows the FAIR data principles approach as follows. 

 

Data has become an important raw material that is of high importance in nearly every industry sector 

worldwide. As such, the free flow of non-personal data is a prerequisite for a competitive data economy within 

the Digital Single Market (DSM)2. The DSM aims to fully unleash the data economy, allowing a free flow of 

data and therefore enabling companies and public stakeholders to store and process non-personal data wherever 

they choose in the EU. The General Data Protection Regulation (GDPR)3, on the other hand, already provides 

for the free movement of personal data within the Union, next to its primary goal of protecting personal data.  

 

In a research context, the FAIR principles (Findable, Accessible, Interoperable, Reusable)4 were established 

in 2016 by the FORCE 11 group5, focusing on the optimal preparation of research data for human and machine. 

In this context, FAIR data does not necessarily mean completely open data, but rather data to be ‘as open as 

possible, as closed as necessary’. This is especially important when dealing with industrial partners and 

building sustainable business models. As such, the (data) platforms which are needed have to consider all three 

aspects, DSM, GDPR and FAIR: considering all aspects, data can be traded, exchanged and published in a 

trustworthy and secure way providing clear legal and ethical frameworks, where data based services and related 

software & tools can be offered and easily used, and where data professionals can receive training to improve 

their knowledge and skills.  
 

Findability: persistent and unique identifiers (e.g., digital object identifiers, URIs / IRIs) and trusted 

repositories will be used. All the data will be generated by the project or sourced from existing sources. Each 

data file will be accompanied by a nomenclature file describing standardized coding conventions. This will 

facilitate interpretation, standardization, and re-use of data.  

 

Accessibility: the project data generated during the project will be stored (i) on the standardized centralized 

file storage system managed by the IT department at ARC (project data) which is continuously updated, and 

(ii) use case data will be stored in the environments of the UC partners. Data exchange will be operated over 

this ARC hosted system, access fulfils security and safety regulations. See also section 5) The data catalogue 

of DataBri-X. 

 

 
2 European Commission (2020). Digital Single Market (DSM): https://ec.europa.eu/digital-single-market/ 
3 European Commission (2020). General Data Protection Regulation (GDPR): https://gdpr.eu/tag/gdpr/ 
4 Wilkinson, M., Dumontier, M., Aalbersberg, I. et al. The FAIR Guiding Principles for scientific data management and stewardship. 

Sci Data 3, 160018 (2016). https://doi.org/10.1038/sdata.2016.18 
5 https://force11.org/, accessed 02/2023 

https://force11.org/
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Access to project data will be managed by ARC, UC data by the UC partners themselves. Intellectual Property 

Rights issues will be dealt with in line with the EU recommendations.  

 

Interoperability: standards, formats and vocabularies for data and metadata. Each dataset is stored and 

accompanied with a metadata file describing any of the relevant information to a specific dataset. It also records 

any deviations from the testing / demo protocol (if any) and other useful contextual information, key 

information related to entire dataset, including the origin and characteristics of the collected data. The metadata 

will be clear, in good order and well documented and efficiently usable by researchers also in the future. 

Versioning of files is handled in the filenames; data will be stored in a dedicated structure to distinguish 

different types of data.  

 

Reusability: the high-level aggregated anonymized data collected or generated through the project will be 

available via platforms and other open access repositories, e.g., the European data repository EUDAT. The 

end users will be able to access the entire anonymized aggregated dataset together with metadata, data sources 

and contact information from the data contributors/publishers.  

 

Open Access cannot be granted to any data containing personal related information, as well as of some 

confidential / sensitive business data from partners, mainly use case partners. The reason for the latter is that 

some data collections provide a high value of data and have been collected / developed with a high amount of 

resources and thereby cannot be provided as open access. 

 

Approach for Security 

All activities carried out in DataBri-X will comply with the international, EU and national ethical principles 

and related legislation. In particular: (i) The Charter of Fundamental Rights of the European Union (2000/C 

364/01)); (ii) The European Convention on Human Rights (amended by Protocols Nos. 11 and 14.); (iii) 

General Data Protection Regulation (EU) 2016/679; (iv) European Group on Ethics in Science and New 

Technologies in their report “Citizens Rights and New Technologies: A European Challenge” on the Charter 

on Fundamental Rights related to technological innovation; (v) Artificial Intelligence Act (COM(2021) 206), 

draft version available. 

 

The project team includes internal experts with backgrounds or experience in ethics (in different disciplines 

such as gender, data protection, AI-trustworthiness, etc.) to deal with the monitoring and advising on ethical 

detected aspects.  

 

These procedures will be designed in compliance with current regulation. Specifically, several security 

measures will be in place to ensure no data leakages or confidentiality breaks, which is of outmost importance 

for the personal data and the involvement of citizens in non-medical studies (research).  

 

State-of-the-art firewalls, network security, encryption and authentication will be used to protect collected 

data. Firewalls prevent the connection to open network ports, and exchange of data will be through consortium 

known ports, protected via IP filtering and password. Where possible (depending on the facilities of each 

partner) the data will be stored on a locked server, and all identification data will be stored separately. 

 

Only authorised persons within authorised organisations will have access to all the users’ identities. Only 

anonymous data will be made available to out-of-the-project researchers. If any identifiable data is required, 

access to it will be granted only after explicit user permission. Access to any private generated project database 

will be granted with an authentication server that will restrict access depending on the user identity. Access to 

those databases will be also filtered on a user-based policy. A minimum password quality policy will be 

enforced to grant the security of the system. 

 

Approach for IPR Management 

Although it is hard to specify this fully in this early stage of the project, the consortium is aware that proper 

and continuous IPR management is crucial for the project. Lots of background IP (existing Intellectual Property 

Rights) by the partners will be brought to the project in a) software and data management tools and b) the three 

use cases / prototypical data spaces of the project, in addition new IP will be generated by single partners as 
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well as groups of partners and the whole consortium. The IPR Management will follow the basics outlined in 

the Grant Agreement and the Consortium Agreement. The IPR Management itself will be carried out 

continuously by identifying existing and new IP and collecting such “innovation objects” in a catalogue 

maintaining the objects, including clear identifiers, and the licenses (as soon as possible) and the partners 

owning the IP. This IPR Management system together with the DataBri-X Data Catalogue (see also above and 

section 5 of this document) builds the project inventory of the DMP. 
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3. Practises and laws of relevancy 

As follows the considerations in the DataBri-X projects regarding (i) Personal Data, (ii) Ethical Aspects 

(including Humans and AI), and (iii) data and information sharing / exchange with 3rd Parties.  

Personal data 

The project will deal with ethics issues related to “Protection of Data”, because collection of general data about 

industry players (and potentially personal data from their employees) and from workers is envisaged in 

activities of the project, such as surveys, events organisation, or the engagement of stakeholders. Surveys will 

be anonymised (only gathering information on respondent characteristics not to be linked to actual persons). 

Moreover, the project guarantees a proper use of data collected as detailed in the Data Management Plan 

(DMP) at hand, under the responsibility of ARC with the collaboration of all partners.  

 

The procedures to be implemented for data collection, storage, protection, retention and destruction and 

confirmation will comply with national and EU legislation. Each entity may appoint its Data Protection Officer 

(DPO), in charge of managing data protection for its institutions, according to regulation. Any data collected 

need to comply with the General Data Protection Regulation (EU) 2016/679 GDPR. So, any external entity 

(for example: the External Advisory Board (EAB), any institutions in DataBri-X Network, their contact 

persons, attendees to an event will be registered in internal databases, all will be asked for their explicit consent 

explaining beforehand the purpose of the database. The project team uses state-of-the-art technologies for 

secure storage, delivery, and access of personal information, as well as managing the rights of the users. In this 

way, there is guarantee that the accessed, delivered, stored, and transmitted content is managed by the right 

persons, with well-defined rights, at the right time. 

 

An ethics self-assessment of the project has been carried out. Ethical aspects were identified and assessed in 

relation to the project objectives methodology and likely impact. 

 

With regards to security technical measures the following methods will be studied and exercised to guarantee 

data protection: 

 

1. Data anonymization: Any key personal data can be removed by anonymizing or exchanging the data 

with coded information which can be matched with actual data in other data files, rendering the data 

useless/ non-coherent in case of a data breach of either files 

2. Data encryption: Encryption keys and technologies like algorithms will be reviewed and used to make 

the accessibility to data silos impossible, unless the reader is in posession of that encryption key and 

technology. 

 

Humans 

Involvement of humans in non-medical studies: This aspect is linked to the co-design and consultation 

activities carried out in the project activities. The project will collect inputs from organisations, companies, 

manufacturers, Original Equipment Manufacturers, technology developers and potentially workers as well as 

other researchers, potential investors, representatives of funding agencies, etc. Results of web, paper or 

workshop consultations will be aggregated and anonymised. The participation is voluntary and based on 

informed consent ensuring respect for persons and dignity and the rights and interests of the participants. 

Highest ethical standards (free, fully informed consent of participants) will be ensured, including data 

protection and management rights (further provisions on the next ethical issue), to avoid any social group 

stigmatisation or misuse of gathered information. The sampling/recruitment methods will ensure no 

discriminatory practices are being incorporated biasing the project assessments. All data gathered will be 

anonymised avoiding/minimising potential negative impact if confidentiality measures in place are broken by 

external threats. 

 

Artificial Intelligence 

Due the use of AI in the technologies developed in the project, which may cooperate with humans, ethical 

concerns may arise within the project. The project is committed to avoid any non-intentional biases on the 

definition of algorithms on terms of gender, age or ethnicity. The project will pay special attention to explain 

the developed solutions and technologies, ensuring users and adopters are aware they are interacting with an 
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AI system and are informed (in understandable language) about its abilities, limitations, risks, and benefits. 

The AI-supported systems will be designed to avoid bias in both input data and algorithm design as well as 

taking care of safety, wellbeing, and environment aspects. The Ethics guidelines for trustworthy AI6 published 

by the European Commission will be fully considered. 

 

Third Parties 

As the confidentiality, data protection and data privacy aspect – as also described above – is legally well 

covered inside the consortium, the consortium needs a clear, specified mechanism how to work together with 

third parties in case of sharing of any sensitive and confidential information. The approach in this respect is 

to (a) conclude Non-Disclosure Agreements (NDAs) with third parties – executed by the project coordinator 

ARC on behalf of the project consortium – and (b) reduce shared information (including data) that is 

confidential and/or sensitive to a possible minimum. This document provides an NDA template as Annex II 

– Non Disclosure Agreement Template DataBri-X. 

 

Furthermore the project has specified a Privacy Policy that is available in Annex I – Privacy Policy of this 

document, as well as on the website of the project via: https://databri-x.eu/.  

 

Research Integrity 

Literature and recommendations within the EC framework of research document and detail four key principles 

of research ethics that must be addressed for carrying out research. Particularly these key principles are: 

1. The independence of research must be clear, and any conflicts of interest or partiality must be overt; 

research should be created, assessed, and undertaken to ensure integrity and quality.  

2. Research staff and subjects must be informed fully about the purpose, methods and intended possible 

uses of the research, what their participation in the research entails and what risks, if any, are involved. 

Some change of Information Policies are allowed in specific and exceptional research contexts for 

which detailed guidance is provided in the policy Guidelines. 

3. The confidentiality of information supplied by research subjects and the anonymity of respondents 

must be respected. 

4. Research participants must take part in a voluntary way, free from any coercion and no harm to 

research participants is to be resulted.  

 

It is therefore acknowledged that any research participant is required and expected to follow the above key 

points with respect to the participants and possible data supply. The responsible consortium partners who will 

act as data controllers deciding on the means and purpose of the research, will recognize, adopt and execute 

necessary procedures to ensure compliance to the above principles. 

 

 
6 https://digital-strategy.ec.europa.eu/en/library/ethics-guidelines-trustworthy-ai 

https://databri-x.eu/
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4. Data management by partner 

In the form of an online survey, as well as discussions that took place at the WP3 workshop in late January 

2023 in Vienna, the project partners have been asked to identify and specify used data, formats and standards, 

as well as if they process any personal identifiable information (PII) and more. The questionnaire was designed 

as follows and the sub-sections of this chapter describe the collected information partner by partner. It contains 

2 parts A) Data Use and B) Personal Data Use. 

Specified DataBri-X DMP Questionnaire: 

Table 2: DataBri-X DMP Questionnaire – Data Use.  

Questions 

Describe the data you will be collecting within the scope of the project (such as data in use cases, 

interviews, surveys, test data, documents, literature, personal data etc.) 

Where will you be getting this data from? Who is the data owner/ subject? 

Please describe the methods or software tools for accessing this data (Scrapping, harvesting from 

social networks, from Open Data portals, internal data, etc) 

Who will use this data? (Who are the data users?) 

In what file formats will your data be (e.g., doc, docx, xls, pdf, jpg, APIs)? 

Can you please provide details of the data file size, using relevant indicators such as; approx. 

number of files, size of overall data? 

Are you using any metadata? If yes: which schema are you using (e g IDS Information Model, 

DCAT etc) 

Are you using or processing any data that cannot be shared? And why? 

How do you intend to store the data? For how long will you store the data? 

How will you transfer the data? And if you transfer the data only inside EU or also outside? 

For what task/deliverable is this data needed? (data purpose)? 

Are you using controlled vocabularies (terminologies, taxonomies, code lists) and WHICH – please 

list them here 

Are you using (developing) AI models and or language resources – if yes, please list! 

Is your organisation making use of specific data related standards? If yes, please list the 3-5 most 

important ones here. 

Where and how are you planning to present this data? (data dissemination: internal / 

external/public) 

What security classification will the data have to control access? (open, restricted, confidential) 

Please describe your procedures for erasure and deletion of data. 

Please summarise your organisational policy and procedures on research data management – if any 

(include national/funder/sectorial/departmental procedures, and ethical standards, for data 

management if used). 

Is your organisation Information Security certified, e g ISO27001, SOCC Type 2 et al. Do you run 

an Information Security Management System (ISMS)? 

  
Table 3: DataBri-X DMP Questionnaire – Personal Data Use.  
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Will the partner be collecting and processing personal data? 

(if YES please answer the questions below, if NO there is no need for any answers) 

For what task or activity do you need the personal data? 

What types of personal data will you process? (e.g., email addresses, phone numbers, affiliation, 

position, research notes, interviews etc) 

How will you collect this personal data (e.g., partner contacts, social media, surveys, contacts at 

conferences)? 

What is the purpose of collecting the personal data? Please name the WP and Task number relevant. 

How is the data relevant and limited to the purposes of the project? 

Will you process any special categories of personal data within the meaning of Art. 9 GDPR 

(personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, 

or trade union membership, and the processing of genetic data, biometric data for the purpose of 

uniquely identifying a natural person, data concerning health or data concerning a natural person’s 

sex life or sexual orientation)? 

If yes, have you provided a detailed justification for the processing of personal data to the 

coordinator? 

Will you process previously collected personal data? If yes, explicit confirmation that the 

beneficiary has lawful basis for the data processing and that the appropriate technical and 

organisational measures are in place to safeguard the rights of the data subjects must be submitted to 

coordinator. 

How will you store personal data? In what format? For how long? 

With whom are you going to share personal data? 

Who will have access to personal data within your organisation? 

What technical and organisational measures will be implemented to safeguard the rights and 

freedoms of the data subjects / research participants? 

What security measures will be implemented to prevent unauthorised access to personal data or the 

equipment used for processing? 

 

 

1.2 ATHINA-EREVNITIKO KENTRO KAINOTOMIAS STIS 

TECHNOLOGIES TIS PLIROFORIAS, TON EPIKOINONION KAI TIS 

GNOSIS (ARC) 

Table 4: DataBri-X DMP Questionnaire – Data Use: Partner: ARC.  

Questions Partner 1: ARC 

Describe the data you will be 

collecting within the scope of the 

project (such as data in use cases, 

interviews, surveys, test data, 

documents, literature, personal data 

etc.) 

Twitter Content data ‒ Tweets, Tweet IDs, Twitter end user 

profile information (described in 

https://developer.twitter.com/en/developer-terms/agreement-

and-policy). 

ConceptNet semantic network data (described in 

https://conceptnet.io/). 

Dbpedia knowledge graph data (described in 

https://www.dbpedia.org/resources/knowledge-graphs/). 
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Where will you be getting this data 

from? Who is the data owner/ subject? 

Twitter Content data will be acquired from Twitter, through 

the Twitter API. Twitter Content is licensed according to the 

“License from Twitter”, as expressed in 

https://developer.twitter.com/en/developer-terms/agreement-

and-policy. 

ConceptNet semantic network data is freely available under 

the Creative Commons Attribution-ShareAlike license (CC 

BY SA 4.0) from https://conceptnet.io. 

Dbpedia knowledge graph data is freely available under the 

Creative Commons Attribution-ShareAlike 3.0 Unported 

license (CC BY-SA 3.0) from https://www.dbpedia.org/. 

Please describe the methods or 

software tools for accessing this data 

(Scrapping, harvesting from social 

networks, fromOpenData portals, 

internal data, etc) 

Twitter Content data will be acquired using the Web API 

described in https://developer.twitter.com/en/docs/twitter-api. 

ConceptNet data will be acquired using the Web API 

described in 

https://github.com/commonsense/conceptnet5/wiki/API and 

downloaded using instructions from 

https://github.com/commonsense/conceptnet5/wiki/Download

s 

Dbpedia data will be acquired using the Web API described in 

https://www.dbpedia.org/resources/sparql/ and downloaded 

using instructions from 

https://databus.dbpedia.org/dbpedia/collections/. 

Who will use this data? (Who are the 

data users?) 

The DataBri-X consortium will use this data in some of the 

Use Cases. 

In what file formats will your data be 

(e.g., doc, docx, xls, pdf, jpg, APIs)? 

Twitter Content data will probably be in JSON Lines format, 

but this could change. 

ConceptNet data will probably be in RDF format, but this 

could change. 

Dbpedia data will probably be in RDF format, but this could 

change. 

Can you please provide details of the 

data file size, using relevant indicators 

such as; approx. number of files, size 

of overall data? 

Twitter Content data size cannot be estimated. 

ConceptNet data snapshot is at the time of writing around 

10GB uncompressed. 

Dbpedia data snapshot is at the time of writing around 27GB 

uncompressed. 

Are you using any metadata? If yes: 

which schema are you using (e g IDS 

Information Model, DCAT etc) 

N/K 

Are you using or processing any data 

that cannot be shared? And why? 

At the moment we do not plan to process any data that cannot 

be shared. 

How do you intend to store the data? 

For how long will you store the data? 

Twitter Content data will probably be stored on disk. 

ConceptNet data will probably be stored in a database. 

Dbpedia data will probably be stored in a database. 

All data will be stored for the duration of the project. 

How will you transfer the data? And if 

you transfer the data only inside EU 

or also outside? 

The data will be transferred to and within the DataBri-X 

toolbox through the toolbox functionality and will be available 

to the EU partners and the UK partner. We do not plan to 

transfer any data to entities outside the EU, with the exception 

of the UK partner. 

For what task/deliverable is this data 

needed? (data purpose)? 

The data is mainly needed for tasks T3.2, T4.3, T5.1, T5.2, 

and T5.4. 
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Are you using controlled vocabularies 

(terminologies, taxonomies, code lists) 

and WHICH – please list them here 

Too early to tell. 

Are you using (developing) AI models 

and or language resources – if yes, 

please list! 

At the moment we do not plan to develop AI models or 

language resources. 

Is your organisation making use of 

specific data related standards? If yes, 

please list the 3-5 most important ones 

here. 

Our organisation does not make use of specific data related 

standards. 

Where and how are you planning to 

present this data? (data dissemination: 

internal / external/public) 

This data will be presented internally within the consortium 

using the DataBri-X toolbox. 

What security classification will the 

data have to control access? (open, 

restricted, confidential) 

The consortium members will have access to all data. Access 

will be limited to consortium members only. 

Please describe your procedures for 

erasure and deletion of data. 

When data is no longer needed, the disk used for data storage 

is formatted. 

Please summarise your organisational 

policy and procedures on research 

data management – if any (include 

national/funder/sectorial/departmenta

l procedures, and ethical standards, 

for data management if used). 

Our organisation adheres to ISO 9001:2015 for project 

management. Other than that, our organisation has no certified 

policy for research data management. 

Is your organisation Information 

Security certified, e g ISO27001, 

SOCC Type 2 et al. Do you run an 

Information Security Management 

System (ISMS)? 

No certification. 

 

Table 5: DataBri-X DMP Questionnaire – Personal Data Use, Partner: ARC.  

 
Partner 1: ARC 

Will the partner be collecting and processing personal 

data? 

(if YES please answer the questions below, if NO no 

need for any answers) 

Yes 

For what task or activity do you need the personal 

data? 

All WPs and Tasks (Coordinator role) 

What types of personal data will you process? (e.g., 

email addresses, phone numbers, affiliation, position, 

research notes, interviews etc) 

Person names, emails, addresses, telephone 

numbers, position in companies, partners bank 

accounts (for payments), and all other needed 

data as CA and GA authorise us and asks us to 

do. 

How will you collect this personal data (e.g., partner 

contacts, social media, surveys, contacts at 

conferences)? 

Directly from data owners with consent. 

What is the purpose of collecting the personal data? 

Please name the WP and Task number relevant. 

WP1 personal data needed for project 

coordination. WP6 for impact maximization, 

dissemination, reach out to communities. 

How is the data relevant and limited to the purposes of 

the project? 

Project participants and partner data for project 

coordination, third parties’ names and contacts 
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for impact maximization, dissemination, reach 

out to communities. 

Will you process any special categories of personal data 

within the meaning of Art. 9 GDPR (personal data 

revealing racial or ethnic origin, political opinions, 

religious or philosophical beliefs, or trade union 

membership, and the processing of genetic data, 

biometric data for the purpose of uniquely identifying a 

natural person, data concerning health or data 

concerning a natural person’s sex life or sexual 

orientation)? 

NO 

If yes, have you provided a detailed justification for the 

processing of personal data to the Coordinator? 

N/A 

Will you process previously collected personal data? If 

yes, explicit confirmation that the beneficiary has 

lawful basis for the data processing and that the 

appropriate technical and organisational measures are 

in place to safeguard the rights of the data subjects 

must be submitted to Coordinator. 

NO 

How will you store personal data? In what format? For 

how long? 

Data will be stored locally and on project 

repository with controlled access and only as 

needed. Data to be kept for 5 years after project 

end as per EC and/or national requirements 

With whom are you going to share personal data? Consortium partners as needed 

Who will have access to personal data within your 

organisation? 

Coordinator, legal and finance services 

personnel, and project participants. 

What technical and organisational measures will be 

implemented to safeguard the rights and freedoms of 

the data subjects / research participants? 

Organisation computer processing and storage 

systems are secured. Access to cloud 

controlled. In the case of events a consent form 

will be handed out explaining the project 

objectives and in the case of photo if subject do 

not wish to participate then no photo will be 

taken 

What security measures will be implemented to prevent 

unauthorised access to personal data or the equipment 

used for processing? 

Secure access to systems personnel training. 

 

 

1.3 EBOS TECHNOLOGIES LIMITED (EBOS) 

Table 6: DataBri-X DMP Questionnaire – Data Use: Partner: EBOS.  

Questions Partner 2: EBOS 

Describe the data you will be collecting 

within the scope of the project (such as 

data in use cases, interviews, surveys, test 

data, documents, literature, personal data 

etc.) 

Data to be used mostly for tools and services (T3.2, T4.1, 

4.3). Test data with no personal data involved. 

Under QA data from reports/ outputs as per task 

requirements across WPs 

Where will you be getting this data from? 

Who is the data owner/ subject? 

Possibly research participants and through services 

providers/ consortium 
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Please describe the methods or software 

tools for accessing this data (Scrapping, 

harvesting from social networks, from 

Open Data portals, internal data, etc) 

Shared libraries possibly APIs 

Who will use this data? (Who are the data 

users?) 

Project Ucs 

In what file formats will your data be (e.g., 

doc, docx, xls, pdf, jpg, APIs)? 

Too early to tell, depends on service /tool providers 

Can you please provide details of the data 

file size, using relevant indicators such as; 

approx. number of files, size of overall 

data? 

Too early to tell, depends on service /tool providers 

Are you using any metadata? If yes: which 

schema are you using (e g IDS Information 

Model, DCAT etc) 

Too early to tell 

Are you using or processing any data that 

cannot be shared? And why? 

Too early to tell 

How do you intend to store the data? For 

how long will you store the data? 

Depends on developed infrastructure 

How will you transfer the data? And if you 

transfer the data only inside EU or also 

outside? 

No need for transfer. Internally though simple email files 

For what task/deliverable is this data 

needed? (data purpose)? 

T1.4-3.2- 4.1- 6.1 

Are you using controlled vocabularies 

(terminologies, taxonomies, code lists) and 

WHICH – please list them here 

Too early to tell 

Are you using (developing) AI models and 

or language resources – if yes, please list! 

AI expected in T3.1 not under Ebos 

Is your organisation making use of specific 

data related standards? If yes, please list 

the 3-5 most important ones here. 

Within our ISO27001:2013 ISMS 

Where and how are you planning to 

present this data? (data dissemination: 

internal / external/public) 

Through T6,1 D&C data that can be shared (as per 

confidentiality level) can be shared through public 

repositories like website according to Ethics practises and 

policies of project 

What security classification will the data 

have to control access? (open, restricted, 

confidential) 

As per project terms and DMP 

Please describe your procedures for 

erasure and deletion of data. 

Within the ISO27001:2013 ISMS 

Deletion is achieved with formatting of media and 

following standard processes evidencing same 

Please summarise your organisational 

policy and procedures on research data 

management – if any (include 

national/funder/sectorial/departmental 

procedures, and ethical standards, for 

data management if used). 

Within ISO27001:2013 ISMS 
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Is your organisation Information Security 

certified, e g ISO27001, SOCC Type 2 et 

al. Do you run an Information Security 

Management System (ISMS)? 

Yes. ISO27001:2013 certified company 

 

Table 7: DataBri-X DMP Questionnaire – Personal Data Use: Partner: EBOS.  

 

Partner 2: EBOS 
Will the partner be collecting and 

processing personal data? 

(if YES please answer the questions below, 

if NO no need for any answers) 

Yes 

For what task or activity do you need the 

personal data? 

T6,1 D&C 

What types of personal data will you 

process? (e.g., email addresses, phone 

numbers, affiliation, position, research 

notes, interviews etc) 

names, email addresses through contact us of website or 

event participation 

How will you collect this personal data 

(e.g., partner contacts, social media, 

surveys, contacts at conferences)? 

From data owners or contact us emails or social media 

visitors, or events participation (LinkedIn, Twitter, 

facebook etc) 

What is the purpose of collecting the 

personal data? Please name the WP and 

Task number relevant. 

WP6: T6.1 Participation of interested parties 

How is the data relevant and limited to the 

purposes of the project? 

Impact maximation, reach out to communities and 

disseminate project results within DMP and Ethics 

principles, raise awareness 

Will you process any special categories of 

personal data within the meaning of Art. 9 

GDPR (personal data revealing racial or 

ethnic origin, political opinions, religious 

or philosophical beliefs, or trade union 

membership, and the processing of genetic 

data, biometric data for the purpose of 

uniquely identifying a natural person, data 

concerning health or data concerning a 

natural person’s sex life or sexual 

orientation)? 

No 

If yes, have you provided a detailed 

justification for the processing of personal 

data to the Coordinator? 

N/A 

Will you process previously collected 

personal data? If yes, explicit confirmation 

that the beneficiary has lawful basis for 

the data processing and that the 

appropriate technical and organisational 

measures are in place to safeguard the 

rights of the data subjects must be 

submitted to Coordinator. 

No 



D1.2: Data Management Plan  
 

 Grant Agreement: 101070069 -22- 

 

How will you store personal data? In what 

format? For how long? 

Data will be stored locally only if needed to be stored. 

Example newsletter subscribers and retention time will be 

the duration of the project unless data subject exercises 

right to withdraw data 

With whom are you going to share 

personal data? 

Consortium if needed 

Who will have access to personal data 

within your organisation? 

D&C Manager and PM Ms Giota Lilli 

What technical and organisational 

measures will be implemented to 

safeguard the rights and freedoms of the 

data subjects / research participants? 

As per ISO27001:2013 ISMS 

In the case of events a consent form will be handed out 

explaining the project objectives and in the case of photos 

if subject do not wish to participate then no photo will be 

taken. In any case policies and practises set by the project 

under Ethics will be strictly followed in collaboration with 

relevant partners 

What security measures will be 

implemented to prevent unauthorised 

access to personal data or the equipment 

used for processing? 

People training and within the framework of ISO27001 

 

 

 

1.4 NOVA TELECOMMUNICATIONS SINGLE MEMBER SA (NOVA) 

Table 8: DataBri-X DMP Questionnaire – Data Use: Partner: NOVA.  

Questions Partner 3: NOVA 

Describe the data you will be collecting 

within the scope of the project (such as 

data in use cases, interviews, surveys, test 

data, documents, literature, personal data 

etc.) 

For supporting all the scenarios of UC1 the following data 

will be collected: 

Social media data 

Call center recordings 

Call center statistics 

Network infrastructure alerts and statistics 

Where will you be getting this data from? 

Who is the data owner/ subject? 

Social media data will come from Twitter 

All other data will come from NOVA 

Please describe the methods or software 

tools for accessing this data (Scrapping, 

harvesting from social networks, from 

Open Data portals, internal data, etc) 

Social media data will be harvested from Twitter with the 

help of the Twithoard tool 

The rest of the data are already available in databases of 

NOVA 

Who will use this data? (Who are the data 

users?) 

The DataBri-X consortium 

In what file formats will your data be (e.g., 

doc, docx, xls, pdf, jpg, APIs)? 

.xlsx, .wav, .json 

Can you please provide details of the data 

file size, using relevant indicators such as; 

approx. number of files, size of overall 

data? 

Too early to tell for social media data 

Call center recordings will be approximately 20 .wav files 

of 3MB each 

Call center statistics and network alerts will be .xlsx files 

with thousands of records in them 

Each .xlsx file should be around 1.5 MB  

Are you using any metadata? If yes: which 

schema are you using (e g IDS Information 

Model, DCAT etc) 

Not using any metadata at the moment, but it is possible 

that those will be needed as the UC evolves 
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Are you using or processing any data that 

cannot be shared? And why? 

No 

How do you intend to store the data? For 

how long will you store the data? 

We intend to store the data in a db for the duration of the 

project 

How will you transfer the data? And if you 

transfer the data only inside EU or also 

outside? 

The data will be transferred to the DataBri-X toolbox via 

the relevant provided functionalities of the toolbox 

For what task/deliverable is this data 

needed? (data purpose)? 

The data is mainly needed for the following tasks: T3.2, 

T4.3, T5.1, and T5.2 

Are you using controlled vocabularies 

(terminologies, taxonomies, code lists) and 

WHICH – please list them here 

An error vocabulary will be needed for the call center 

scenario and will be developed according to the needs of 

the UC 

Are you using (developing) AI models and 

or language resources – if yes, please list! 

As a use case partner, we do not develop AI models or 

language resources, but we will potentially use a Greek 

speech to text language resource for the call centre 

scenario 

Is your organisation making use of specific 

data related standards? If yes, please list 

the 3-5 most important ones here. 

ISO 9001: 2015 

ISO / IEC 27001: 2013 

Where and how are you planning to 

present this data? (data dissemination: 

internal / external/public) 

After the processing of the data, they will be visualized in 

the DataBri-X toolbox and disseminated in the consortium 

and internally  

What security classification will the data 

have to control access? (open, restricted, 

confidential) 

Open for all consortium members 

Please describe your procedures for 

erasure and deletion of data. 

In line with ISO / IEC 27001: 2013 all data that are stored 

in NOVA facilities are destroyed when no longer needed, 

following all the required guidelines 

Please summarise your organisational 

policy and procedures on research data 

management – if any (include 

national/funder/sectorial/departmental 

procedures, and ethical standards, for 

data management if used). 

Within ISO27001:2013 

Is your organisation Information Security 

certified, e g ISO27001, SOCC Type 2 et 

al. Do you run an Information Security 

Management System (ISMS)? 

Yes. ISO27001:2013 certified company 

 

Table 9: DataBri-X DMP Questionnaire – Personal Data Use: Partner: NOVA.  

 

Partner 3: NOVA 
Will the partner be collecting and processing 

personal data? 

(if YES please answer the questions below, if NO no 

need for any answers) 

Yes 

For what task or activity do you need the personal 

data? 

T5.1, and T5.2 

What types of personal data will you process? (e.g., 

email addresses, phone numbers, affiliation, position, 

research notes, interviews etc) 

twitter usernames 
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How will you collect this personal data (e.g., partner 

contacts, social media, surveys, contacts at 

conferences)? 

Social Media 

What is the purpose of collecting the personal data? 

Please name the WP and Task number relevant. 

WP5: T5.1 and T5.2 for the Social media 

scenario of UC1 

How is the data relevant and limited to the purposes 

of the project? 

Data are relevant and limited to the project as 

they are needed and used as part of UC1 

Will you process any special categories of personal 

data within the meaning of Art. 9 GDPR (personal 

data revealing racial or ethnic origin, political 

opinions, religious or philosophical beliefs, or trade 

union membership, and the processing of genetic 

data, biometric data for the purpose of uniquely 

identifying a natural person, data concerning health 

or data concerning a natural person’s sex life or 

sexual orientation)? 

No 

If yes, have you provided a detailed justification for 

the processing of personal data to the Coordinator? 

N/K 

Will you process previously collected personal data? 

If yes, explicit confirmation that the beneficiary has 

lawful basis for the data processing and that the 

appropriate technical and organisational measures 

are in place to safeguard the rights of the data 

subjects must be submitted to Coordinator. 

No 

How will you store personal data? In what format? 

For how long? 

Data will be stored locally and on project 

repository with controlled access and only as 

needed. Data to be kept for 5 yrs after project 

end as per EC and/or national requirements 

With whom are you going to share personal data? Consortium partners as needed 

Who will have access to personal data within your 

organisation? 

Coordinator and members of the technical 

team 

What technical and organisational measures will be 

implemented to safeguard the rights and freedoms of 

the data subjects / research participants? 

ISO27001:2013 ISMS will be followed, as per 

company policies. 

Policies and practises set by the project under 

Ethics will be strictly followed in collaboration 

with relevant partners 

What security measures will be implemented to 

prevent unauthorised access to personal data or the 

equipment used for processing? 

People training and secure access to resources 

as per the framework of ISO27001 

 

 

1.5 TECHNISCHE INFORMATIONSBIBLIOTHEK (TIB) 

Table 10: DataBri-X DMP Questionnaire – Data Use: Partner: TIB.  

Questions Partner 4: TIB 

Describe the data you will be collecting within the 

scope of the project (such as data in use cases, 

We collect data about the software systems 

developed by the partners 
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interviews, surveys, test data, documents, literature, 

personal data etc.) 

Where will you be getting this data from? Who is the 

data owner/ subject? 

From the partners 

Please describe the methods or software tools for 

accessing this data (Scrapping, harvesting from 

social networks, from Open Data portals, internal 

data, etc) 

Each partner will provide us a pre-specified set 

of metadata via RDF documents 

Who will use this data? (Who are the data users?) TIB and other partners use the data. 

In what file formats will your data be (e.g., doc, docx, 

xls, pdf, jpg, APIs)? 

Mainly in RDF in TTL files 

Can you please provide details of the data file size, 

using relevant indicators such as; approx. number of 

files, size of overall data? 

One file per software tool, approx. size of 20-

50 KB 

Are you using any metadata? If yes: which schema 

are you using (e g IDS Information Model, DCAT 

etc) 

Yes, not decided yet 

Are you using or processing any data that cannot be 

shared? And why? 

No 

How do you intend to store the data? For how long 

will you store the data? 

The data comes alongside the software 

systems, TIB only extracts that to use it in the 

governance process for tool recommendation 

How will you transfer the data? And if you transfer 

the data only inside EU or also outside? 

We do not transfer the data 

For what task/deliverable is this data needed? (data 

purpose)? 

T2.2 and T4.2 

Are you using controlled vocabularies (terminologies, 

taxonomies, code lists) and WHICH – please list 

them here 

Yes, not decided yet 

Are you using (developing) AI models and or 

language resources – if yes, please list! 

No 

Is your organisation making use of specific data 

related standards? If yes, please list the 3-5 most 

important ones here. 

N/A 

Where and how are you planning to present this 

data? (data dissemination: internal / external/public) 

internal 

What security classification will the data have to 

control access? (open, restricted, confidential) 

open 

Please describe your procedures for erasure and 

deletion of data. 

The data will not be collected and stored on 

our facilities; it will be extracted from the 

software systems’ metadata to be used by the 

governance process 

Please summarise your organisational policy and 

procedures on research data management – if any 

(include national/funder/sectorial/departmental 

procedures, and ethical standards, for data 

management if used). 

N/A 

Is your organisation Information Security certified, e 

g ISO27001, SOCC Type 2 et al. Do you run an 

Information Security Management System (ISMS)? 

N/A 

 

Table 11: DataBri-X DMP Questionnaire – Personal Data Use: Partner: TIB.  
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Partner 4: TIB 
Will the partner be collecting and processing 

personal data? 

(if YES please answer the questions below, if NO no 

need for any answers) 

No 

 

1.6 SEMANTIC WEB COMPANY GMBH (SWC) 

Table 12: DataBri-X DMP Questionnaire – Data Use: Partner: SWC.  

Questions Partner 5: SWC 

Describe the data you will be collecting within the 

scope of the project (such as data in use cases, 

interviews, surveys, test data, documents, literature, 

personal data etc.) 

We collect data about the software systems 

developed by the partners. Additionally, 

relevant test data from the use case partners 

will be collected in order to fine tune our 

services.  

Where will you be getting this data from? Who is the 

data owner/ subject? 

From the partners 

Please describe the methods or software tools for 

accessing this data (Scrapping, harvesting from 

social networks, from Open Data portals, internal 

data, etc) 

Each partner will provide us a pre-specified set 

of metadata via RDF documents or/and text 

files 

Who will use this data? (Who are the data users?) The DataBri-X consortium 

In what file formats will your data be (e.g., doc, docx, 

xls, pdf, jpg, APIs)? 

.doc, .ttl, .pdf 

Can you please provide details of the data file size, 

using relevant indicators such as; approx. number of 

files, size of overall data? 

For the case of software systems metadata, we 

expect one file per tool, ~50KB. In the case of 

the test data, this is currently unknown, but we 

expect no more than 50GB 

Are you using any metadata? If yes: which schema 

are you using (e g IDS Information Model, DCAT 

etc) 

Yes, not decided yet 

Are you using or processing any data that cannot be 

shared? And why? 

Proprietary data will be made available for the 

consortium. Some of it will be openly 

available. It can happen that certain restrictions 

for proprietary data will apply, based on 

company policies and legal restrictions. 

How do you intend to store the data? For how long 

will you store the data? 

For the case of software systems metadata, 

those will be stored on the project’s repository 

(currently Gdrive), to the duration of the 

project. In the case of the test data, those will 

be stored on the developers’ local machines 

during the development phase and deleted after 

completion of the project. 
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How will you transfer the data? And if you transfer 

the data only inside EU or also outside? 

The data will be transferred to and within the 

DataBri-X toolbox through the toolbox 

functionality and will be available to the EU 

partners and the UK partner. We do not plan to 

transfer any data to entities outside the EU, 

with the exception of the UK partner. 

For what task/deliverable is this data needed? (data 

purpose)? 

T3.1, T3.2, T3.3, T3.5, T4.3, T5.2, T5.3, T5.4 

Are you using controlled vocabularies (terminologies, 

taxonomies, code lists) and WHICH – please list 

them here 

Yes, not decided yet 

Are you using (developing) AI models and or 

language resources – if yes, please list! 

Yes, not decided yet 

Is your organisation making use of specific data 

related standards? If yes, please list the 3-5 most 

important ones here. 

RDF, OWL, SKOS 

Where and how are you planning to present this 

data? (data dissemination: internal / external/public) 

They will be described in deliverables and 

scientific papers 

What security classification will the data have to 

control access? (open, restricted, confidential) 

The consortium members will have access to 

all data. Access will be limited to consortium 

members only. 

Please describe your procedures for erasure and 

deletion of data. 

Following contractual obligations, and ISMS 

guidelines 

Please summarise your organisational policy and 

procedures on research data management – if any 

(include national/funder/sectorial/departmental 

procedures, and ethical standards, for data 

management if used). 

Within ISO27001:2013 

Is your organisation Information Security certified, e 

g ISO27001, SOCC Type 2 et al. Do you run an 

Information Security Management System (ISMS)? 

Yes. ISO27001:2013 certified company 

 

Table 13: DataBri-X DMP Questionnaire – Personal Data Use: Partner: SWC.  

 

Partner 5: SWC 
Will the partner be collecting and processing 

personal data? 

(if YES please answer the questions below, if NO no 

need for any answers) 

No 

 

1.7 LSTECH ESPANA SL (LST) 

Table 14: DataBri-X DMP Questionnaire – Data Use: Partner: LST.  

Questions Partner 6: LST 

Describe the data you will be collecting within the 

scope of the project (such as data in use cases, 

interviews, surveys, test data, documents, literature, 

personal data etc.) 

We collect data about the software systems 

developed by the partners. Application specific 

metadata and code 

Where will you be getting this data from? Who is the 

data owner/ subject? 

From the partners. Data owners are the 

application developers/partners of the project 
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Please describe the methods or software tools for 

accessing this data (Scrapping, harvesting from 

social networks, from Open Data portals, internal 

data, etc) 

Each partner will provide us a pre-specified set 

of metadata via RDF documents or/and text 

files 

Who will use this data? (Who are the data users?) Consortium partners, application developers, 

integration partners-TIB, LST, SWC mainly 

In what file formats will your data be (e.g., doc, docx, 

xls, pdf, jpg, APIs)? 

Possibly RDF, APIs specifications, code files, 

txt 

Can you please provide details of the data file size, 

using relevant indicators such as; approx. number of 

files, size of overall data? 

Possible one file per software tool, approx. size 

of 20-50 KB. 

Are you using any metadata? If yes: which schema 

are you using (e g IDS Information Model, DCAT 

etc) 

Yes, not decided yet 

Are you using or processing any data that cannot be 

shared? And why? 

No 

How do you intend to store the data? For how long 

will you store the data? 

The data comes alongside the software 

systems, LST only extracts that to use them for 

the system integration 

How will you transfer the data? And if you transfer 

the data only inside EU or also outside? 

No transfer of data 

For what task/deliverable is this data needed? (data 

purpose)? 

T2.2 and T4.2 

Are you using controlled vocabularies (terminologies, 

taxonomies, code lists) and WHICH – please list 

them here 

Possibly, not decided yet 

Are you using (developing) AI models and or 

language resources – if yes, please list! 

No 

Is your organisation making use of specific data 

related standards? If yes, please list the 3-5 most 

important ones here. 

N/A 

Where and how are you planning to present this 

data? (data dissemination: internal / external/public) 

internal 

What security classification will the data have to 

control access? (open, restricted, confidential) 

open 

Please describe your procedures for erasure and 

deletion of data. 

The data will not be collected and stored in our 

facilities, it will be extracted from the software 

systems’ metadata to be used for the 

integration process 

Please summarise your organisational policy and 

procedures on research data management – if any 

(include national/funder/sectorial/departmental 

procedures, and ethical standards, for data 

management if used). 

No standard policy. per case consideration 

Is your organisation Information Security certified, e 

g ISO27001, SOCC Type 2 et al. Do you run an 

Information Security Management System (ISMS)? 

N/A 

 

Table 15: DataBri-X DMP Questionnaire – Data Use: Partner: LST.  

 

Partner 6: LST 
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Will the partner be collecting and processing 

personal data? 

(if YES please answer the questions below, if NO no 

need for any answers) 

No 

 

1.8 FUNDACION IMDEA NETWORKS (IMDEA) 

Table 16: DataBri-X DMP Questionnaire – Data Use: Partner: IMDEA.  

Questions Partner 7: IMDEA 

Describe the data you will be collecting within the 

scope of the project (such as data in use cases, 

interviews, surveys, test data, documents, literature, 

personal data etc.) 

For stand-alone testing we are using only data 

that do not contain any PII  

Where will you be getting this data from? Who is the 

data owner/ subject? 

Data collected and released by previous work 

of ours:C. Iordanou, N. Kourtellis, J. M. 

Carrascosa, C. Soriente, R. Cuevas, N. 

Laoutaris, “Beyond content analysis: Detecting 

targeted ads via distributed counting,” ACM 

CoNEXT’19.  

Please describe the methods or software tools for 

accessing this data (Scrapping, harvesting from 

social networks, from Open Data portals, internal 

data, etc) 

Experiments with the eyeWnedr plugin: 

http://www.eyewnder.webredirect.org/views/in

dex  

Who will use this data? (Who are the data users?) Only IMDEA for the data provenance tool 

In what file formats will your data be (e.g., doc, docx, 

xls, pdf, jpg, APIs)? 

Csv files 

Can you please provide details of the data file size, 

using relevant indicators such as; approx. number of 

files, size of overall data? 

N/A 

Are you using any metadata? If yes: which schema 

are you using (e g IDS Information Model, DCAT 

etc) 

No 

Are you using or processing any data that cannot be 

shared? And why? 

No 

How do you intend to store the data? For how long 

will you store the data? 

Permanently because they are used for other 

research 

How will you transfer the data? And if you transfer 

the data only inside EU or also outside? 

N/A 

For what task/deliverable is this data needed? (data 

purpose)? 

Evaluating frequency watermarking algorithms 

for the data provenance tool 

Are you using controlled vocabularies (terminologies, 

taxonomies, code lists) and WHICH – please list 

them here 

No 

Are you using (developing) AI models and or 

language resources – if yes, please list! 

No 

Is your organisation making use of specific data 

related standards? If yes, please list the 3-5 most 

important ones here. 

N/A 

Where and how are you planning to present this 

data? (data dissemination: internal / external/public) 

They will be described in deliverables and 

scientific papers 

What security classification will the data have to 

control access? (open, restricted, confidential) 

open 
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Please describe your procedures for erasure and 

deletion of data. 

N/A 

Please summarise your organisational policy and 

procedures on research data management – if any 

(include national/funder/sectorial/departmental 

procedures, and ethical standards, for data 

management if used). 

N/A 

Is your organisation Information Security certified, e 

g ISO27001, SOCC Type 2 et al. Do you run an 

Information Security Management System (ISMS)? 

No 

 

Table 17: DataBri-X DMP Questionnaire – Data Use: Partner: IMDEA.  

 

Partner 7: IMDEA 
Will the partner be collecting and processing 

personal data? 

(if YES please answer the questions below, if NO no 

need for any answers) 

No 

 

1.9 GUARDTIME OU (GT) 

Table 18: DataBri-X DMP Questionnaire – Data Use: Partner: GT.  

Questions Partner 8: GT 

Describe the data you will be collecting within the 

scope of the project (such as data in use cases, 

interviews, surveys, test data, documents, literature, 

personal data etc.) 

We are not collecting any data but using the 

data provided by use cases. 

Where will you be getting this data from? Who is the 

data owner/ subject? 

Data will be provided by use case partners. 

Please describe the methods or software tools for 

accessing this data (Scrapping, harvesting from 

social networks, from Open Data portals, internal 

data, etc) 

N/A 

Who will use this data? (Who are the data users?) All provided data will be used by the tools but 

staff will study some datasets to adapt the 

tools. 

In what file formats will your data be (e.g., doc, docx, 

xls, pdf, jpg, APIs)? 

N/A 

Can you please provide details of the data file size, 

using relevant indicators such as; approx. number of 

files, size of overall data? 

N/A 

Are you using any metadata? If yes: which schema 

are you using (e g IDS Information Model, DCAT 

etc) 

No 

Are you using or processing any data that cannot be 

shared? And why? 

No 

How do you intend to store the data? For how long 

will you store the data? 

Shared data will be stored internally for 

research and development unless data owner 

has any limitations.  

How will you transfer the data? And if you transfer 

the data only inside EU or also outside? 

N/A 



D1.2: Data Management Plan  
 

 Grant Agreement: 101070069 -31- 

 

For what task/deliverable is this data needed? (data 

purpose)? 

Configuring and testing the tools 

Are you using controlled vocabularies (terminologies, 

taxonomies, code lists) and WHICH – please list 

them here 

No 

Are you using (developing) AI models and or 

language resources – if yes, please list! 

No 

Is your organisation making use of specific data 

related standards? If yes, please list the 3-5 most 

important ones here. 

No 

Where and how are you planning to present this 

data? (data dissemination: internal / external/public) 

N/A 

What security classification will the data have to 

control access? (open, restricted, confidential) 

Depends on the shared dataset. 

Please describe your procedures for erasure and 

deletion of data. 

No specific procedure, each case will be 

separately acted on. 

Please summarise your organisational policy and 

procedures on research data management – if any 

(include national/funder/sectorial/departmental 

procedures, and ethical standards, for data 

management if used). 

No standard policy, each case considered 

separately. 

Is your organisation Information Security certified, e 

g ISO27001, SOCC Type 2 et al. Do you run an 

Information Security Management System (ISMS)? 

No 

 

Table 19: DataBri-X DMP Questionnaire – Data Use: Partner: GT.  

 

Partner 8: GT 
Will the partner be collecting and processing 

personal data? 

(if YES please answer the questions below, if NO no 

need for any answers) 

No 

 

1.10 DEUTSCHES FORSCHUNGSZENTRUM FUR KUNSTLICHE 

INTELLIGENZ GMBH (DFKI) 

Table 20: DataBri-X DMP Questionnaire – Data Use: Partner: DFKI.  

Questions Partner 9: DFKI 

Describe the data you will be collecting within the 

scope of the project (such as data in use cases, 

interviews, surveys, test data, documents, literature, 

personal data etc.) 

We will collect data regarding the use case that 

use our services. All services will collect data 

from partners for training and testing their 

approaches. Specific annotated data would also 

be needed for specific fine-tuning and re-

training approaches. 

Where will you be getting this data from? Who is the 

data owner/ subject? 

The data will be obtained from the use case 

partners. The use case partner will be the data 

owner, or at least the provider. 
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Please describe the methods or software tools for 

accessing this data (Scrapping, harvesting from 

social networks, from Open Data portals, internal 

data, etc) 

Internal data obtained by direct download. 

Who will use this data? (Who are the data users?) Internal staff will use the data to adapt the 

functionality of the services. Some example 

data could also be included in scientific 

publications. 

In what file formats will your data be (e.g., doc, docx, 

xls, pdf, jpg, APIs)? 

.pdf, .doc, .xml, .json, (RDF) 

Can you please provide details of the data file size, 

using relevant indicators such as; approx. number of 

files, size of overall data? 

To be determined. 

Are you using any metadata? If yes: which schema 

are you using (e g IDS Information Model, DCAT 

etc) 

Yes, schema is not decided yet. 

Are you using or processing any data that cannot be 

shared? And why? 

Proprietary data will be made available for the 

consortium. Some of it will be openly 

available. It can happen that certain restrictions 

for proprietary data will apply, based on 

company policies and legal restrictions. 

How do you intend to store the data? For how long 

will you store the data? 

The data will be stored in a secure DFKI 

cluster and in internal HDs. It will be stored 

for the duration of the project, or even shorter 

if the adaptation of the services is completely 

accomplished before. 

How will you transfer the data? And if you transfer 

the data only inside EU or also outside? 

Transfer through internet, only within EU 

For what task/deliverable is this data needed? (data 

purpose)? 

N/A 

Are you using controlled vocabularies (terminologies, 

taxonomies, code lists) and WHICH – please list 

them here 

Yes, we would at least use the vocabularies 

from WKD (if needed). Other taxonomies 

could also be relevant, but not determined yet. 

Are you using (developing) AI models and or 

language resources – if yes, please list! 

To be determined. 

Is your organisation making use of specific data 

related standards? If yes, please list the 3-5 most 

important ones here. 

N/K 

Where and how are you planning to present this 

data? (data dissemination: internal / external/public) 

We will write scientific publications including 

examples of data. Publishing data as resources 

(datasets) will depend on the data owners (use 

case partners). 

What security classification will the data have to 

control access? (open, restricted, confidential) 

This is dataset dependant. 

Please describe your procedures for erasure and 

deletion of data. 

Deletion of data and check by two other 

persons that everything is properly deleted 

(also from backups). 

Please summarise your organisational policy and 

procedures on research data management – if any 

(include national/funder/sectorial/departmental 

procedures, and ethical standards, for data 

management if used). 

N/K 
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Is your organisation Information Security certified, e 

g ISO27001, SOCC Type 2 et al. Do you run an 

Information Security Management System (ISMS)? 

N/K 

 

Table 21: DataBri-X DMP Questionnaire – Personal Data Use: Partner: DFKI.  

 

Partner 9: DFKI 
Will the partner be collecting and processing 

personal data? 

(if YES please answer the questions below, if NO no 

need for any answers) 

No 

 

1.11 WOLTERS KLUWER DEUTSCHLAND GMBH (WKD) 

Table 22: DataBri-X DMP Questionnaire – Data Use: Partner: WKD.  

Questions Partner 10: WKD 

Describe the data you will be collecting within the 

scope of the project (such as data in use cases, 

interviews, surveys, test data, documents, literature, 

personal data etc.) 

For supporting the Use Case, we will start with 

the following datasets:  

Proprietary legislation from WKD and other 

WK businesses 

Proprietary jurisprudence from WKD and 

other WK businesses 

Open Data from the Publication Office of the 

EU 

Open Data from the European Parliament 

Open Data from the German government 

Other Open Data sources with legal data 

Potentially small amounts of proprietary author 

content from WKD like commentary books or 

journals 

For the exploitation plan, we will collect 

information about the market by executing 

anonymous surveys or interviews with 

stakeholders etc. 

Where will you be getting this data from? Who is the 

data owner/ subject? 

The proprietary data will come from WKD, 

Open Data from Open Data Sources and when 

we include third party data, this will remain 

with the respective stakeholders. Market data 

will be owned by WKD. 

Please describe the methods or software tools for 

accessing this data (Scrapping, harvesting from 

social networks, from Open Data portals, internal 

data, etc) 

We will mainly build 1:1 relationships with the 

data providers. They will be responsible for 

delivering their data. 

Who will use this data? (Who are the data users?) First and foremost, the DataBri-X consortium 

and the stakeholders that provide the data. For 

certain dissemination activities like the 

foreseen datathons, we will also provide 

datasets to the community. 

In what file formats will your data be (e.g., doc, docx, 

xls, pdf, jpg, APIs)? 

Proprietary data is available mainly in XML 

and RDF. 

Open Data can be anything from pdf, html, 
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XML to RDF. 

We encourage third party contributors to 

provide data in XML and RDF. 

Knowledge structures like legal taxonomies 

can e.g. be XLS or SKOS. 

Can you please provide details of the data file size, 

using relevant indicators such as; approx. number of 

files, size of overall data? 

In our use case we mainly deal with text files. 

We expect a couple of hundreds of thousands 

to be available. 

Are you using any metadata? If yes: which schema 

are you using (e g IDS Information Model, DCAT 

etc) 

Our content is usually enriched with a lot of 

metadata. For the XML, this metadata is 

controlled via a proprietary XML schema, for 

RDF a proprietary OWL ontology. 

Are you using or processing any data that cannot be 

shared? And why? 

Proprietary data will be made available for the 

consortium. Some of it will be openly 

available. It can happen that certain restrictions 

for proprietary data will apply, based on 

company policies and legal restrictions. 

How do you intend to store the data? For how long 

will you store the data? 

The data will be stored in a secure WKD cloud 

environment, hosted in Germany. The data will 

be stored for the duration of the project. If the 

consortium decides that for exploitation 

reasons the data is needed longer, a 

prolongation could take place. 

How will you transfer the data? And if you transfer 

the data only inside EU or also outside? 

We will make explicit upload and download 

functionality available. Data transfer will take 

place only within the EU. Exception could be 

for partner OST to UK. But this must be 

clarified and decided on consortium basis. 

For what task/deliverable is this data needed? (data 

purpose)? 

The use case data is mainly needed for the 

following tasks: T3.2, T4.3, 5.4 and T6.5 

The market data is mainly used for T6.2 

Are you using controlled vocabularies (terminologies, 

taxonomies, code lists) and WHICH – please list 

them here 

We use proprietary taxonomies that describe 

legal matters like a hierarchy of legal domains. 

These taxonomies are available in SKOS 

format. 

For scenario two of our use case we will also 

use open CVs like EUROVOC or ESCO 

Are you using (developing) AI models and or 

language resources – if yes, please list! 

As a use case partner, we do not develop AI 

models or language resources, but we will use 

those that the technical partners will provide 

and are needed for our use case 

Is your organisation making use of specific data 

related standards? If yes, please list the 3-5 most 

important ones here. 

We rely on industry standards like XML and 

on Semantic Web standards like SKOS, RDF 

and OWL 

Where and how are you planning to present this 

data? (data dissemination: internal / external/public) 

We will present the data internally to the 

project partners so that they understand the 

specifics of legal data. We will build 

prototypes using our data and within these 

exercises the data will be presented externally 

to communities, but also to the general public. 

Data used in datathons will also be presented 

externally to the dev community. 

What security classification will the data have to 

control access? (open, restricted, confidential) 

Every dataset will have a control access 

classification. This can indeed range from open 
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to confidential. The consortium will have 

access to all data we provide. 

Please describe your procedures for erasure and 

deletion of data. 

All our use case data will be stored in one 

place. All data management actions will be 

available in protocols, including deletion tasks. 

When we finally delete the data, we follow a 4 

eyes approach, making sure that the deletion is 

complete and documented. The market 

analysis data will be deleted as soon as its 

analysis is completed. 

Please summarise your organisational policy and 

procedures on research data management – if any 

(include national/funder/sectorial/departmental 

procedures, and ethical standards, for data 

management if used). 

We do not have specific policies in place for 

research data management. All the project data 

will be treated as our business data is treated. 

We store the data in a secure cloud 

environment in Germany. We follow all legal 

requirements with respect to data privacy. We 

have procedures on business ethics in place. 

This includes the responsible treatment of data 

end to end. 

Is your organisation Information Security certified, e 

g ISO27001, SOCC Type 2 et al. Do you run an 

Information Security Management System (ISMS)? 

N/K 

 

Table 23: DataBri-X DMP Questionnaire – Data Use: Partner: WKD.  

 

Partner 10: WKD 
Will the partner be collecting and processing 

personal data? 

(if YES please answer the questions below, if NO no 

need for any answers) 

No 

 

1.12 INTERNATIONAL DATA SPACES EV (IDSA) 

Table 24: DataBri-X DMP Questionnaire – Data Use: Partner: IDSA.  

Questions Partner 11: IDSA 

Describe the data you will be collecting within the 

scope of the project (such as data in use cases, 

interviews, surveys, test data, documents, literature, 

personal data etc.) 

N/A 

Where will you be getting this data from? Who is the 

data owner/ subject? 

N/A 

Please describe the methods or software tools for 

accessing this data (Scrapping, harvesting from 

social networks, from Open Data portals, internal 

data, etc) 

N/A 

Who will use this data? (Who are the data users?) N/A 

In what file formats will your data be (e.g., doc, docx, 

xls, pdf, jpg, APIs)? 

N/A 

Can you please provide details of the data file size, 

using relevant indicators such as; 35pprox.. number 

of files, size of overall data? 

N/A 
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Are you using any metadata? If yes: which schema 

are you using (e g IDS Information Model, DCAT 

etc) 

N/A 

Are you using or processing any data that cannot be 

shared? And why? 

N/A 

How do you intend to store the data? For how long 

will you store the data? 

N/A 

How will you transfer the data? And if you transfer 

the data only inside EU or also outside? 

N/A 

For what task/deliverable is this data needed? (data 

purpose)? 

N/A 

Are you using controlled vocabularies (terminologies, 

taxonomies, code lists) and WHICH – please list 

them here 

N/A 

Are you using (developing) AI models and or 

language resources – if yes, please list! 

N/A 

Is your organisation making use of specific data 

related standards? If yes, please list the 3-5 most 

important ones here. 

N/A 

Where and how are you planning to present this 

data? (data dissemination: internal / external/public) 

N/A 

What security classification will the data have to 

control access? (open, restricted, confidential) 

N/A 

Please describe your procedures for erasure and 

deletion of data. 

N/A 

Please summarise your organisational policy and 

procedures on research data management – if any 

(include national/funder/sectorial/departmental 

procedures, and ethical standards, for data 

management if used). 

N/A 

Is your organisation Information Security certified, e 

g ISO27001, SOCC Type 2 et al. Do you run an 

Information Security Management System (ISMS)? 

N/A 

 

Table 25: DataBri-X DMP Questionnaire – Data Use: Partner: IDSA.  

 

Partner 1: IDSA 
Will the partner be collecting and processing 

personal data? 

(if YES please answer the questions below, if NO no 

need for any answers) 

No 

 

1.13 SIEMENS AKTIENGESELLSCHAFT OESTERREICH (SIE) 

Table 26: DataBri-X DMP Questionnaire – Data Use: Partner: SIE.  

Questions Partner 12: SIE 

Describe the data you will be collecting within the 

scope of the project (such as data in use cases, 

interviews, surveys, test data, documents, literature, 

personal data etc.) 

The UC will use energy related data: such as 

energy consumption, battery status, PV energy 

production, building consumption data, as well 

as other data that can influence energy usage 



D1.2: Data Management Plan  
 

 Grant Agreement: 101070069 -37- 

 

such as weather as well historical data obtained 

from loads in a grid.  

Where will you be getting this data from? Who is the 

data owner/ subject? 

Data will come mainly from the BIFROST 

simulation tool, existing datasets as well as 

distributed energy resource models (PV, PV-

battery, loads). We will also look into external 

open source data such as weather forecasts 

Please describe the methods or software tools for 

accessing this data (Scrapping, harvesting from 

social networks, from Open Data portals, internal 

data, etc) 

The main data source comes from a simulation 

tool (BIFROST) & other components 

connected with BIFROST. The data will be 

available via the tool interface. Alternative 

sources will be access via their open APIs. 

Who will use this data? (Who are the data users?) Data will be fed into the simulation tool, which 

is mainly used by the consortium of DataBri-X 

and stakeholders in the context of energy 

communities. 

In what file formats will your data be (e.g., doc, docx, 

xls, pdf, jpg, APIs)? 

*.ttl, *.json, owl 

Can you please provide details of the data file size, 

using relevant indicators such as; 37pprox.. number 

of files, size of overall data? 

N/K (> GBs) 

Are you using any metadata? If yes: which schema 

are you using (e g IDS Information Model, DCAT 

etc) 

currently not – to be decided in the project 

Are you using or processing any data that cannot be 

shared? And why? 

Yes, some of the data is proprietary (e.g., 

timeseries recorded in a real grid) 

How do you intend to store the data? For how long 

will you store the data? 

Where: Siemens internal database. How long: 

permanently because they are used for other 

research. 

How will you transfer the data? And if you transfer 

the data only inside EU or also outside? 

The data will be transferred to and within the 

DataBri-X toolbox through the toolbox 

functionality and will be available to the EU 

partners and the UK partner. We do not plan to 

transfer any data to entities outside the EU, 

with the exception of the UK partner. 

REMARK: Data transfers of personal data 

outside EU require a 'contractual clause' as per 

679 legislation. 

For what task/deliverable is this data needed? (data 

purpose)? 

Implementation of UC2 

Are you using controlled vocabularies (terminologies, 

taxonomies, code lists) and WHICH – please list 

them here 

currently not – to be decided in the project 

Are you using (developing) AI models and or 

language resources – if yes, please list! 

No  

Is your organisation making use of specific data 

related standards? If yes, please list the 3-5 most 

important ones here. 

RDF, OWL  

Where and how are you planning to present this 

data? (data dissemination: internal / external/public) 

They will be described in deliverables and 

scientific papers 

What security classification will the data have to 

control access? (open, restricted, confidential) 

Every dataset will have a control access 

classification. This can indeed range from open 

to confidential.  
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Please describe your procedures for erasure and 

deletion of data. 

N/K 

Please summarise your organisational policy and 

procedures on research data management – if any 

(include national/funder/sectorial/departmental 

procedures, and ethical standards, for data 

management if used). 

N/K 

Is your organisation Information Security certified, e 

g ISO27001, SOCC Type 2 et al. Do you run an 

Information Security Management System (ISMS)? 

ISO 27001 

 

Table 27: DataBri-X DMP Questionnaire – Personal Data Use: Partner: SIE.  

 

Partner 12: SIE 
Will the partner be collecting and processing 

personal data? 

(if YES please answer the questions below, if NO no 

need for any answers) 

No 

 

1.14 NICOS AKTIENGESELLSCHAFT (NIC) 

Table 28: DataBri-X DMP Questionnaire – Data Use: Partner: NIC.  

Questions Partner 13: NIC 

Describe the data you will be collecting within the 

scope of the project (such as data in use cases, 

interviews, surveys, test data, documents, literature, 

personal data etc.) 

Collecting data for configuration purposes, 

to bring DB-X-Tool-Service-Instance to given 

IDS-EcoSystem (testbed). 

Where will you be getting this data from? Who is the 

data owner/ subject? 

- DB-X-Tool-Provider 

- nicos.testbed (providing IDS-EcoSystem) 

Please describe the methods or software tools for 

accessing this data (Scrapping, harvesting from 

social networks, from Open Data portals, internal 

data, etc) 

Done manually... 

Who will use this data? (Who are the data users?) EcosSystem/testbed 

In what file formats will your data be (e.g., doc, docx, 

xls, pdf, jpg, APIs)? 

*.ttl, *.json 

Can you please provide details of the data file size, 

using relevant indicators such as; approx. number of 

files, size of overall data? 

N/A 

Are you using any metadata? If yes: which schema 

are you using (e g IDS Information Model, DCAT 

etc) 

IDS IM 

Are you using or processing any data that cannot be 

shared? And why? 

Yes. Private Keys (X.509) as being CA for 

given IDS EcoSystem – only “shared” with 

corresponding DataBri-X-Tool. 

How do you intend to store the data? For how long 

will you store the data? 

On IDS DAPS side. Safe. 
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How will you transfer the data? And if you transfer 

the data only inside EU or also outside? 

N/A 

For what task/deliverable is this data needed? (data 

purpose)? 

Identity Provider (DAPS). Issuing 

“Dynamic Attribute Token” (DAT) 

Are you using controlled vocabularies (terminologies, 

taxonomies, code lists) and WHICH – please list 

them here 

IDS IM. Json Web Token. 

Are you using (developing) AI models and or 

language resources – if yes, please list! 

N/A  

Is your organisation making use of specific data 

related standards? If yes, please list the 3-5 most 

important ones here. 

N/A 

Where and how are you planning to present this 

data? (data dissemination: internal / external/public) 

Never, because it is “secret”. 

What security classification will the data have to 

control access? (open, restricted, confidential) 

N/A 

Please describe your procedures for erasure and 

deletion of data. 

Certification Body driven process. DAPS 

internal deletion. 

Please summarise your organisational policy and 

procedures on research data management – if any 

(include national/funder/sectorial/departmental 

procedures, and ethical standards, for data 

management if used). 

N/K 

Is your organisation Information Security certified, e 

g ISO27001, SOCC Type 2 et al. Do you run an 

Information Security Management System (ISMS)? 

ISO27001 

 

Table 29: DataBri-X DMP Questionnaire – Personal Data Use: Partner: NIC.  

 

Partner 13: NIC 
Will the partner be collecting and processing 

personal data? 

(if YES please answer the questions below, if NO no 

need for any answers) 

No 

 

1.15 OXFORD SEMANTIC TECHNOLOGIES LIMITED (OST) 

Table 30: DataBri-X DMP Questionnaire – Data Use: Partner: OST.  

Questions Partner 14:OST 

Describe the data you will be collecting within the 

scope of the project (such as data in use cases, 

interviews, surveys, test data, documents, literature, 

personal data etc.) 

N/A 

Where will you be getting this data from? Who is the 

data owner/ subject? 

N/A 

Please describe the methods or software tools for 

accessing this data (Scrapping, harvesting from 

social networks, from Open Data portals, internal 

data, etc) 

N/A 

Who will use this data? (Who are the data users?) Use case partners (SIE, WKD), and any other 

partners collaborating on the project 
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In what file formats will your data be (e.g., doc, docx, 

xls, pdf, jpg, APIs)? 

Ttl, owl, nt, nq, trig 

Can you please provide details of the data file size, 

using relevant indicators such as; approx. number of 

files, size of overall data? 

N/A 

Are you using any metadata? If yes: which schema 

are you using (e g IDS Information Model, DCAT 

etc) 

N/A 

Are you using or processing any data that cannot be 

shared? And why? 

Some of the data may be proprietary 

How do you intend to store the data? For how long 

will you store the data? 

The data will be stored securely on cloud for 

the duration of the project. 

How will you transfer the data? And if you transfer 

the data only inside EU or also outside? 

The data will be transferred from the EU to the 

UK and back. It may be possible to store it on 

a EU server. 

For what task/deliverable is this data needed? (data 

purpose)? 

3.2-4, 4.3, 5.3-4, 6.1-5 

Are you using controlled vocabularies (terminologies, 

taxonomies, code lists) and WHICH – please list 

them here 

SKOS, OWL, RDFS 

Are you using (developing) AI models and or 

language resources – if yes, please list! 

No 

Is your organisation making use of specific data 

related standards? If yes, please list the 3-5 most 

important ones here. 

RDF, OWL, SKOS 

Where and how are you planning to present this 

data? (data dissemination: internal / external/public) 

Data will be presented as part of WP6, subject 

to prior approval from the owners. There may 

also be internal presentations. 

What security classification will the data have to 

control access? (open, restricted, confidential) 

All data will be classified as 

open/restricted/confidential. The consortium 

will have access to all data 

Please describe your procedures for erasure and 

deletion of data. 

As a general principle, OST does not store 

client data. 

We do not provide a cloud or SaaS service and 

data is hosted by the clients. 

For the purposes of the Databri-X project, data 

will be stored on the project’s OneDrive under 

the control of the appropriate consortium 

partner. 

Please summarise your organisational policy and 

procedures on research data management – if any 

(include national/funder/sectorial/departmental 

procedures, and ethical standards, for data 

management if used). 

See above 

Is your organisation Information Security certified, e 

g ISO27001, SOCC Type 2 et al. Do you run an 

Information Security Management System (ISMS)? 

No certification 

 

Table 31: DataBri-X DMP Questionnaire – Personal Data Use: Partner: OST.  

 

Partner 14: OST 



D1.2: Data Management Plan  
 

 Grant Agreement: 101070069 -41- 

 

Will the partner be collecting and processing 

personal data? 

(if YES please answer the questions below, if NO no 

need for any answers) 

No 

 

As a remark: 

In line with GDPR compliance the purpose, retention time and details were indeed included and addressed in 

above survey in order to ensure through its format the compliance to the articles of the legislation as well as a 

proper data inventory of the project. At the same time, the points raised alert, so that the partners are made 

aware of the critical issues prevailing and thus actions and plans thereon will focus on important issues 

reference collecting, producing and managing data. 

At the early stages of the project, it is understandable that there will be cases that data is not clearly defined 

yet simply because of the work streamlined within the WPs and pending analysis and pending design from 

relevant partners. It is expected that the data definitions will be soon solidly defined, still the framework of 

data registries is set to agree on the policies in place and align future actions. 
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5. The data catalogue of DataBri-X 

To ensure a) proper and secure data management as well as b) the easy use and proper re-use of data, the 

metadata of DataBri-X used data – with a strong focus on domain and industry specific vocabularies – will be 

collected and described (by collecting / filling metadata) in a DataBri-X data catalogue. This data catalogue 

will NOT include any personal related data from the project and/or the use cases BUT has a clear focus on 

data collection and provision for the public. For this publicly available data catalogue two systems will be 

used: A) a CKAN data catalogue system7: to collect the metadata and - where possible - publicly available data   

by default and B) a PoolParty Semantic Suite instance8: to collect and maintain the industry specific controlled 

vocabularies in the form of a vocabulary hub (not publicly available by default).  

In addition, project data will be stored in a Microsoft Sharepoint environment provided and maintained by 

EBOS. Use Case data will be stored on premise in the use case partners infrastructure and access granted to 

partners that provide technical work to the use cases only. The Microsoft security measures related to user 

authentication and logging-in is well documented and applied to the repository in use to ensure privacy/ 

security. 

As a metadata schema either IDS Information Model9 or DCAT10 will be used. 

 

 

 
7 https://ckan.org/ 
8 https://www.poolparty.biz/ 
9 https://github.com/International-Data-Spaces-Association/InformationModel 
10 https://www.w3.org/TR/vocab-dcat-2/ 



D1.2: Data Management Plan  
 

 Grant Agreement: 101070069 -43- 

 

6.  Monitoring Function 

Data Management Plans (DMPs) are usually developed and defined in the first six months of a project to 

ensure guidelines in place throughout the project duration. Nevertheless, in agile data projects and with 

changing circumstances in a dynamic environment and fast changing world, also a DMP needs to be monitored 

and audited from time to time to ensure the data management guidelines, and approaches of the DataBri-X 

project are up-to-date and valid with then valid legal frameworks and data management technologies, newly 

arising risks are identified and tackled in a proper way etc.  

To ensure this, a DataBri-X DMP monitoring function will be implemented by the consortium, to check 

regarding changes mid and end of project, if any. This monitoring activity will be carried out by SWC and 

ARC together in months M18, and M30. 

The monitoring function is defined and will be comprised of below: 

1. Creation and maintenance of a clear open communication to easily address issues and swiftly take 

actions if needed from relevant parts and partners in the work 

2. Identification of reports or outputs which could potentially contain a risk refence to data management. 

This could be a deliverable which can be reviewed prior to publishing or a component which is 

involved in storing data and technical measures investigated to ensure data privacy and security. 

3. Clear roles and responsibilities to avoid confusion as to who does what. More specifically: 

a. Task and WP leaders as data processors will ensure that data is collected for the right purpose, 

keep participants (if any) informed on the reason data is collected and process securely in line 

with practises outlined in this document. 

b. Technical teams will give emphasis on security components as technical measures as to how 

data will be collected, stored and analysed. Towards that end a safe repository is already 

employed and standard data processing framework including gathering, processing, storing, 

analysing, transferring and re-using data, will be engaged to minimize risks generated.  

c. Project management team to overall coordinate, support and ensure compliance to the DMP. 

Organisational measures like frequent collection of data libraries used, identification of risks, 

frequent meetings to discuss issues are some of the actions to be taken within this role 

4. Close cooperation with the D&C function responsible of the internal and external communication, to 

identify any changes in the environment related to data policies. In an ever-changing industry project 

all stakeholders must remain updated with developments and be able to reflect potential changes to 

the project mechanisms and designs. 
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7. Conclusions 

The Data Management Plan (DMP) at hand covers the overall data management approach for the project as 

well as per partner. The document provides information about the used methodology, the management of data 

aligned with relevant law, the DMP monitoring approach and finally the DataBri-X data catalogue, that will 

provide data (e.g. controlled vocabularies) publicly for reuse. 

The following conclusions regarding data from the DMP questionnaire with all partners have been drawn: 

• Most of the data processed is use case specific data (from the 3 project use cases: telekom, energy, 

legal). 

• Data processing mainly takes place via the DataBri-X tools in the course of development, tests and 

deployment for the use cases. 

• File formats identified are heterogeneous e.g. XML, RDF, JSON, WAV, DOC, PDF, and CSV. 

• File size differs a lot from a few KByte up to 50GByte. 

• If any data cannot be shared, or published, the reason is that such data is proprietary data from a certain 

partner and the data thereby is confidential. 

• Controlled vocabularies are a crucial part of the project’s data, but at this stage of the project not all 

such vocabularies can be listed, examples listed are: EUROVOC, ESCO, and ERROR vocabulary, 

vocabularies used in the IDS Information Model. 

• All partners are having clear information security management systems (or at least guidelines) in place 

and 5 partners are even ISO 27001 certified (information security). 

• Processed personal data is limited very much to data from the consortium members, third parties that 

the project work with, and potentially use cases (but use case personal data is not clearly specified 

yet). 

The DataBri-X project will set-up and maintain a DataBri-X data catalogue, where the most important – 

publicly available – datasets will be stored and provided, the core of such data will be domain specific 

controlled vocabularies. 

The DMP of the DataBri-X project will be monitored and audited on regular basis – means after the submission 

of this deliverable on hand in month 6, audits will take place in month 18 and month 30 of the project, to ensure 

proper risk identification and mitigation as well as good-practise data management. 
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Annex I: Privacy Policy 

Introduction 

This Privacy Notice will inform you as to how the DataBri-X Consortium (hereinafter referred to as the 

“Consortium”, “we”, “us” and “our”) collects and processes information about you and - in particular - your 

personal data. We hereby assure you that this Privacy and Personal Data Protection Policy (“Policy”) fully 

respects and complies with EU Regulation 679/2016 (“Regulation”) and any other relevant legislation. 

The processing of personal data, such as name, address or e-mail address of a data subject shall always be in 

line with the General Data Protection Regulation (GDPR), and in accordance with the country-specific data 

protection regulations applicable to the DataBri-X Consortium. Through this data protection declaration, we 

would like to inform anyone concerned and the general public of the nature, scope, and purpose of the personal 

data we collect, use and process. Furthermore, data subjects are informed, by means of this data protection 

declaration, of the rights to which they are entitled. 

As the data controller, the DataBri-X Consortium has implemented numerous technical and organizational 

measures to ensure comprehensive protection of personal data processed through this website. 

Useful Definitions 

• Consent 

Consent of the data subject is any freely given, specific, informed and unambiguous indication of 

the data subject’s wishes by which he or she, by a statement or by a clear affirmative action, 

signifies agreement to the processing of personal data relating to him or her. 

• Controller 

Controller is the natural or legal person, public authority, agency or other body which, alone or 

jointly with others, determines the purposes and means of the processing of personal data. 

• Personal Data 

Personal Data is any information relating to an identified or identifiable natural person (‘data 

subject’); an identifiable natural person is one who can be identified, directly or indirectly, 

indicatively by reference to an identifier such as a name, an identification number, location data, 

an online identifier or to one or more factors specific to the physical, physiological, genetic, 

mental, economic, cultural or social identity of that natural person. 

• Personal data breach 

Personal data breach is a breach of security leading to the accidental or unlawful destruction, 

loss, alteration, unauthorised disclosure of, or access to personal data transmitted, stored or 

otherwise processed. 

• Processing 

Processing is any operation or set of operations which is performed on personal data or on sets of 

personal data, such as collection, recording, organisation, structuring, storage, adaptation or 

alteration, retrieval, consultation, use, disclosure, dissemination or otherwise making available, 

alignment or combination, restriction, erasure or destruction. 

• Processor 

Processor is a natural or legal person, public authority, agency or other body which processes 

personal data on behalf of the controller. 

• Third party 

Third Party is a natural or legal person, public authority, agency or body other than the data 

subject, the controller, the processor and persons who, under the direct authority of the controller 

or processor, are authorised to process personal data. 
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The Controller 

Regarding the personal data in cases where as a Project Consortium, we determine the purposes and means 

of the processing, the Data Controller is the DataBri-X Consortium. 

Principles we adhere to 

At the DataBri-X Consortium, we are committed to and adhering to the following principles of processing 

personal data in accordance with Article 5 of the Regulation. The personal data is: 

• processed lawfully, fairly and in a transparent manner in relation to the data subject (principle of 

‘lawfulness, fairness and transparency’); 

• collected for specified, explicit and legitimate purposes and not further processed in a manner 

that is incompatible with those purposes (principle of ‘purpose limitation’); 

• adequate, relevant and limited to what is necessary in relation to the purposes for which they are 

processed (principle of ‘data minimisation’); 

• accurate and, where necessary, kept up to date; we take every reasonable step to ensure that 

personal data that is inaccurate, having regard to the purposes for which it is processed, erased or 

rectified without delay (principle of ‘accuracy’); 

• kept in a form that permits identification of data subjects for no longer than it is necessary or as 

required by relevant Laws (principle of ‘storage limitation’); 

• processed in a manner that ensures appropriate security of the personal data, including protection 

against unauthorised or unlawful processing and against accidental loss, destruction or damage, 

using appropriate technical and organisational measures (principle of ‘integrity and 

confidentiality’). 

 

Finally, we are able to demonstrate compliance with the aforementioned principles (principle of 

‘accountability’). 

Collection of Personal Data 

The DataBri-X Consortium as the Data Controller collects Personal Data from you within the purposes of 

research and the project’s scope. So, in the following cases: 

• When you contact us directly or indirectly (e.g. through the project’s webpage and/or e-mail, or 

through our partners, or through our Social Media pages, etc.), in order to be informed regarding 

the Project or ask for relevant information; 

• If you fill in any of our documents or subscribe to our newsletter; 

• The DataBri-X Consortium may also publish video or photographs of images in case of events or 

workshops, provided that the relevant data subject gave its consent to the publication of it. There 

is no transfer of this personal data to third parties outside the same DataBri-X Consortium 

 

Minors’ Personal Data 

We do not collect or process minors’ personal data without verifiable parental consent in cases when we are 

able to control it. For example, it is not possible to control information that is communicated to us online. In 

any event, if we find that we have collected any personal information from a minor without verifiable 

parental consent (in accordance with Article 8 of the Regulation), we will immediately delete the information 

from our records. If you believe we may have collected information from a minor, please contact us. 
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Categories of Data Subjects 

The categories of data subjects include: 

• Partners of the Consortium. 

• Users visiting the project website. 

• Social Media users. 

• DataBri-X platform users. 

• General Public. 

 

Kind of Personal Data we may collect about you 

Data from the following categories of personal information about you may be collected and processed per 

case in order to serve the purpose of the data collection and in accordance with the relevant legal basis as 

described in this Policy: 

• Contact details with you or a natural person you may indicate instead of you (name, surname, 

address, telephone or fax number, email); 

• Occupational information (occupation, position); 

• Incident investigation data, such as incident details, data of persons involved or related 

information; 

• Information required by the institutional framework, such as personal data of persons dependent 

or related to our Consortium members; 

• Apps/websites/social media-related data (cookies, full name or nickname, information you 

publicly disclose and comments on social media, or email attachments); 

• Your picture when attending our events, or your photo is uploaded on our social media or website 

and of course in both cases under your consent 

 

Purposes of Processing & the Legal Basis of Data Processing 

The processing of personal data is based on one of the “legal bases” as referred to in Article 6 of the 

Regulation (or Article 9 in case of special categories of personal data). 

The legal basis on which the collection and processing of personal data is based are, the consent, the 

compliance in performing our contractual obligations, the compliance with our legal and statutory 

obligations, and the safeguarding of our legitimate interests. For special categories of personal data, the 

explicit consent, the performance of obligations and the exercise of specific rights of the controller or data 

subject in the field of labour law and social security/social protection law and for the assessment of the 

working capacity of the employee, medical diagnosis, the provision of health or social care or treatment. The 

legal basis, on which the processing of your personal data is based, is as follows for each processing purpose: 

Consent: You provide consent when you communicate with us in any way directly or indirectly as interested 

in our project, when you fill in our documents, when informing you about our findings in the context of our 

dissemination activities, when you make a complaint or statement or when assessing us, when participating 

in our events, when you visit our social media accounts, or when you give us your business card. 

Commitment to perform our contractual obligations: when you have agreed to receive our newsletter. 
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Compliance with our legal obligations: You comply with our legal obligations to all sorts of authorities such 

as labour law, regulatory authorities, tax, accounting, auditing, judicial authorities and agencies or in 

connection with our contractual obligations or during payment of our liabilities. 

Safeguarding our legitimate interests: You consent to improve our services, or when investigating and 

managing any potential incident, or for the assessment of persons and situations. 

The Consortium is informed about the processing purposes and the legal bases under specific documents 

internally. 

 Retention of Data Period 

We store personal data for as long as it is required by the respective processing purpose and any other 

permitted linked purpose, always within the project’s scope on completion of the project. Data shall be 

stored for a period of 5 years after the completion of the project and in accordance to requirements by the 

European Commission. 

Cookies are stored depending on their nature as you may be informed in our cookies policy linked to the 

present policy (please see below). 

Personal data you disclose to us as users are stored for until the completion of the project. 

Data that may be needed for our legitimate interests as a Controller shall be kept until the reason for storing 

such data ceases. 

Specifically, for the data we process based on your consent (as an example for marketing), these are kept 

from obtaining the consent until it is revoked or there is no longer need to store it. 

Information that is no longer necessary is safely destroyed or anonymised. We limit access to your personal 

data to those partners who need to use it for the specific purpose. 

 How we ensure the security of Personal Data 

We have decided on reasonable organizational and technical measures to protect the personal data we 

collect, and in particular any specific categories of personal data. We follow international standards and 

practices to ensure the security of our networks. We ensure you that your personal data is processed securely 

and legally, by adhering to policies and developing and implementing procedures in accordance with the 

purposes and legal bases of processing. For example, the following security measures are used to protect 

personal data against unauthorised use or any other form of unauthorised processing: 

• Access to personal data is restricted to a limited number of authorised partners as per project 

structure and under the Data Management Plan and Ethics requirements. 

• Our repository system of Microsoft Teams, used for the processing of personal data, ensures that 

all technical measures are taken to prevent loss, unauthorised access or other illegal processing. 

 

In addition, access to these ICT (Information communication technology) systems is monitored on a 

permanent basis in order to detect and prevent illegal use at an early stage. Although the transfer of data 

through the Internet or a website cannot be guaranteed to be protected from cyberattacks, we work to 

maintain physical, electronic and procedural security measures to protect your data. 
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Some of the security measures we take are not announced for obvious reasons. 

To whom the Data may be disclosed 

We take measures to ensure that the recipients of personal data are kept to a minimum. The personal data we 

collect are disclosed to third parties, provided that the legality of such disclosure is fully justified. Specific 

personal data from those we lawfully collect as a Controller, may be accessed (or disclosed) on a case-by-

case basis by: 

• Any relating supervisory authority within its role. 

• Any public or judicial authority where required by law or judicial decision. 

• The auditor of the company, for necessary data recording requirement (financial, employment, 

contracts and other controls), under confidentiality. 

• The advocate, for whatever data is required in legal cases, under confidentiality. 

• The Insurance cooperating company and only for the relevant part of the information. 

• Partners’ banks (of the company, the staff or affiliates and suppliers), only for payment related 

data. 

• The training or systems consultants, the trainer, for training or systems control issues and only for 

the necessary pieces of information and data. 

  

Territorial Scope 

The personal data we collect is processed within the European Economic Area (EEA). 

Your rights as a Data Subject and how you can exercise them 

You have the right to be informed, the right of access to your personal data, the rights of rectification and 

erasure (in cases it is permitted), the right to restriction of processing, the right to data portability, the right to 

object. If processing is based on your consent, you may withdraw it at any time. 

The right to be informed is exercised through this privacy and personal data protection notification. In some 

cases, it is also mentioned in documents and/or forms we are using. 

We inform you that we are not using software of decision making solely based on automated processing 

including profiling. 

Right of access: you have the right to obtain from us confirmation as to whether or not your personal data is 

being processed as well as other relevant information, and, where that is the case, access to your personal 

data. 

Right of rectification: you have the right of rectification of your inaccurate personal data as well as to have 

incomplete personal data completed by providing a supplementary statement. 

Note: Since it is not possible for us to be aware of any changes to your personal data if you do not inform us, 

please help us keep your information accurate by informing us of any changes to your personal information 

that we do process. 

Right to erasure (‘right to be forgotten’); we have to answer such right when: 
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• your personal data is no longer necessary in relation to the purposes for which we collected it; 

• withdraw your consent on which the processing is based and where there is no other legal basis 

for the processing; 

• your personal data has been unlawfully processed; 

• personal data has to be erased for compliance with a legal obligation we are subject to; 

• personal data has been collected in relation to the offer of information society services. 

 

We reserve the right to refuse this right if the processing is necessary for compliance with any legal 

obligation we are subject to, or for reasons of public interest, or for the foundation and exercise or support of 

our legal claims (according to Article 17 § 3). 

Right to restriction of processing; you have the right to restriction of processing when: 

• you contest the accuracy of your personal data for a period enabling us to verify the accuracy of 

the personal data; 

• the processing is unlawful and you oppose the erasure of the personal data and request the 

restriction of their use instead; 

• we no longer need your personal data for the purposes of the processing, but it is required by you 

for the establishment, exercise or defence of legal claims; 

• you objected to processing pending the verification whether our legitimate grounds override 

those of yours. 

 

Right to data portability: You have the right to receive your data in a structured, commonly used and 

machine-readable format and under an explicit request such data will be transferred to both, you and another 

natural or legal person who will process it. 

Right to object: you have the right to object to the processing of your data at any time when the reason for 

the processing relates to direct marketing. 

In the event that you make such request in a written or electronic form regarding any of the above rights, we 

will assess your request and respond within one month of its receipt, either for its satisfaction or to provide 

you with objective reasons preventing it from being satisfied, or, given the complexity of the request and the 

number of requests at the given time, request an extension of response for a further two months period 

(according to Article 12.3 of the Regulation). 

The exercise of your rights is free of charge. Where requests from you are manifestly unfounded or 

excessive, in particular because of their repetitive character, we may refuse to answer or charge you an 

administrative fee. 

If you are dissatisfied with the use of your data by us, or our response after exercising your rights, you have 

the right to lodge a complaint with a supervisory authority. 

Personal Data Breach 

In the event of a breach of the security and integrity of the personal data processed, we will take the 

following measures (in accordance with Article 33 and 34 of the Regulation in case we are the Controller) 

and we will: 

• Assess it in order to implement the appropriate procedures needed to limit the breach; 
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• Examine the extent of the breach and the sensitivity of the data included; 

• Evaluate the risk and its impact on your rights and freedoms; 

• Endeavour to reduce as much as possible the damage that is or may be caused; 

• Notify within a time limit of 72 hours of becoming aware of the breach, the National Personal 

Data Protection Authority, if required; 

• Assess the impact on your privacy and take appropriate measures to prevent the repeating of the 

incident. 

In the event we are the processor, we will inform the Controller as soon as possible. 

The related process for the DataBri-X consortium is specified as follows: 

• An incoming email will be immediately forwarded to project coordinator ARC 

• ARC checks the email content and aligns with core team /PMB asap, involving all relevant 

parties of the consortium.  

• ARC informs the authority, if necessary (as well as the consortium / PMB) 

 

Links to other Websites 

Our Website may contain links to other websites that are not operated or controlled by us. If you click on a 

third-party link, you will be directed to that third-party site. We recommend that you review the Privacy 

Policy for each site you visit. We have no control over and assume no responsibility for the content, privacy 

policies, or practices of any third-party sites or services. 

Cookies 

By following this link, you will be informed of our cookies policy. 

Contact details with the Data Protection Authority 

Additional information and terminology for the Regulation can be found at https://eur-lex.europa.eu/legal-

content/EL/TXT/?uri=celex%3A32016R0679. 

Contact us 

If at any time you want to contact us or make a request regarding your rights or any other matter relating to 

the protection of personal data, you may contact the project’s email: info@databri-x.eu. 

Policy Update 

This policy is effective from current date and will be reviewed when there is a significant change. This 

review will be available on our website. 

  

https://eur-lex.europa.eu/legal-content/EL/TXT/?uri=celex%3A32016R0679
https://eur-lex.europa.eu/legal-content/EL/TXT/?uri=celex%3A32016R0679
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Annex II – Non Disclosure Agreement Template DataBri-X 

MUTUAL NONDISCLOSURE AGREEMENT 

This Mutual Nondisclosure Agreement (the “Agreement”) is made as of the __th day of MONTH, 2023, 

between Athina Research on behalf of the DataBri-X Project Consortium (“Athina”), with an office 

located at ADDRESS, and LEGAL ENTITY, a COUNTRY limited-liability company located at ADDRESS 

(“Partner”). 

 

Purpose: The parties intend to engage in discussions concerning PURPOSE FILLED HERE (the “Designated 

Purpose”). In connection with this Designated Purpose, each party may disclose as “Discloser” its 

Confidential Information to the other as “Recipient”. This Agreement is intended to allow the parties to 

continue to pursue the Designated Purpose while protecting each party’s Confidential Information against 

unauthorized use or disclosure. 

 

The parties agree as follows: 

 

1. Definitions. Unless otherwise defined herein, capitalized terms used in this Agreement have the meanings 

set forth below: 

 

“Affiliate” means any person or entity which directly or indirectly controls, is controlled by or is under 

common control with such person or entity where “control” means the right to control, or actual control of 

management of such entity, whether by ownership of voting securities, by agreement, or otherwise. 

 

“Confidential Information” means any oral, written, graphic or machine-readable information including, but 

not limited to technical or non-technical data, patents, patent applications, copyright, copyright applications, 

research, product or service plans, developments, inventions, processes, designs, drawings, patterns, 

compilations, engineering methods, techniques, devices, formulae, software (including source and object 

code), algorithms, business plans, agreements with third parties, lists of actual or potential services or 

customers, marketing plans, financial plans or finances, Personal Data, and similar information relating to the 

Discloser, its Affiliates, the Designated Purpose, or any of their respective third party suppliers or customers 

furnished by or on behalf of the Discloser to the Recipient or any of its Representatives regardless of the 

manner in which it is furnished or whether obtained by the Recipient or its Representatives through observation 

of the Discloser’s facilities or procedures, including the existence and terms of this Agreement.  

 

“Data Subject” means an identified natural person or a natural person who can be identified, directly or 

indirectly, in particular by reference to an identifier such as a name, an identification number, location data, 

an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, 

cultural or social identity of that natural person. 

 

“Personal Data” means any information relating to a Data Subject. 

   

“Representatives” means, in respect of any party, such party, such party's Affiliates, its and their respective 

directors, officers, employees, agents, advisors (including financial advisors and legal counsel) and any 

institutional lender to such party and the directors, officers and employees of any such agent, advisor or lender. 

 

2. Nondisclosure of Confidential Information.  Neither Recipient nor any of its Representatives shall use any 

of Discloser’s Confidential Information for its own use or for any purpose other than to carry out discussions 

concerning, and the undertaking of, the Designated Purpose. Recipient may provide Discloser’s Confidential 

Information only to Recipient’s employees who (i) have a substantive need to know about the Confidential 

Information in connection with the Designated Purpose; (ii) have been advised of the confidential and 
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proprietary nature of the Confidential Information; and (iii) have agreed to protect from unauthorized 

disclosure all confidential and proprietary information, of whatever source, to which they have access in the 

course of their employment. Recipient may provide Confidential Information to Recipient’s Affiliates, 

consultants, contractors and agents, subject to (i) through (iii) above. Recipient and its Representatives must 

take all reasonable measures to protect the secrecy of and avoid disclosure or use of Discloser’s Confidential 

Information in order to prevent it from falling into the public domain or the possession of persons other than 

those persons authorized under this Agreement to have this information. Such measures are to include, but not 

be limited to, the highest degree of care that the Recipient utilizes to protect its own Confidential Information 

of a similar nature, which is to be no less than reasonable care. Recipient must notify Discloser of any actual 

or suspected misuse, misappropriation or unauthorized disclosure of Discloser’s Confidential Information, 

which may come to Recipient’s attention.  Recipient will be liable for all breaches of the terms of this 

Agreement by its Representatives. 

 

3. Exceptions to Nondisclosure of Confidential Information. Notwithstanding anything to the contrary in this 

Agreement, Recipient shall have no liability to Discloser concerning any of Discloser’s Confidential 

Information, which: (i) was in the public domain at the time it was disclosed or has entered the public domain 

other than by a breach of this Agreement by Recipient or its Representatives; (ii) was known to Recipient, 

without restriction, at the time of disclosure; (iii) is disclosed with the prior written approval of Discloser; (iv) 

was independently developed by Recipient without any use of Discloser’s Confidential Information and by 

employees of Recipient who have not had access to the Confidential Information; (v) becomes known to 

Recipient, without restriction, from a source other than Discloser without breach of this Agreement by 

Recipient and otherwise not in violation of Discloser’s rights; or (vi) is disclosed pursuant to the order or 

requirement of a court, administrative agency, or other governmental body; except that Recipient shall, to the 

extent legally permissible, provide reasonable notice of such court order or requirement to Discloser to enable 

Discloser to seek a protective order or otherwise prevent or restrict such disclosure and fully cooperate with 

Discloser to appropriately protect against or limit the scope of disclosure. 

 

4. Personal Data. Notwithstanding anything else herein, neither party shall provide to the other party any 

Personal Data unless specifically requested to do so by such other party. In any event, Discloser will, before 

providing any Personal Data to Recipient, first make all reasonable efforts to anonymize such Personal Data. 

If Discloser discloses to Recipient any Personal Data without first anonymizing such Personal Data, Discloser 

must separately and promptly notify Recipient of such disclosure and provide reasonable details of the 

disclosed Personal Data. Discloser must comply with all applicable laws and regulations with respect to any 

Personal Data which Discloser provides to Recipient pursuant to this Agreement and will indemnify Recipient 

from any damages or other liabilities relating thereto. 

 

5. No Rights Granted.  This Agreement is not to be construed as granting any rights under any patent, 

copyright or other intellectual property right of either party, nor does this Agreement grant Recipient any rights 

in or to Discloser’s Confidential Information other than the limited right to review the Confidential Information 

solely for the purpose of the Designated Purpose. Nothing in this Agreement restricts the right of a party to 

create, develop, acquire, protect, procure or market any products or services, provided that such party has not 

used or disclosed Confidential Information in breach of this Agreement. 

 

6. Term. The term of this Agreement and the parties’ obligations commence on the date first written above 

and terminate two (2) years thereafter.  

 

7. No Future Agreements or Obligations to Disclose.  Nothing in this Agreement is to be construed as 

obligating or be deemed to obligate (i) the parties to enter into any future agreement concerning the Designated 

Purpose or the Confidential Information or (ii) Discloser to disclose any particular Confidential Information. 

Each party reserves the right, in its sole and absolute discretion, to reject any or all proposals and to terminate 

discussions and negotiations with or involving the other party at any time and for any reason without any 

liability and without any obligation of any kind (including without limitation any implied obligation of good 

faith to continue negotiations).  
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8. Discussion Information.  Each party agrees that, without the prior written consent of the other party, it will 

not disclose to any person (other than its Representatives), the fact that the Confidential Information has been 

made available to Recipient, that discussions or negotiations are taking place concerning the Designated 

Purpose or any of the terms, conditions or other facts with respect thereto, including the status thereof and the 

identity of the parties thereto. 

 

9. Governing Law.  This Agreement is governed, construed and interpreted in accordance with Greek law, 

and the parties attorn to the exclusive jurisdiction of the courts of Athens, Greece, to resolve any disputes. 

 

REMARK: Place of law and courts may change depending on the counter party. 

 

10. Successors and Assigns.  This Agreement inures to the benefit of and is binding upon the respective 

successors and permitted assigns of the parties. Nothing in this Agreement, express or implied, is intended to 

confer upon any party other than the parties hereto or their respective successors and permitted assigns any 

rights, remedies, obligations, or liabilities under or by reason of this Agreement, except as expressly provided 

in this Agreement. 

 

11. Notice.  Any notice, demand or other communication required or permitted to be given to either party will 

be in writing and personally delivered or sent by mail to the intended recipient at its address above. Any party 

may from time to time change its address by written notice to the other party given in accordance with this 

paragraph. 

 

12. Severability.  If one or more provisions of this Agreement are held to be unenforceable under applicable 

law, the parties agree to renegotiate such provision in good faith. In the event that the parties cannot reach a 

mutually agreeable and enforceable replacement for such provision, then (i) such provision will be excluded 

from this Agreement, (ii) the balance of the Agreement will be interpreted as if such provision were so 

excluded and (iii) the balance of the Agreement will be enforceable in accordance with its terms. 

 

13. Independent Contractors. Athina and Partner are independent contractors, and nothing contained in this 

Agreement is be construed to constitute Athina and Partner as partners, joint venturers, co-owners or otherwise 

as participants in a joint or common undertaking, or to provide either party with the right, power or authority 

to create any duty or obligation on behalf of the other party. 

 

14. Remedies. Each party acknowledges that: (i) its obligations set forth in this Agreement are necessary and 

reasonable in order to protect Discloser and its business, (ii) due to the unique nature of Discloser’s 

Confidential Information, monetary damages may not alone be sufficient to compensate Discloser for any 

breach by Recipient of its covenants and agreements set forth in this Agreement, and (iii) any violation or 

threatened violation may cause irreparable injury to Discloser. In addition to any other remedies that may be 

available, in law, in equity, by statute or otherwise, Discloser may be entitled to obtain injunctive relief against 

the threatened breach of this Agreement or the continuation of any such breach by Recipient. 

 

15. Amendment and Waiver. Any term of this Agreement may be amended with the written consent of Athina 

and Partner. Failure to enforce any provision of this Agreement by a party will not constitute a waiver of any 

term hereof by such party. 

 

16. Extended Meanings. In this Agreement, words importing the singular number include the plural and vice 

versa and words importing gender include all genders.  The word "person" includes, subject to the context in 

which it appears, an individual, partnership, association, body corporate, trustee, executor, administrator or 

legal representative. 

 

17. Entire Agreement. This Agreement is the product of both of the parties, constitutes the entire agreement 

between the parties pertaining to the subject matter hereof, and merges all prior negotiations and drafts of the 

parties with regard to the subject matter hereof. Any and all other written or oral agreements existing between 

the parties regarding such transactions are expressly cancelled. 
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18. Headings. The division of this Agreement into sections and the insertion of headings are for convenience 

of reference only and are to not affect Agreement construction or interpretation. 

 

19. Counterparts; Signatures. This Agreement may be executed in any number of counterparts, each of which 

will be deemed an original, but all of which together will be deemed for all purposes to constitute one and the 

same instrument; and signatures transmitted and received via email will be treated as original signatures 

hereunder. 

 

The parties have executed this Mutual Nondisclosure Agreement as of the date first above written. 

 

 PARTNER:    ATHINA RESEARCH 

 

  

 

 

 

   

By:   By:  

     

Name:   Name:  

     

Title:   Title:  

 

 


