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Let’s start your
data driven future

Get in touch with our team and let's talk on how to boost your data
driven future! Explore the opportunities with nexyo and get to
know our best business examples and discuss your individual step
by step roadmap.

Let's Get Started




Who is nexyo

.t

@3 Founded in 2020

Located in Vienna
“,

nexyo is a Vienna-based deep tech startup that provides
innovative, scalable software for distributed data.

Our solution enables the management and sharing of data in a
trusted digital environment to drive innovation through data-
driven collaboration.

F\ Successful pilot projects Q@}\ Paying customers
&)
@ High profile team Tech Partner for Austrian

Lighthouse project



Our Buildingblocks

Digital Data Sovereignity

Offers and Contracts for Assets with Policies

Decentralized Architecture

High Usability for Non-Technical Users

Interoperability with Others

https://www.flaticon
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The Software
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Data Assets Data Spaces

Hello Hub, welcome to nexyo DataHub!

Find Data Asssets from other Hubs by
browsing your Data Spaces
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Data Spaces
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Hubs in your network

Create a new Data Asset and share it with
other Hubs in Data Spaces
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Create Data Asset



Technology & Frameworks

How to stay interoperable

Eclipse Data Space Components International Data Space
Framework Association

ID
SA

Standards

W3

~

o/


https://projects.eclipse.org/projects/technology.edc
https://github.com/eclipse-edc
https://internationaldataspaces.org/
https://www.w3.org/TR/did-core/
https://www.w3.org/
https://www.w3.org/TR/odrl-model/

Architecture & Components
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Motivation

Guidance and Best practises for Users
and Data Space authorities

Common standardsand
implementationsto ensure

interoperability

ODRL is too generic

", nexyo DataHub
(3 Home

(%) Data Spaces

[y Hub Data Assets
@ Policies

AL Connections

cies > Data Sharing Agree @ ==

Data Sharing Agreement

The subject matter of this agreement is the provision of aggregated,
anonymized movement and mobile Data ("Data") to the partner for
use within the framework of this contract.

agreement  odrl  sharing  no charge

Usage rules (4) @

Q  Search for th f a Policy Rul Fitoe b
) Search for the name of a Policy Rule Al
Usage rules
@ The Partner guarantees that it will implement an.
Data Offers
@ No fee will be charged for the use of the Data Permission
@ The data must not re-personalized Prohibition

@ Austrian law shall apply.



Methodology

Based on existing surveys of usage control approaches [1]

Classification of policies: preventive/detective mechanisms

Defined between the interacting parties:

* Provider, consumer, third-party / observer

Specification of Policy Information, Administration, and Decision Point

https://www.flaticon.com/

[1] I. Akaichi, S. Kirrane, Usage control specification, enforcement, and robustness: A survey, 2022. 9



Policy Pattern
Allow access

Location / Regional access
restriction

Location / Regional storage
restriction

Time restriction

Access count

Rate limit

Concurrent active
connections

Amount of data
Processing power
Bandwidth

Billing / Credit points

PIP

Provider

Provider

Consumer,
Third Party

Provider

Provider

Provider

Provider

Provider

Provider

Provider, Third
Party

Provider

PAP/PDP

Provider

Provider

Provider

Provider

Provider

Provider

Provider

Provider

Provider

Provider

Provider

Enforcement

Preventive

Detective

Detective

Preventive

Preventive

Preventive

Preventive

Preventive

Preventive

Preventive

Preventive

ODRL File

access-spedfic-consumer.ttl

regional-access-restriction.ttl

regional-storage-restriction.ttl

time-restriction.ttl

access-count-restriction.ttl

rate-limiting.ttl

concurrent-active-connections.ttl

mount-of- ttl

processing-power.ttl

bandwidth.ttl

(1,2]

(1,2,3]

[1,2,3]

(1

(1.2]

(4]

(4]

(2]

(2,9]

[2,9]

(1,2]
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https://github.com/fhstp/dataspaces-policies/blob/main/example-policies/access-specific-consumer.ttl
https://github.com/fhstp/dataspaces-policies/blob/main/example-policies/regional-access-restriction.ttl
https://github.com/fhstp/dataspaces-policies/blob/main/example-policies/regional-storage-restriction.ttl
https://github.com/fhstp/dataspaces-policies/blob/main/example-policies/time-restriction.ttl
https://github.com/fhstp/dataspaces-policies/blob/main/example-policies/access-count-restriction.ttl
https://github.com/fhstp/dataspaces-policies/blob/main/example-policies/rate-limiting.ttl
https://github.com/fhstp/dataspaces-policies/blob/main/example-policies/concurrent-active-connections.ttl
https://github.com/fhstp/dataspaces-policies/blob/main/example-policies/amount-of-data.ttl
https://github.com/fhstp/dataspaces-policies/blob/main/example-policies/processing-power.ttl
https://github.com/fhstp/dataspaces-policies/blob/main/example-policies/bandwidth.ttl
https://github.com/fhstp/dataspaces-policies/blob/main/example-policies/billing.ttl

Policy Pattern

Data quality

Deletion

Purpose / Application

Provable attribute

Encryption by consumer

Encryption by provider

Aggregation

Anonymization

Activity logging

Delegation of permission

Up-to-dateness

PIP

Consumer

Consumer,
Third Party

Consumer,
Third Party

Provider, Third
Party

Consumer

Consumer

Consumer

Consumer

Consumer

Consumer

Consumer

PAP/PDP

Consumer

Provider

Provider

Provider

Provider

Consumer

Provider

Provider

Provider

Provider

Provider

Enforcement

Detective

Detective

Detective

Preventive

Detective

Preventive

Detective

Detective

Detective

Detective

Detective

ODRL File

data-quality.ttl

deletion-requirement.ttl

purpose.ttl

provable-attributes.ttl

encryption-by-consumer.ttl

encryption-by-provider.ttl

aggregation.ttl

[1,5]

(1]

(1,6]

(1,3]

(7]

[7,10]

[1,5]

[1,2]
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https://github.com/fhstp/dataspaces-policies/blob/main/example-policies/data-quality.ttl
https://github.com/fhstp/dataspaces-policies/blob/main/example-policies/deletion-requirement.ttl
https://github.com/fhstp/dataspaces-policies/blob/main/example-policies/purpose.ttl
https://github.com/fhstp/dataspaces-policies/blob/main/example-policies/provable-attributes.ttl
https://github.com/fhstp/dataspaces-policies/blob/main/example-policies/encryption-by-consumer.ttl
https://github.com/fhstp/dataspaces-policies/blob/main/example-policies/encryption-by-provider.ttl
https://github.com/fhstp/dataspaces-policies/blob/main/example-policies/aggregation.ttl
https://github.com/fhstp/dataspaces-policies/blob/main/example-policies/anonymization.ttl
https://github.com/fhstp/dataspaces-policies/blob/main/example-policies/activity-logging.ttl
https://github.com/fhstp/dataspaces-policies/blob/main/example-policies/delegation.ttl
https://github.com/fhstp/dataspaces-policies/blob/main/example-policies/up-to-dateness.ttl

Example:
Amount of data

* Provider limits amount
of data the consumer
can acquire

<http://example.com/policies#permissionl>
a odrl:Permission ;
odrl:target <http://example.com/files/filel> ;
odrl:assigner <https://www.example.com/provider> ;
odrl:assignee <https://www.example.com/consumer> ;

odrl:action <http://example.com/policies#actionl> ;

odrl:constraint <http://example.com/policies#constraintl> .

<http://example.com/policies#actionl>
a odrl:Action ;
rdf:value odrl:read ;
odrl:refinement [
odrl:leftOperand odrl:unitOfCount ;
odrl:operator odrl:eq ;

odrl:rightOperand "MiB"

<http://example.com/policies#constraintl>
a odrl:Constraint ;
odrl:leftOperand odrl:count ;
odrl:operator odrl:lteq ;
odrl:rightOperand "1024" .

12



<http://example.com/policies#policy> ﬂﬁ%dﬂ

a odrl:Policy ;

Example: odrl:permission [

° odrl:action odrl:distribute ;
Data quallty odrl:assigner <https://www.example.com/consumer> ;
odrl:assignee <https://www.example.com/provider> ;
odrl:duty [
odrl:action [
rdf:value ds:qualityControl ;

odrl:refinement [

» Consumer demands certain
data quality standards

odrl:leftoperand ds:conformsTo ;
odrl:operator odrl:eq ;

odrl:rightOperand <http://example.com/shacl-shape>

* New action “qualityControl” ]
1
* New left operand “conformsTo” odrl:constraint [

odrl:leftoperand odrl:event ;
odrl:operator odrl:1t ;

odrl:rightoperand odrl:policyUsage

]
15
odrl:target <http://example.com/files/filel>
1

odrl:profile ds:vl . B



Summary

* Collection of Policy Patterns that capture common and recurring requirements
and scenarios in data sharing and governance

* Example representations of the patterns in ODRL

* Extension of ODRL with Data Space-specific properties

Next steps:
* Real-world use cases and feedback from stakeholders
 Standardization into a Data Space ODRL Profile

e Technical implementation of common policies

https://www.flaticon.com
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